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osCommerce Online Merchant v2.3.0 Upgrade Guide

This upgrade guide is based on the osCommerce Online Merchant v2.2 Release Candidate 2a release. If you have not yet updated to
v2.2RC2a, please review its upgrade guide in the extras directory (upgrade-22rc2a.html) before applying these changes.

.a This upgrade guide only provides the minimum required changes in the form of security updates and bug fixes. These

changes will not upgrade your store to a complete v2.3 version. Please continue to use v2.2 add-ons and do not install v2.3
optimized add-ons as the may not function with your installation. If you wish to upgrade to a full v2.3 version, perform only
(SQL) Database Changes and use the database with a new v2.3 installation.

", The following changes should be performed in the following order.

Legend: (SQL) Database Changes (A) Administration Tool (C) Catalog

Types:

(SEC) Security Update (BUG) Bug Fix (COMPAT) Compatibility Update (UP) General Update (NEW) New Feature

View Changes Online

(A) (SEC) Administration Tool Log-In Update — Importance: High | Difficulty: Easy

(SQL) (UP) Update Database Field Lengths — Importance: High | Difficulty: Easy

(AC) (COMPAT) Fix Timezone Warning Messages for PHP v5.3 — Importance: Medium | Difficulty: Easy

(AC) (COMPAT) Use Perl-Compatible Regular Expressions for PHP v5.3 — Importance: Medium | Difficulty: Hard
(C) (SEC) Add Customer Session Token to Forms — Importance: Medium | Difficulty: Medium

(C) (BUG) Validate Removal of Customer Address — Importance: High | Difficulty: Easy

(AC) (BUG) Sanitize Parameters — Importance: High | Difficulty: Medium

(A) (UP) Add Support for Basic HTTP Authentication — Importance: High | Difficulty: Medium

(C) (UP) Generate a New Shopping Cart ID When Restoring Products — Importance: Medium | Difficulty: Easy
(C) (BUG) Fix Navigation History Session Content — Importance: High | Difficulty: Easy

(AC) (UP) Improve Validation of E-Mail Addresses — Importance: Medium | Difficulty: Medium

(AC) (UP) Code Cleanup — Importance: High | Difficulty: Easy

(A) (UP) Update Define Languages Page — Importance: Medium | Difficulty: Medium

(C) (BUG) Verify Shopping Cart Product Attribute Combinations — Importance: High | Difficulty: Easy

(AC) (UP) Remove PHP3 Compatibility Code — Importance: Low | Difficulty: Easy

(AC) (UP) Improve IP Address Detection — Importance: Medium | Difficulty: Easy

(A) (BUG) Don't Show Empty Menu Entries — Importance: Low | Difficulty: Easy

(AC) (UP) Add htaccess Protection to the Images Directory — Importance: Medium | Difficulty: Easy

(C) (UP) Optimize Tax Calculations — Importance: Medium | Difficulty: Easy

(AC) (UP) Improve Force Cookie Usage in Sessions — Importance: Medium | Difficulty: Easy

(A) (BUG) Fix Automatic Removal of Manufacturer Images — Importance: High | Difficulty: Easy

(A) (UP) Add API Version Tag to Modules — Importance: Low | Difficulty: Easy

(C) (UP) Hide Currencies and Languages Info Boxes for Single Currencies and Languages — Importance: Low | Difficulty: Easy
(A) (UP) Hide Language Selection if Only One Language is Installed — Importance: Low | Difficulty: Easy

(C) (BUG) Fix Retrieval of Special Product Prices — Importance: Low | Difficulty: Easy

(A) (BUG) Fix HTML E-Mails — Importance: Low | Difficulty: Easy

(A) (BUG) Improve Saving of Module Parameters — Importance: Low | Difficulty: Easy

(AC) (UP) Add Pre-Populated List of Currencies — Importance: Low | Difficulty: Easy

(A) (SQL) (NEW) Introduce Security Directory Permissions Feature — Importance: Medium | Difficulty: Easy
(AC) (SQL) (NEW) Introduce Action Recorder Feature — Importance: Medium | Difficulty: Hard

(AC) (UP) Cleanup Language Definitions — Importance: Low | Difficulty: Easy

(AC) (NEW) Move Installation Checks to New Security Checks Modules — Importance: Medium | Difficulty: Easy
(A) (UP) Introduce Windows Compatible is_writable() Function — Importance: Low | Difficulty: Easy

(A) (UP) Bypass HTTP Authentication for IS Webservers — Importance: Low | Difficulty: Easy

(AC) (UP) Update PHP_SELF Value — Importance: Low | Difficulty: Easy

(A) (NEW) Introduce Easy Store Logo Uploader — Importance: Low | Difficulty: Easy

(AC) (SQL) (UP) Update Password Hashing to Phpass — Importance: High | Difficulty: Easy

(C) (BUG) Fix Length Check of Customer Passwords — Importance: Low | Difficulty: Easy


http://github.com/osCommerce/oscommerce2/compare/v2.2rc2a...upgrade23

® (C) (BUG) Fix Notice When Products Without Attributes are Added to the Shopping Cart — Importance: Low | Difficulty: Easy
® (C) (BUG) Verify Languages Currency Exists — Importance: Low | Difficulty: Easy
® (C) (BUG) Allow Quoted Words to be Searched — Importance: Low | Difficulty: Easy

(A) (SEC) Administration Tool Log-In Update

(A) (SEC) Administration Tool Log-In Update
Importance: High | Difficulty: Easy

The Administration Tool log-in feature introduced in v2.2RC2 can be bypassed on Apache web servers with AcceptPathinfo enabled by
manipulating the URL.

The fix involves setting a local $login_request variable in the login.php page and is checked for in application_top.php when no administrator
session exists.

Affected Files

® catalog/admin/includes/application_top.php
® catalog/admin/login.php

View Changes Online

catalog/admin/includes/application_top.php

..............................................................................................................................................................................

@ -146,6 +146,10 @@
$redirect = true;

}

+ if (!isset($login_request) || isset($HTTP_CET_VARS['I|ogin_request']) ||
i sset ($HTTP_POST_VARS[ 'l ogi n_request']) || isset($HTTP_COOKI E_VARS[' | ogi n_request']) ||
i sset ($HTTP_SESSI ON_VARS[ ' | ogi n_request']) || isset($HTTP_PCST_FILES['Iogin_request']) ||
i sset ($HTTP_SERVER VARS[ ' | ogi n_request'])) {
+ $redirect = true;
+ }
+

if ($redirect == true) {

tep_redirect(tep_href _Iink(FILENAME_LOG N));

..............................................................................................................................................................................

@-10,6 +10,8 @@
Rel eased under the GNU General Public License
*/
+ $l ogi n_request = true;
+
requi re('includes/application_top.php');
requi re('includes/functions/password_funcs. php');

..............................................................................................................................................................................

(SQL) (UP) Update Database Field Lengths

(SQL) (UP) Update Database Field Lengths
Importance: High | Difficulty: Easy
Update database table column field lengths.

View Changes Online

SQL Queries


http://github.com/osCommerce/oscommerce2/commit/aa16940296d2e54860119073d592512d58c61bf2
http://github.com/osCommerce/oscommerce2/commit/cabd72deea3ac126028099aded7f12d79b17a947

alter table address_book nodify entry_gender char(1);

alter table address_book nodify entry_conpany varchar (255);

alter table address_book nodify entry_firstname varchar(255) NOT NULL;
alter table address_book nodify entry_| ast nane varchar (255) NOT NULL;

alter table address_book nodify entry_street_address varchar(255) NOT NULL;
alter table address_book nodify entry_suburb varchar (255);

alter table address_book nodify entry_postcode varchar(255) NOT NULL;

alter table address_book nodify entry_city varchar(255) NOT NULL;

alter table address_book nodify entry_state varchar(255);

alter table adm nistrators nodify user_nane varchar(255) binary NOT NULL;
alter table configuration nodify configuration_value text NOT NULL;
alter table countries nodify countries_name varchar(255) NOT NULL;

alter table customers nodify custoners_gender char(1);

alter table customers nodify custonmers_firstnanme varchar(255) NOT NULL;
alter table custonmers nodify custoners_| ast nane varchar(255) NOT NULL;
alter table customers nodify custonmers_enmil _address varchar (255) NOT NULL;
alter table customers nodify custoners_tel ephone varchar(255) NOT NULL;
alter table customers nodify custoners_fax varchar(255);

alter table orders nodify customers_nane varchar(255) NOT NULL;

alter table orders nodify custoners_conpany varchar (255);

alter table orders nodify customers_street_address varchar (255) NOT NULL;
alter table orders nodify custoners_suburb varchar(255);

alter table orders nodify customers_city varchar(255) NOT NULL;

alter table orders nodify custonmers_postcode varchar (255) NOT NULL;
alter table orders nodify custoners_state varchar(255);

alter table orders nodify custoners_country varchar(255) NOT NULL;

alter table orders nodify custoners_tel ephone varchar(255) NOT NULL;
alter table orders nodify custoners_enuil _address varchar(255) NOT NULL;
alter table orders nodify delivery_name varchar(255) NOT NULL;

alter table orders nodify delivery_conpany varchar (255);

alter table orders nodify delivery_street_address varchar(255) NOT NULL;
alter table orders nodify delivery_suburb varchar(255);

alter table orders nodify delivery_city varchar(255) NOT NULL;

alter table orders nodify delivery_postcode varchar(255) NOT NULL;

alter table orders nodify delivery_state varchar(255);

alter table orders nodify delivery_country varchar(255) NOT NULL;

alter table orders nodify billing_nane varchar(255) NOT NULL;

alter table orders nodify billing_conpany varchar(255);
alter table orders nodify billing_street_address varchar(255) NOT NULL;
alter table orders nodify billing_suburb varchar(255);

alter table orders nodify billing_city varchar(255) NOT NULL;
alter table orders nodify billing_postcode varchar(255) NOT NULL;
alter table orders nodify billing_state varchar(255);

alter table orders nodify billing_country varchar(255) NOT NULL;
alter table orders nodify cc_owner varchar (255);

alter table reviews nodify custoners_nane varchar(255) NOT NULL;

alter table whos_online nodify full_nane varchar(255) NOT NULL;

alter table zones nodify zone_nane varchar (255) NOT NULL;

(AC) (COMPAT) Fix Timezone Warning Messages for PHP v5.3

(AC) (COMPAT) Fix Timezone Warning Messages for PHP v5.3
Importance: Medium | Difficulty: Easy
PHP v5.3 displays a warning message if a default timezone has not been defined in its php.ini configuration file.

This fix checks if a default timezone has been defined and if not, defines a default timezone with the date_default_timezone_get() PHP
function.

Affected Files



® catalog/admin/includes/functions/compatibility.php
® catalog/includes/functions/compatibility.php

View Changes Online

catalog/admin/includes/functions/compatibility.php

..............................................................................................................................................................................

@ -49,6 +49,11 @@
do_magi c_quot es_gpc($HTTP_COKI E_VARS) ;
}

+// set default tinezone if none exists (PHP 5.3 throws an E_WARN NG
+ if ((strlen(ini_get('date.tinezone')) < 1) & function_exists('date_default_tinezone_set')) {
+ date_default_ti mezone_set (@lat e_defaul t _ti mezone_get());
+ }
+
if (!function_exists('is_nuneric')) {

function is_nuneric($paranm {

return ereg("”[0-9]{1,50}.?[0-9]{0, 50}$", S$param;

..............................................................................................................................................................................

@@-49,6 +49,11 @@
do_nagi c_quot es_gpc($HTTP_COOKI E_VARS) ;
}

+// set default tinezone if none exists (PHP 5.3 throws an E_WARNI NG
if ((strlen(ini_get('date.tinmezone')) < 1) && function_exists(' date_default_tinmezone_set')) {
date_default _tinezone_set (@late_default_tinmezone_get());

+

+

+ 0}

+
if ('function_exists('array_splice')) {

function array_splice(&array, $maxinmm {
if (sizeof($array) >= $maxi munm {

(AC) (COMPAT) Use Perl-Compatible Regular Expressions for PHP v5.3

(AC) (COMPAT) Use Perl-Compatible Regular Expressions for PHP v5.3

Importance: Medium | Difficulty: Hard

The POSIX Regular Expressions (ereg) functions have been deprecated in PHP v5.3 which displays warning messages when the functions
are used.

The fix is to replace all ereg related functions with preg functions.
Affected Files

catalog/admin/backup.php
catalog/admin/cache.php
catalog/admin/configuration.php
catalog/admin/includes/classes/language.php
catalog/admin/includes/classes/phplot.php
catalog/admin/includes/classes/sessions.php
catalog/admin/includes/functions/compatibility.php
catalog/admin/includes/functions/general.php
catalog/admin/includes/functions/html_graphs.php
catalog/admin/includes/functions/validations.php
catalog/admin/modules.php
catalog/admin/server_info.php
catalog/admin/whos_online.php
catalog/advanced_search_result.php
catalog/includes/application_top.php
catalog/includes/classes/cc_validation.php
catalog/includes/classes/http_client.php
catalog/includes/classes/language.php
catalog/includes/classes/sessions.php
catalog/includes/functions/compatibility.php
catalog/includes/functions/general.php
catalog/includes/functions/validations.php


http://github.com/osCommerce/oscommerce2/commit/9d691350630b2c3ae9e5d4733ec8e0997d8f5643

® catalog/index.php

View Changes Online

catalog/admin/backup.php

..............................................................................................................................................................................

@-63,7 +63,7 @@

$schema .= "',' . "\n";
}
- $schema = ereg_replace(",\n$", '', $schemn);
+ $schema = preg_replace("/,\n$/", '', $schemn);

/1 add the keys
$i ndex = array();
@-111,7 +111,7 @@
$schema .= ' NULL, ';
} elseif (tep_not_null($rows[$i])) {
$row = addsl ashes($rows[$i]);

- $row = ereg_replace("\n#", "\n"."\#, $row);
+ $row = preg_replace("/\n#/ ", "\n"."\#, $row);
$schema .= "\'"" . $row . '\’
} else {
@-119,7 +119,7 @@
}
}
- $schemn = ereg_replace(', %', '', $schemm) . ');' . "\n";
+ $schema = preg_replace('/, $/', '', $schemn) . ');' . "\n";
fputs($fp, $schemn);
}
}
@®-239,7 +239,7 @@
if ($next == "") { // get the last insert query
$next = 'insert’;
}
- if ( (eregi('create', $next)) || (eregi('insert', $next)) || (eregi('drop t',
$next)) ) {
+ if ( (preg_match('/create/i', $next)) || (preg_match('/insert/i', $next)) ||

(preg_match('/drop t/i', $next)) ) {
$query = substr($restore_query, 0, $i);

$next ="'

@ -248,7 +248,7 @@
$sql _l ength = strlen($restore_query);
$i = strpos($restore_query, ';')-1;

- if (eregi('~create*', $query)) {

+ if (preg_match('/~create*/i', $query)) {
$table_name = trinm(substr($query, stripos($query, 'table ')+6));
$tabl e_nane = substr($tabl e_name, 0, strpos($table_name, ' '));

catalog/admin/cache.php


http://github.com/osCommerce/oscommerce2/commit/784144ad78c6d358da6b76570def4f2c9f94b0b7

@@-80,7 +80,7 @@

}
for ($i=0, $n=sizeof ($cache_bl ocks); $i<$n; $i++) {
- $cached_file = ereg_replace('-language', '-' . $language, $cache_blocks[$i]['file']);
+ $cached_file = preg_replace('/-language/', '-' . $language, $cache_blocks[$i]['file']);

if (file_exists(DIR FS CACHE . $cached_file)) {
$cache_ntinme = strftime(DATE_TI ME_FORMAT, filentinme(D R FS CACHE . $cached_file));
@@-89,9 +89,9 @@
$dir = dir(D R_FS_CACHE);

while ($cache_file = $dir->read()) {

- $cached_file = ereg_replace('-language', '-' . $language, $cache_blocks[$i]['file']);
+ $cached_file = preg_replace('/-language/', '-' . $language, $cache_blocks[$i]['file']);
- if (ereg('”™" . $cached_file, $cache_file)) {
+ if (preg_match('/”~" . $cached_file. '/', $cache_file)) {
$cache_ntinme = strfti me(DATE_TI ME_FORMAT, filentinme(D R FS CACHE . $cache file));
br eak;
}

@@-77,7 +77,7 @@
while ($configuration = tep_db_fetch_array($configuration_query)) {
if (tep_not_null ($configuration['use_function'])) {
$use_function = $configuration['use_function'];

- if (ereg('->'", $use_function)) {
+ if (preg_match('/->/", $use_function)) {

$cl ass_nmet hod = expl ode('->', $use_function);

if (!is_object(${$class_nethod[0]})) {

i ncl ude(DI R_WS_CLASSES . $class_nethod[0] . '.php');

@-84,7 +84,7 @@
for ($i=0, $n=sizeof ($this->browser_| anguages); $i<$n; $i++) {
reset ($t hi s- >l anguages) ;
while (list($key, $value) = each($this->languages)) {
- if (eregi("~(" . $value . ")(;q=[0-9]\\.[0-9])?%$', S$this->browser_| anguages[$i]) &&
i sset ($t hi s->cat al og_| anguages|[ $key])) {
+ if (preg_match('/~(* . $value . ')(;q=[0-9]\\.[0-9])?%/i', $this
->browser _| anguages[ $i]) && isset ($this->catal og_| anguages[ $key])) {
$t hi s- >l anguage = $thi s->cat al og_| anguages| $key] ;
break 2;

catalog/admin/includes/classes/phplot.php



@@-674,8 +674,8 @@ cl ass PHPI ot {
if ($which_valign == "top') {
$whi ch_ypos = $whi ch_ypos - | mageFont Hei ght ($whi ch_font);
}
- $whi ch_text = ereg_replace("\r","", $which_text);
- $str = split("\n",$which_text); //nultiple lines submitted by Remi Ricard
+ $which_text = preg_replace("/\r/","", $whi ch_text);
+ $str = explode("\n", $which_text); //multiple lines submtted by Rem Ricard
$hei ght = | mageFont Hei ght ($whi ch_font);
$wi dt h = | mageFont W dt h( $whi ch_f ont ) ;
if ($which_angle == 90) { //Vertical Code Submitted by Marlin Viss
@-779,7 +779,7 @cl ass PHPI ot {
function SetPl ot Type($which_pt) {
$accepted = "bars, |lines,|inepoints,area, points, pie,thinbarline";
$asked = trim $which_pt);
- if (eregi($asked, $accepted)) {
+ if (preg_match('/' . S$asked .'/i', $accepted)) {
$thi s->pl ot _type = $which_pt;
return true;
} else {
@-936,7 +936,7 @@ cl ass PHPI ot {
/1 1t thus depends on the current character size, set by SetCharacterHeight().
IR NN NNy

- $str = split("\n",$this->title_txt);
+ $str = explode("\n",$this->title_txt);
$nbLi nes = count ($str);

if ($this->use_ttf == 1) {

@-379,7 +379,7 @@

/] ' <session-name>=<session-id> to allow URLs of the form
/1 http://yoursite/<session-name>=<session-i d>/script.php
if (enmpty($session->id)) {

- eregi ($sessi on->nane . ' =([(AC) (COWPAT) Use Perl-Conpatibl e Regul ar Expressions for PHP
v5.37M1+)", $GLOBALS[' REQUEST_URI'], $regs);
+ preg_match('/' . $session->name . '=([(AC) (COWPAT) Use Perl-Conpatibl e Regul ar Expressions

for PHP v5.37/]+)/i', $GLOBALS[' REQUEST_URI'], $regs);
$regs[1] = trin($regs[1]);
if (tenpty($regs[1])) {
$session->id = $regs[1];

@-56,7 +56,7 @@

if (!function_exists('is_nuneric')) {
function is_nuneric($param {
- return ereg("”[0-9]{1,50}.7?[0-9]{0, 50}$", $paranm;
+ return preg_natch("/”[0-9]{1,50}.?[0-9]{0,50}%/", $param;

@-87,7 +87,7 @@
if(tep_not_null ($host) && tep_not_null ($type)) {
@xec("nsl ookup -type=$type $host", S$output);
while(list($k, $line) = each($output)) {
- if(eregi (" $host", $line)) {
+ if(preg_match("/"$host/i", $line)) {
return true;

catalog/admin/includes/functions/general.php



@-52,9 +52,9 @@

}
function tep_sanitize_string($string) {
- $string = ereg_replace(’ +, ' ', $string);
- return preg_replace("/[<>]/", '_', $string);
+ $patterns = array ('/ +/',"'1[<>]]");
+ $replace = array (' ', '_");
+ return preg_replace($patterns, $replace, trim$string));

}

function tep_custoners_nanme($custoners_id) {
@@-146,7 +146,7 @@
if (@ate('Y , nktinme($hour, $minute, $second, $nonth, $day, $year)) == $year) {
return dat e( DATE_FORMAT, nktinme($hour, $minute, $second, $rmonth, $day, $year));

} else {
- return ereg_replace(' 2037 . '$', $year, date(DATE_FORVAT, nktime($hour, $minute, $second,
$nont h, $day, 2037)));
+ return preg_replace('/2037%/', $year, date(DATE_FORMAT, nkti me($hour, $minute, $second,
$nonth, $day, 2037)));

}

}
@ -938,8 +938,8 @@
$cached_file = $cache_blocks[$i]['file'];
$l anguages = tep_get _| anguages();
for ($j=0, $k=sizeof ($l anguages); $j<$k; $j++) {
- $cached_file_unlink = ereg_replace('-|anguage', '-'
$l anguages[ $j]['directory'], $cached _file);
- if (ereg('” . $cached_file_unlink, $cache_file)) {

+ $cached_file_unlink = preg_replace('/-language/', '-'
$l anguages[ $j]['directory'], $cached_file);
+ if (preg_match('/”" . $cached_file_unlink . '/', $cache_file)) {
@l ink(DI R_FS_CACHE . $cache_file);
}
}

@ -950, 7 +950, 7 @@

$cached_file = $cache_bl ocks[$i]['file'];

$l anguages = tep_get _| anguages();

for ($i=0, $n=sizeof ($l anguages); $i<$n; $i ++) {
- $cached_file = ereg_replace('-language', '-' . $languages[$i]['directory'],
$cached_file);
+ $cached_file = preg_replace('/-language/', '-' . $languages[$i][ ' directory'],
$cached_file);

@l i nk(DI R_FS_CACHE . $cached_file);
}
}
@ -1276,7 +1276,7 @@
/Il nl2br() prior PHP 4.2.0 did not convert |linefeeds on all OSs (it only converted \n)
function tep_convert_linefeeds($from $to, $string) {
if ((PHP_VERSION < "4.0.5") && is_array($from) {

- return ereg_replace(' (' . inmplode('|"', $from . ")', $to, $string);
+ return preg_replace(' /(" . inplode('|', $from . ')/', $to, $string);
} else {

return str_replace($from $to, $string);

catalog/admin/includes/functions/html_graphs.php



@ - 160, 7 +160,7 @@
$hori zontal _graph_string .= "'>";

// decide if the value in bar is a color code or inmage.
- if (ereg('™# , $bars[$i])) {

+ if (preg_match('/~#/', $bars[$i])) {
$hori zontal _graph_string .= '<table cellpaddi ng="0" cell spaci ng="0" bgcol or=""
$bars[$i] . " width="" . ($values[$i] * $vals['scale']) . ""> . "\n"
Yoo<tr> . "\n"
' <td>&nbsp; </td> . "\n"

@-251,7 +251,7 @@
' <td';

I/ set background to a color if it starts with # or an inmage ot herw se.
- if (ereg('™#' , $dbars[$i])) {

+ if (preg_match('/~#/', $dbars[$i])) {
$doubl e_hori zontal _graph_string .= "' bgcolor="" . $dbars[$i] . '">";
} else {
$doubl e_hori zontal _graph_string .= " background="" . $dbars[$i] . '">";

@ - 260, 7 +260,7 @@
$doubl e_hori zontal _graph_string .= '<now ap>';

// decide if the value in bar is a color code or image.
- if (ereg('"# , $bars[$i])) {

+ if (preg_match('/"~#/', $bars[$i])) {
$doubl e_hori zontal _graph_string .= '<table align="Ieft" cell paddi ng="0" cell spaci ng="0"
bgcolor="" . $bars[$i] . '" width="" . ($values[$i] * $vals['scale ]) . ""> . "\n"
to<tr> . "\n"
' <td>&nbsp; </td> . "\n"

catalog/admin/includes/functions/validations.php



@ - 43, 22 +43,22 @@
function tep_validate_enail ($email) {
$val i d_address = true;

$mail_pat = '~(.+)@.+H$;
+ $mail _pat = '/"N.H)@.+)$i";

$valid_chars = "[(AC) (COWPAT) Use Perl-Conpatibl e Regul ar Expressions for PHP v5.3"]
V(\)<>@;:\ NN

$atom = "$val i d_chars+";

$quot ed_user="(\"[ (AC) (COWAT) Use Perl -Conpati bl e Regul ar Expressions for PHP v5.3"\"
1=\

$word = " ($at on| $quot ed_user)";
- $user _pat = "~$word(\. $word)*$";
- $i p_domai n_pat=""\[([0-9]{1,3})\.([0-9]1{1,3})\.([0-9]{1,3})\.([0-9]{1,3})\]$";
$donmi n_pat = "“$aton(\. $at om) *$";
$user_pat = "/ $word(\. $word) *$/i";
$i p_domai n_pat ="/ [ ([0-9]{1,3})\.([0-91{21,3})\.([0-9]{1,3})\.([0-9]1{1,3})\]1%/i";
$domai n_pat = "/"$aton(\.$atom) *$/i";

+ o+ o+

if (eregi ($mil_pat, $emmil, $conponents)) {
+ if (preg_match($mail _pat, $email, S$conponents)) {
$user = S$conponents[1];
$donmmi n = $conponent s 2] ;
/1 validate user
- if (eregi($user_pat, $user)) {
+ if (preg_match($user_pat, $user)) {
/1 validate domain
if (eregi($ip_donain_pat, $domain, $ip_conponents)) {
if (preg_match($i p_domai n_pat, $dommin, $ip_conmponents)) {
/1 this is an I P address
for ($i=1;%i<=4;$i ++) {
if ($ip_components[$i] > 255) {
@?-69,7 +69,7 @@
}
el se {
// Domain is a nane, not an IP
- if (eregi($domai n_pat, $domain)) {
+ if (preg_match($donami n_pat, $domain)) {
/* domai n nane seens valid, but now nake sure that it ends in a valid TLD or ccTLD
and that there's a hostnane preceding the domain or country. */
$domai n_conponents = explode(".", $domain);
@-79,7 +79,7 @@
} else {
$top_| evel _domai n = strtol ower ($domai n_conponent s[ si zeof ($domai n_conponents)-1]);
/1 Allow all 2-letter TLDs (ccTLDs)
- if (eregi('~a-z][a-z]$', $top_level _domain) != 1) {
+ if (preg_match('/~[a-z][a-z]$/i', $top_level _domain) != 1) {
$tld_pattern = "'";
/1 Cet authorized TLDs fromtext file
$tlds = file(DIR_.WS_INCLUDES . 'tld.txt');
@@ - 88,13 +88,13 @@
$words = expl ode('#, $line);
$tld = trin($words[0]);
/1 TLDs should be 3 letters or nore
- if (eregi('"a-z]{3,}%$, $tid) ==1) {
+ if (preg_match('/~a-z]{3,}$/i"', $tld) == 1) {
$tld_pattern .= "'~ . $tld . "'$|";
}

+

}
/!l Renove last '|'
$tld_pattern = substr($tld_pattern, 0, -1);
- if (eregi("$tld_pattern”, $top_level _domain) == 0) {
+ if (preg_match("/$tld_pattern/i", $top_|level _domain) == 0) {
$valid_address = fal se;

catalog/admin/modules.php



@@-234,7 +234,7 @@
$keys .= '"<b>" . $value['title' ] . '</b><br>";
if ($value['use_function']) {
$use_function = $val ue[' use_function']
- if (ereg('->", $use_function)) {
+ if (preg_match('/->/", $use_function)) {
$cl ass_net hod = explode('->", $use_function)
if (!is_object(${%class_nethod[0]})) {
include(Dl R W5_CLASSES . $cl ass_nethod[0] . '.php')

| @-109,7 +109,7 @hr {display: none;} E
; ob_end_cl ean(); ;
E $phpinfo = str_replace(' border: 1px', '', $phpinfo); E
i - ereg(' <body>(.*)</body>', $phpinfo, $regs); E
P+ preg_mat ch(' / <body>(.*)<\/body>/is', $phpinfo, $regs); i
E echo '<table border="1" cell paddi ng="3" wi dt h="600" style="border: Opx; border-color: E

#000000; ">
' <tr><td><a href="http://ww. osconmer ce. coni ><i ng border="0" src=
"i mages/ osconmerce. png" title="' . PRQJECT_VERSION . '" /></a><hl class="p"> "' . PRQIECT_VERSI ON .
"</ hl></td>
Yo<ltr>

| @@-84,7 +84,7 @ E
; <td cl ass="dat aTabl eContent" align="center"><?php echo ;
| $whos_online['ip_address']; ?></td> ;
: <td cl ass="dat aTabl eCont ent "><?php echo date(' Hi:s', :
i $whos_online['time_entry']); ?></td> i
f <td cl ass="dat aTabl eContent" align="center"><?php echo date('Hi:s", f
i $whos_online['time_last _click']); ?></td> :
i - <td cl ass="dat aTabl eContent"><?php if (eregi ('~(.*)' . tep_session_nane() . i
! '=[a-f,0-9]+[ & *(.*)', $whos_online['last_page url'], $array)) { echo $array[1] . $array[2]; } i
i else { echo $whos_online['last_page_url']; } ?>&nbsp;</td> :
Lo+ <td class="dataTabl eContent"><?php if (preg_match('/”(.*)"' . tep_session_name() :
i '=[a-f,0-91+[&*(.*)/i", $whos_online['last_page_url'], $array)) { echo $array[1] . S$array[2]; } :
i else { echo $whos_online['last_page_url']; } ?>&nbsp; </td> ;
| </tr> ;
| <?php ;

@ - 300, 7 +300, 7 @@
$where_str .= " group by p.products_id, tr.tax_priority"

- if ( ('isset($HTTP_GET_VARS['sort'])) || (‘ereg('[1-8][ad]', $HTTP_GET_VARS['sort'])) ||
(substr ($HTTP_GET_VARS['sort'], 0, 1) > sizeof ($colum_list)) ) {
+ if ( ('isset($HTTP_GET_VARS['sort'])) || (!preg_match('/[1-8][ad]/i', $HTTP_CGET_VARS['sort']))
|| (substr($HTTP_GET_VARS['sort'], 0, 1) > sizeof ($colum_list)) ) {
for ($i=0, $n=sizeof ($colum_list); $i<$n; $i++) {
if ($colum_list[$i] == 'PRODUCT_LI ST_NAME' ) {
$HTTP_GET_VARS['sort'] = $i+1 . 'a';

catalog/includes/application_top.php



@d-341,7 +341,7 @@
while (list($key, $value) = each($HTTP_POST_VARS)) {
if (is_array($value)) {
while (list($key2, $value2) = each($value)) {
- if (ereg ("(.*)\]\[(.*)", $key2, $var)) {
+ if (preg_match ("/(.*)\]\[(.*)/", $key2, $var)) {
$id2[$var[1]][$var[2]] = $val ue2;

..............................................................................................................................................................................

..............................................................................................................................................................................

@- 14,21 +14,21 @@
var $cc_type, $cc_nunber, $cc_expiry_nonth, $cc_expiry_year;

function validate($nunber, $expiry_m S$expiry_y) {
- $t hi s->cc_nunber = ereg_replace('[(AC) (COWAT) Use Perl-Conpati bl e Regul ar Expressions for

PHP v5.370-9]', '', $nunber);
+ $t hi s->cc_nunber = preg_replace('/[(AC) (COWAT) Use Perl-Conpatibl e Regul ar Expressions
for PHP v5.3%0-9]/"', "', $nunber);

- if (ereg('”™4[0-9]{12}([0-9]{3})?%$', $this->cc_nunber)) {
if (preg_match('/7"4[0-9]{12}([0-9]{3})?%/', $this->cc_nunber)) {
$this->cc_type = 'Visa';

- } elseif (ereg('”5[1-5][0-9]{14}%', $this->cc_nunber)) {

+ } elseif (preg_match('/”5[1-5][0-9]{14}$/', $this->cc_nunber)) {
$this->cc_type = 'Master Card';

- } elseif (ereg('”3[47][0-9]{13}$', $this->cc_nunber)) {

+ } elseif (preg_match('/"3[47][0-9]{13}%/', $this->cc_nunber)) {
$t hi s->cc_type = ' Areri can Express';

- } elseif (ereg('”3(0[0-5]|[68][0-9])[0-9]{11}$', $this->cc_nunber)) {

+ } elseif (preg_match('/”3(0[0-5]|[68][0-9])[0-9]{11}$/', $this->cc_nunber)) {
$this->cc_type = 'Diners Cub';

- } elseif (ereg('”6011[0-9]{12}$', $this->cc_nunber)) {

+

+ } elseif (preg_match('/76011[0-9]{12}$/', $this->cc_nunber)) {
$t his->cc_type = 'Discover';
- } elseif (ereg('~(3[0-9]{4}|2131]1800)[0-9]{11}$', $this->cc_nunber)) {
+ } elseif (preg_match('/”(3[0-9]{4}|2131]|1800)[0-9]{11}$/', $this->cc_nunber)) {

$this->cc_type = 'JCB';
- } elseif (ereg('”5610[0-9]{12}$', $this->cc_nunber)) {

+ } elseif (preg_match('/"5610[0-9]{12}$/', $this->cc_nunber)) {
$thi s->cc_type = 'Australian BankCard';
} else {
return -1;

..............................................................................................................................................................................

@@ -386,7 +386,7 @@

$str = fgets($this->socket, 1024);

$finished = ($str == $l ast Line);

if (!$finished) {
- list($hdr, $value) = split(': ', $str, 2);
+ list($hdr, $value) = explode(': ', $str, 2);
/1 nasty workaround broken nultiple same headers (eg. Set-Cookie headers) @l XMVE
if (isset($headers[$hdr])) {

$headers[$hdr] .="'; ' . trim($value);

..............................................................................................................................................................................

catalog/includes/classes/language.php



@2-84,7 +84,7 @@
for ($i=0, $n=sizeof ($this->browser_| anguages); $i<$n; $i++) {
reset ($t hi s- >l anguages) ;
while (list($key, $value) = each($this->l anguages)) {
- if (eregi("~(" . $value . ")(;9=[0-9]\\.[0-9])?%, $this->browser_| anguages[$i]) &&
i sset ($t hi s->cat al og_| anguages|[ $key])) {
+ if (preg_match('/~(" . $value . ")(;9=[0-9]\\.[0-9])?%/i"', S$this
- >browser _| anguages[ $i]) && isset ($this->catal og_| anguages|[ $key])) {
$t hi s- >l anguage = $t hi s->cat al og_| anguages| $key] ;
break 2;

@ -388,7 +388,7 @@

/] ' <session-name>=<session-id> to allow URLs of the form
/1 http://yoursite/<session-name>=<sessi on-i d>/script.php
if (empty($session->id)) {

- eregi ($session->nanme . '=([(AC) (COWAT) Use Perl-Conpatibl e Regul ar Expressions for PHP
v5.37]+)', $GLOBALS[' REQUEST_URI '], $regs);
+ preg_match('/' . $session->name . '=([(AC) (COWAT) Use Perl-Conpati bl e Regul ar Expressions

for PHP v5.3"/]+)/i', $CGLOBALS[' REQUEST_URI '], $regs);
$regs[1] = trim($regs[1]);
if (enpty($regs[1])) {
$session->id = $regs[1];

@-123,7 +123,7 @@

if ('function_exists('is_nuneric')) {
function is_nuneric($param {
- return ereg('~[0-9]{1,50}.?[0-9]{0,50}%', $param;
+ return preg_match('/~[0-9]{1,50}.?[0-9]{0,50}%/', $param;

@-173,7 +173,7 @@
if(tep_not_null ($host) && tep_not_null ($type)) {
@xec("nsl ookup -type=$type $host", $output);
while(list($k, $line) = each($output)) {
- if(eregi(""$host", $line)) {
+ if(preg_match("/”$host/i", $line)) {
return true;

@-58,9 +58,9 @@

@ -584,7 +584,7 @@
if (@ate('Y , nktine($hour, $mnute, $second, $nonth, $day, $year)) == S$year) {

function tep_sanitize_string($string) { :
P $string = ereg_replace(' +, ' ', trin($string)); :
- return preg_replace("/[<>]/", '_', $string);
P+ $patterns = array ('/ +/',"[[<>]]");
P $replace = array (' ', '_'); |
o+ return preg_replace($patterns, $replace, trinm$string)); :
i } :
Lol f



return dat e( DATE_FORVAT, nktine($hour, $m nute, $second, $nonth, $day, S$year));

} else {
- return ereg_replace(' 2037 . '$', $year, date(DATE_FORMAT, nktime($hour, $minute, $second,
$nont h, $day, 2037)));
+ return preg_replace('/2037%/', $year, date(DATE_FORMAT, nktinme($hour, $minute, $second,
$nont h, $day, 2037)));

}

}

@ -594,7 +594,7 @@
$search_str = trin(strtol ower($search_str));

/1 Break up $search_str on whitespace; quoted string will be reconstructed |ater
- $pieces = split('[[:space:]]+', $search_str);
+ $pieces = preg_split('/[[:space:]]+/"', $search_str);
$obj ects = array();
$tnpstring = '";
$flag = '";
@@-635,7 +635,7 @@
*/

// Add this word to the $tnpstring, starting the $tnpstring
- $tnpstring = trinm(ereg_replace('"', ' ', $pieces[$k]));
+ $tnpstring = trim(preg_replace('/"/", ' ', $pieces[$k]));

Il Check for one possible exception to the rule. That there is a single quoted word.
if (substr($pieces[$k], -1 ) =="'"") {
@ - 685, 7 +685,7 @@
$piece onto the tail of the string, push the $tnpstring onto the $haves,
kill the $tnpstring, turn the $flag "off", and return.
*/
- $tnpstring .="' ' . trimereg_replace('"', ' ', $pieces[$k]));
+ $tnpstring .="' ' . trimpreg_replace('/"/', ' ', $pieces[$k]));

// Push the $tnpstring onto the array of stuff to search for

$obj ects[] = trin($tnpstring);

@ -1043,7 +1043,7 @@

1111

/1 Get the nunmber of times a word/character is present in a string
function tep_word_count ($string, $needle) {

- $tenp_array = split($needle, $string);

+ $tenp_array = preg_split('/' . $needle . '/', $string);

return sizeof ($tenp_array);

}
@-1053, 7 +1053, 7 @@

if (enpty($npdul es)) return $count;

- $nodul es_array = split(';"', $nmodul es);
+ $nodul es_array = explode(';', $nodul es);

for ($i=0, $n=sizeof ($nmodul es_array); $i<$n; $i++) {
$cl ass = substr($nodul es_array[$i], 0, strrpos($nodules_array[$i], '."));
@»-1087,11 +1087,11 @@
$char = chr(tep_rand(0, 255));

}
if ($type == 'mixed ) {

- if (eregi('”~[a-z0-9]%', $char)) $rand_value .= $char;

+ if (preg_match('/"[a-z0-9]%$/i', $char)) $rand_value .= $char;
} elseif ($type == 'chars') {

- if (eregi('~[a-z]$', $char)) $rand_value .= $char;

+ if (preg_match('/~[a-z]$/i', $char)) $rand_value .= $char;
} elseif ($type == 'digits') {

- if (ereg('~[0-9]%', $char)) $rand_value .= $char;

+ if (preg_match('/~[0-9]%/i', $char)) $rand_val ue .= $char;
}

}

@ -1300, 7 +1300,7 @@
Il nl2br() prior PHP 4.2.0 did not convert linefeeds on all OSs (it only converted \n)
function tep_convert_linefeeds($from $to, $string) {
if ((PHP_VERSION < "4.0.5") && is_array($from) ({
- return ereg_replace(' (' . inplode('|', $from . ')', $to, $string);
+ return preg_replace(' /(' . inplode('|', $from . ")/', $to, $string);



} else {




return str_replace($from $to, $string);

..............................................................................................................................................................................

@ - 43, 22 +43,22 @@
function tep_validate_emil ($email) {
$val i d_address = true;

- $mai | _pat N @. S
+ $mai | _pat IN.H@.H) S
$valid_chars = "[(AC) (COWPAT) Use Perl-Conpati bl e Regul ar Expressions for PHP v5.3"]
\(\)<>@; VANV
$atom = "$valid _chars+";
$quot ed_user=" (\"[ (AC) (COWPAT) Use Perl-Conpati bl e Regul ar Expressions for PHP v5.3"\"

I \")s
$word = "($at on| $quot ed_user)";

- $user_pat = ""$Sword(\. $word)*$";

- $i p_domai n_pat=""\[([0-9]{1, 3})\. ([0-9]{1, 3})\.([0-9]{1, 3})\.([0-9]{1, 3)\]$ ;

- $domai n_pat = "“$aton(\. $atom) *$";

+ $user_pat = "/ $word(\. $word) *$/i";

+  $ip_domain_pat="/M[([0-9]{1,3})\.([0-91{1,3})\.([0-91{1, 3})\.([0-91{1, 3})\]$/i";
+ $dommi n_pat = "/"$aton(\. $atom *$/i";

- if (eregi($nuil_pat, $enmmil, $conmponents)) {
+ if (preg_match($mail _pat, $email, S$conponents)) {
$user = $conponents[1];
$domai n = $conponent s[ 2] ;
/'l validate user
- if (eregi($user_pat, $user)) {
+ if (preg_match($user_pat, $user)) {
/1 validate domain
- if (eregi($ip_domain_pat, $domain, $ip_conponents)) {
if (preg_match($i p_domai n_pat, $domain, $ip_conponents)) {
/1 this is an I P address
for ($i=1;8$i<=4;8$i++) {
if ($ip_conponents[$i] > 255) {
@-69,7 +69,7 @@
}
el se {
// Domain is a nanme, not an IP
- if (eregi($domai n_pat, $domain)) {
+ if (preg_match($domai n_pat, $domain)) {
/* domai n nane seens valid, but now nmake sure that it ends in a valid TLD or ccTLD
and that there's a hostnane preceding the domain or country. */
$domai n_conponents = explode(".", $domain);
@-79,7 +79,7 @@
} else {
$top_| evel _domai n = strtol ower ($domai n_conponent s[ si zeof ($domai n_conponents)-1]);
/1 Allow all 2-letter TLDs (ccTLDs)
- if (eregi('~a-z][a-z]$', $top_level _domain) != 1) {
+ if (preg_match('/~a-z][a-z]$/i', $top_level _domain) != 1) {
$tld_pattern = "'
/1 CGet authorized TLDs fromtext file
$tlds = file(DIR.WS_INCLUDES . 'tld.txt");
@@ - 88, 13 +88, 13 @@
$words = explode('#', $line);
$tld = trin($words[0]);
/1l TLDs should be 3 letters or nore
- if (eregi('~[a-z]{3,}$, $tld) ==1) {
+ if (preg_match('/"[a-z]{3,}%/i', $tld) == 1) {
$tld_pattern .= "7 . $tld . "'$|';
}

+

}
/'l Renove last '|'
$tld_pattern = substr($tld_pattern, 0, -1);
- if (eregi("$tld_pattern”, $top_level _domain) == 0) {
+ if (preg_match("/$tld_pattern/i", $top_l evel _domain) == 0) {
$val i d_address = fal se;



catalog/index.php

@-188,7 +188,7 @
}
}

- if ( ('isset($SHTTP_GET _VARS['sort'])) || ('ereg('~[1-8][ad]$' , $SHITP_GET_VARS['sort'])) ||
(substr ($HTTP_GET_VARS['sort'], 0, 1) > sizeof ($colum_list)) ) {
+ if ( ('isset($HTTP_CET_VARS['sort'])) || (!'preg_match('/~[1-8][ad]$/",
$HTTP_GET_VARS['sort'])) || (substr($HTTP_GET_VARS['sort'], 0, 1) > sizeof ($colum_list)) ) {
for ($i=0, $n=sizeof ($colum_list); $i<$n; $i++) {
if ($colum_list[$i] == 'PRODUCT_LI ST_NAME' ) {
$HTTP_CGET_VARS[ 'sort'] = $i+1 . "a';

(C) (SEC) Add Customer Session Token to Forms

(C) (SEC) Add Customer Session Token to Forms

Importance: Medium | Difficulty: Medium

Add a customer session token to forms to protect against Cross-Site Request Forgeries (CSRF).
Affected Files

catalog/account_edit.php
catalog/account_newsletters.php
catalog/account_notifications.php
catalog/account_password.php
catalog/address_book_process.php
catalog/checkout_payment.php
catalog/checkout_payment_address.php
catalog/checkout_shipping.php
catalog/checkout_shipping_address.php
catalog/create_account.php
catalog/includes/application_top.php
catalog/includes/functions/html_output.php
catalog/login.php
catalog/password_forgotten.php
catalog/product_reviews_write.php
catalog/tell_a_friend.php

View Changes Online

catalog/account_edit.php


http://github.com/osCommerce/oscommerce2/commit/72e51404e811fe02f3733197a3826d891738106e

@-20,7 +20,7 @@
// needs to be included earlier to set the success nessage in the nmessageStack
requi re(DIR_W5_LANGUAGES . $language . '/' . FILENAVE _ACCOUNT_EDI T);

- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process')) {
+ if (isset($HTTP_POST_VARS['action']) &% ($HTTP_POST_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
if (ACCOUNT_GENDER == 'true') $gender = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' gender']);
$firstname = tep_db_prepare_i nput ($HTTP_POST_VARS[' firstnane']);
$l ast namre = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' | astnane']);
@ -142,7 +142,7 @@
<!-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dth="100% valign="top"><?php echo tep_draw form('account_edit"',
tep_href _I'i nk(FI LENAME_ACCOUNT_EDI T, "', '"SSL'), 'post', 'onSubmit="return
check_form(account _edit);"") . tep_draw_hidden_field('action', 'process'); ?><table border="0"
wi dt h="100% cel | spaci ng="0" cel | paddi ng="0">
+ <td wi dt h="100% valign="top"><?php echo tep_draw forn('account_edit"',

tep_href _Ii nk(FILENAME_ACCOUNT_EDIT, "', '"SSL'), 'post', 'onSubmit="return
check_forn{account _edit);""', true) . tep_draw_hidden_field('action', 'process'); ?><table border=
"0" width="100% cell spacing="0" cell paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

@-23,7 +23,7 @@

$newsl etter_query = tep_db_query("sel ect custoners_newsletter from" . TABLE_CUSTOMERS . *
where custoners_id = "'" . (int)$customer_id . "'");

$newsl etter = tep_db_fetch_array($newsl etter_query);

- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process')) {
+ if (isset($HTTP_POST_VARS['action']) &% ($HTTP_POST_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
if (isset($HTTP_POST_VARS[' newsletter_general']) &&
is_nuneric($HTTP_POST_VARS[ ' newsl etter_general '])) {
$newsl etter_general = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' newsl etter _general ']);

} else {
@-79,7 +79,7 @ function checkBox(object) {
<!-- left_navigation_eof //-->

</tabl e></td>
<l-- body_text //-->
- <td wi dt h="100% valign="top"><?php echo tep_draw_ forn('account_newsletter"',

tep_href _I'i nk( FI LENAME_ACCOUNT_NEWSLETTERS, "', 'SSL')) . tep_draw_hidden_field('action',
"process'); ?><table border="0" wi dth="100% cellspacing="0" cell paddi ng="0">

+ <td wi dth="100% valign="top"><?php echo tep_draw forn('account_newsletter"',
tep_href _|i nk( FI LENAME_ACCOUNT_NEWSLETTERS, "', 'SSL'), 'post', '', true)

tep_draw_hi dden_field('action', 'process'); ?><table border="0" w dth="100% cell spacing="0"
cel | paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

catalog/account_notifications.php



@-23,7 +23,7 @@
$gl obal _query = tep_db_query("sel ect global _product_notifications from" . TABLE CUSTOVERS_| NFO
" where custonmers_info_id ="'" . (int)$custonmer_id . "'");
$gl obal = tep_db_fetch_array($gl obal _query);

- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process')) {
+ if (isset($HTTP_POST_VARS['action']) &% ($HTTP_POST_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formid']) &% ($HTTP_POST_VARS['formi d'] == $sessiontoken)) {
if (isset($HTTP_POST_VARS[' product_global']) &&
i s_numeric($HTTP_POST_VARS[ ' product _global "'])) {
$product _gl obal = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' product _gl obal ' ]);

} else {
<!-- left_navigation_eof //-->

</tabl e></td>
<!-- body_text //-->
- <td wi dt h="100% valign="top"><?php echo tep_draw forn('account_notifications',

tep_href _I'i nk( FI LENAME_ACCOUNT_NOTI FI CATIONS, '', "SSL')) . tep_draw_hidden_field('action',
"process'); ?><table border="0" wi dth="100% cellspacing="0" cell paddi ng="0">

+ <td wi dt h="100% valign="top"><?php echo tep_draw forn('account_notifications',
tep_href _|ink(FI LENAVME_ACCOUNT_NOTI FI CATIONS, '', "SSL'), 'post', '', true)

tep_draw_hi dden_field('action', 'process'); ?><table border="0" w dth="100% cell spacing="0"
cel | paddi ng="0">
<tr>
<t d><tabl e border="0" w dth="100% cellspaci ng="0" cell paddi ng="0">

@ -105,7 +105,7 @@ function checkBox(object) {
| <tr> |

@-20,7 +20,7 @@
// needs to be included earlier to set the success nessage in the nmessageStack
requi re(DI R_W5_LANGUAGES . $language . '/' . FILENAME_ACCOUNT_PASSWORD) ;

- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process')) {
+ if (isset($HTTP_POST_VARS['action']) &% ($HTTP_POST_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
$password_current = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password_current']);
$passwor d_new = tep_db_prepare_i nput ($HTTP_POST_VARS] ' password_new ]);
$password_confirmati on = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password_confirnation']);
@@-87,7 +87,7 @@
<l-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dth="100% valign="top"><?php echo tep_draw form(' account_password',
tep_href _I'i nk( FI LENAME_ACCOUNT_PASSWORD, '', 'SSL'), 'post', 'onSubmit="return
check_form(account _password);"') . tep_draw_ hidden_field('action', 'process'); ?><table border="0"
wi dt h="100% cel | spaci ng="0" cel | paddi ng="0">

+ <td wi dth="100% valign="top"><?php echo tep_draw forn('account_password',
tep_href _I'i nk( FI LENAME_ACCOUNT_PASSWORD, '', 'SSL'), 'post', 'onSubmt="return
check_forn{account _password);"', true) . tep_draw_ hidden_field('action', 'process'); ?><table
border="0" wi dt h="100% cell spacing="0" cell paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

catalog/address_book_process.php



@-20,7 +20,7 @@
// needs to be included earlier to set the success nessage in the nmessageStack
requi re(Dl R_W5_LANGUAGES . $language . '/' . FILENAME _ADDRESS BOOK_PROCESS);

- if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'deleteconfirm) &&
i sset ($HTTP_GET_VARS['delete']) && is_nuneri c($HTTP_GET_VARS['delete'])) {
+ if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'deleteconfirm) &&

i sset ($HTTP_GET_VARS['delete']) && is_nuneri c($HTTP_GET_VARS[ ' delete']) &&

i sset ($HTTP_GET_VARS[ ' formi d']) && ($HTTP_GET_VARS['form d'] == md5($sessi ontoken))) {
tep_db_query("delete from" . TABLE ADDRESS BOOK . " where address_book_id ="" . (int

)$HTTP_GET_VARS[ 'delete'] . "' and customers_id ='" . (int)$customer_id . "'");

$nessageSt ack- >add_sessi on(' addr esshook', SUCCESS_ADDRESS BOOK_ENTRY_DELETED, 'success');
@-30,7 +30,7 @@

/1 error checking when updating or adding an entry
$process = fal se;

- if (isset($HTTP_POST_VARS['action']) && (($HTTP_POST_VARS['action'] == 'process') ||
($HTTP_POST_VARS[ ' action'] == 'update'))) {

+ if (isset($HTTP_POST_VARS['action']) &% (($HTTP_POST_VARS['action'] == 'process') ||
($HTTP_PCST_VARS[ ' action'] == 'update')) && isset($HTTP_POST_VARS['formd']) &&
($HTTP_POST_VARS[ ' formi d'] == $sessiontoken)) {

$process = true;
$error = fal se;

@-270,7 +270,7 @@

<!-- left_navigation_eof //-->
</tabl e></td>

<!-- body_text //-->
- <td wi dth="100% valign="top"><?php if (!isset($HTTP_GET_VARS['delete'])) echo
tep_draw forn(' addressbook', tep_href _Iink(Fl LENAME_ADDRESS_BOOK_PROCESS,
(isset ($HTTP_CET_VARS['edit']) ? 'edit=" . $HTTP_CET_VARS['edit'] : ''), "'SSL'), 'post',
"onSubnmit="return check_forn{addressbook);""); ?><table border="0" wi dth="100% cell spaci ng="0"
cel | paddi ng="0">
+ <td w dth="100% valign="top"><?php if (!isset($HITTP_GET_VARS['delete'])) echo
tep_draw forn(' addressbook', tep_href _Iink(FI LENAVE_ADDRESS BOOK_PROCESS,

(isset($HTTP_CET_VARS['edit']) ? 'edit=" . $HTTP_GET_VARS['edit'] : ''), "SSL'), 'post',
"onSubmi t="return check_forn(addressbook);"', true); ?><table border="0" wi dth="100% cell spacing=
"0" cell paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspaci ng="0" cel | paddi ng="0">
<tr>
@-329,7 +329,7 @@
<tr>

<td wi dt h="10"><?php echo tep_draw separator('pixel _trans.gif', '10", '1');
?></td>

<td><?php echo '<a href="" . tep_href_Iink(FI LENAVE_ADDRESS BOXK, "', 'SSL")
>' . tep_inmage_button(' button_back.gif', 1 MAGE_BUTTON BACK) . '</a>'; ?></td>
- <td align="right"><?php echo '<a href=""
tep_href _|i nk( FI LENAVE_ADDRESS BOOK_PROCESS, 'delete=" . $HTTP_CET_VARS[' delete']
"&action=del eteconfirm, "SSL') . "">' . tep_inmage_button('button_delete.gif",
| MAGE_BUTTON_DELETE) . '</a>'; ?></td>
+ <td align="right"><?php echo '<a href=""
tep_href _|ink(FI LENAVE_ADDRESS BOOK_PROCESS, 'delete=" . $HTTP_GET_VARS[' del ete']
" &ction=del eteconfirm& orm d=' . nmd5($sessiontoken), "SSL') . '">' .
tep_i mage_button(' button_delete.gif', | MAGE BUTTON DELETE) . '</a>'; ?></td>

<td wi dt h="10"><?php echo tep_draw separator('pixel _trans.gif', '10", '1');
?></td>

</tr>

</ tabl e></td>

catalog/checkout_payment.php



@-138,7 +138,7 @@ function rowQut Ef fect (obj ect) {
<!-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dt h="100% valign="top"><?php echo tep_draw_forn('checkout_payment',

tep_href _I'i nk( FI LENAME_CHECKOUT_CONFI RVATION, "', "SSL'), 'post', 'onsubmt="return check_forn();"

"); ?><table border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
+ <td wi dth="100% valign="top"><?php echo tep_draw_ forn('checkout_ payment',

tep_href _I'i nk( FI LENAME_CHECKOUT_CONFI RVATION, "', "SSL'), 'post', 'onsubmt="return check_ forn();"
', true); ?><table border="0" width="100% cellspacing="0" cell paddi ng="0">
<tr>
<t d><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

@-28,7 +28,7 @@

$error = fal se;
$process = fal se;

- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'submt')) {
+ if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'subnmit') &&
i sset ($HTTP_POST_VARS['formi d']) && ($HTTP_POST_VARS['form d'] == $sessi ontoken)) {

/Il process a new billing address

if (tep_not_null ($HTTP_POST_VARS['firstnane']) && tep_not_nul | ($HTTP_POST_VARS['| astnanme']) &&
tep_not_nul | ($HTTP_POST_VARS| ' street_address'])) {
$process = true;
@@ -263,7 +263,7 @@ function check_formoptional (formname) {
<l-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dth="100% valign="top"><?php echo tep_draw_ form(' checkout_address',
tep_href _I i nk( FI LENAME_CHECKOUT_PAYMENT_ADDRESS, '', 'SSL'), 'post', 'onSubmt="return
check_formoptional (checkout _address);"'); ?><table border="0" w dth="100% cell spaci ng="0"
cel | paddi ng="0">
+ <td wi dt h="100% valign="top"><?php echo tep_draw_ forn('checkout address',
tep_href _I'i nk( FI LENAME_CHECKOUT_PAYMENT_ADDRESS, '', 'SSL'), 'post', 'onSubmt="return
check_formoptional (checkout _address);"', true); ?><table border="0" w dth="100% cell spaci ng="0"
cel | paddi ng="0">
<tr>
<td><tabl e border="0" w dth="100% cellspacing="0" cell paddi ng="0">
<tr>

catalog/checkout_shipping.php



@-95,7 +95,7 @@

}
I/ process the sel ected shipping nmethod
- if ( isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process') ) {
+ if ( isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process') &&

! isset($HTTP_POST_VARS['formi d']) &% ($HTTP_PCST VARS[' formid'] == $sessiontoken) ) { 5
i if (Itep_session_is_registered('comments')) tep_session_register('coments'); ;
i if (tep_not_null ($HTTP_POST_VARS[' comments'])) { i
: $comments = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' conments']); :
i @®-205,7 +205,7 @ function rowQut Ef fect (object) { H
i <!-- left_navigation_eof //-->
i </tabl e></td> H
. <1-- body_text //--> E
- <td wi dth="100% valign="top"><?php echo tep_draw form(' checkout_address',
i tep_href_link(FI LENAVE_CHECKOUT_SHIPPING '', 'SSL')) . tep_draw_ hidden_field('action", i
"process'); ?><table border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
Lo+ <td wi dth="100% valign="top"><?php echo tep_draw_ forn(' checkout address', :
| tep_href _|ink(FI LENAME_CHECKQUT_SHI PPING '', 'SSL'), 'post', "', true) 5
! tep_draw_ hidden_field('action', 'process'); ?><table border="0" w dth="100% cellspacing="0" :
i cel | paddi ng="0"> :
i <tr> ;
! <td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0"> !
! <tr> :

@-41,7 +41,7 @@

$error = fal se;
: $process = fal se; :
- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'submt')) {
+ if (isset($HTTP_POST_VARS['action']) && ($HTTP_PCOST_VARS['action'] == 'submit') &&
i isset($HTTP_POST_VARS['fornmid']) && ($HTTP_POST_VARS['formid' ] == $sessiontoken)) { :
i /I process a new shi pping address ;
! if (tep_not_null ($HTTP_PCST VARS['firstname']) && tep_not_nul | ($HTTP_POST VARS['|astnanme']) && i
i tep_not_nul | ($HTTP_POST_VARS[ ' street _address'])) { i
; $process = true; :
i @-275,7 +275,7 @ function check_formoptional (formnane) { !
i <l-- left_navigation_eof //--> H
| </table></td> ;
{  <!-- body_text //-->
i <td wi dth="100% valign="top"><?php echo tep_draw_ form(' checkout_address', i
tep_href _|ink(FI LENAVE_CHECKOUT_SHI PPI NG ADDRESS, '', 'SSL'), 'post', 'onSubmit="return
i check_form optional (checkout address);"'); ?><table border="0" w dth="100% cellspacing="0" i
i cel | paddi ng="0"> i
Lo+ <td wi dt h="100% valign="top"><?php echo tep_draw_ forn(' checkout address', :
© tep_href _Iink(Fl LENAME CHECKOUT _SHI PPI NG ADDRESS, '', 'SSL'), 'post', 'onSubmit="return :

check_formoptional (checkout _address);"', true); ?><table border="0" w dth="100% cell spaci ng="0"
cel | paddi ng="0">
<tr>
<td><tabl e border="0" w dth="100% cellspacing="0" cell paddi ng="0">
<tr>

catalog/create_account.php



@-16,7 +16,7 @@
requi re(DI R Ws_LANGUAGES . $language . '/' . FILENANE_CREATE_ACCOUNT);

$process = fal se;
- if (isset($HTTP_POST_VARS['action']) && ($HTTP_POST_VARS['action'] == 'process')) {
+ if (isset($HTTP_POST_VARS['action']) &% ($HTTP_POST_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
$process = true;

i f (ACCOUNT_GENDER == 'true') {
@ -226,6 +226,9 @@
tep_session_register(' customer_country_id');
tep_session_register('custonmer_zone_id');

+// reset session token

+ $sessiontoken = nd5(tep_rand() . tep_rand() . tep_rand() . tep_rand());
+

/Il restore cart contents

$cart->restore_contents();

@ -274,7 +277,7 @@
<l-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dth="100% valign="top"><?php echo tep_draw form('create_account',

tep_href _I'i nk( FI LENAME_CREATE_ACCOUNT, '', "'SSL'), 'post', 'onSubmit="return
check_form(create_account);"") . tep_draw_hidden_field('action', 'process'); ?><table border="0"
wi dt h="100% cel | spaci ng="0" cel | paddi ng="0">
+ <td wi dth="100% valign="top"><?php echo tep_draw forn('create_account',
tep_href _Ii nk( FI LENAME_CREATE_ACCOUNT, '', 'SSL'), 'post', 'onSubnmit="return
check_forn{create_account);"', true) . tep_draw hidden_field('action', 'process'); ?><table
border="0" wi dt h="100% cell spacing="0" cell paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

@-199,6 +199,12 @@
extract ($_SESSI ON, EXTR_OVERWRI TE+EXTR_REFS) ;

+// initialize a session token

+ if (!tep_session_is_registered('sessiontoken')) {

+ $sessiontoken = nd5(tep_rand() . tep_rand() . tep_rand() . tep_rand());
+ tep_session_regi ster('sessiontoken');
+
+

}

/1 set SID once, even if enpty
$SID = (defined('SID) ? SID: '");

catalog/includes/functions/html_output.php



@@ - 145, 13 +145,19 @@

1111

/] Qutput a form

- function tep_draw forn($name, $action, $nethod = 'post', $parameters = '') {

+ function tep_draw forn{$nane, $action, $nethod = 'post', $paraneters = "'', S$tokenize = false) {
+ gl obal $sessi ont oken;

+

$form = ' <f orm nanme= action=

nmet hod=""

t ep_out put _string($nane)

tep_out put _string($net hod) . ;

t ep_out put _string($action)

if (tep_not_null ($paraneters)) $form.=" $paraneters;

$form.="'>";

+ if ( ($tokenize == true) && isset($sessiontoken) ) {

+ $form .= "<input type="hidden" name="fornm d" val ue="' t ep_out put _string($sessi ont oken)
Cse

+ }

+

@-20,7 +20,7 @@
requi re(DI R_W5_LANGUAGES . $language . '/' . FILENAME LOG N);

$error = fal se;
- if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'process')) {
+ if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS['formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
$emai | _address = tep_db_prepare_i nput ($HTTP_POST_VARS| ' enui | _address']);
$password = tep_db_prepare_i nput ($HTTP_POST_VARS| ' password']);

@-54,6 +54,9 @@

tep_db_query("update " . TABLE_CUSTOVERS |INFO . " set custoners_info_date_of last_logon =
now(), custoners_info_nunber_of | ogons = custoners_info_nunber_of | ogons+1 where custoners_info_id
="'" . (int)S$customer_id . "'");

+// reset session token

+ $sessiontoken = nd5(tep_rand() . tep_rand() . tep_rand() . tep_rand());
+

/Il restore cart contents

$cart->restore_contents();

@»-101,7 +104,7 @ function session_w n() {
<l-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dth="100% valign="top"><?php echo tep_draw form('login', tep_href_link(FI LENAVE_LOG N,
"action=process', 'SSL')); ?><table border="0" w dth="100% cellspacing="0" cell paddi ng="0">
+ <td w dth="100% valign="top"><?php echo tep_draw form('login', tep_href_link(FI LENAVE_LOG N,

"action=process', 'SSL'), 'post', '', true); ?><table border="0" width="100% cell spacing="0"
cel | paddi ng="0">
<tr>
<td><tabl e border="0" wi dth="100% cellspaci ng="0" cel | paddi ng="0">
<tr>

catalog/password_forgotten.php



@-14,7 +14,7 @@
require(DI R W5_LANGUAGES . $language . '/' . FILENAVE _PASSWORD FORGOTTEN);
- if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'process')) {
+ if (isset($HTTP_GET_VARS['action']) && ($HTTP_CGET_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
$emui | _address = tep_db_prepare_i nput ($HTTP_POST_VARS| ' enui | _address']);

$check_customer _query = tep_db_query("sel ect custoners_firstnane, custoners_|astnane,

custoners_password, custoners_id from" . TABLE CUSTOVERS . " where custoners_enuil _address = "'"
tep_db_i nput ($emai | _address) . "'");
@-61,7 +61,7 @@

<!-- left_navigation_eof //-->

</tabl e></td>
<!-- body_text //-->
- <td wi dt h="100% valign="top"><?php echo tep_draw forn(' password_forgotten',
tep_href _|ink(FI LENAVE_PASSWORD FORGOTTEN, 'action=process', 'SSL')); ?><table border="0" width=
"100% cel |l spaci ng="0" cel | paddi ng="0">
+ <td wi dth="100% valign="top"><?php echo tep_draw forn(' password_forgotten',

tep_href_link(FI LENAVE_PASSWORD FORGOTTEN, 'action=process', 'SSL'), 'post', '', true); ?><table
border="0" wi dt h="100% cell spaci ng="0" cell paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

@-27,7 +27,7 @@

$custormer _query = tep_db_query("sel ect custoners_firstname, custoners_|lastnane from"
TABLE_CUSTOMERS . " where custoners_id = '" . (int)$custoner_id . "'");

$custonmer = tep_db_fetch_array($custoner_query);

- if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'process')) {
+ if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'process') &&
i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
$rating = tep_db_prepare_i nput ($HTTP_POST_VARS['rating']);
$review = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' revi ew ]);

i @@-122,7 +122,7 @ function popupW ndow(url) { !
i <l-- left_navigation_eof //--> :
| </table></td> ;
i <!-- body_text //-->
i <td wi dth="100% valign="top"><?php echo tep_draw forn(' product_reviews_wite', i
tep_href _I'i nk( FI LENAME_PRODUCT_REVI EW5_WRI TE, ' acti on=process&products_id='
! $HTTP_GET_VARS[' products_id']), 'post', 'onSubnmit="return checkForn();"'); ?><table border="0" :
! width="100% cell spaci ng="0" cel | paddi ng="0"> :

+ <td wi dt h="100% valign="top"><?php echo tep_draw forn(' product_reviews_wite',
tep_href _I'i nk( FI LENAME_PRODUCT_REVI EAN5_WRI TE, ' acti on=process&products_i d='
$HTTP_GET_VARS[ ' products_id']), 'post', 'onSubmt="return checkForn();"', true); ?><table border=
"0" width="100% cell spacing="0" cell paddi ng="0">
<tr>
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="0">
<tr>

catalog/tell_a_friend.php



@-33,7 +33,7 @
require(D R Ws_LANGUAGES . $language . '/' . FILENAVE TELL_A FRIEND);

- if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'process')) {

+ if (isset($HTTP_GET_VARS['action']) && ($HTTP_CGET_VARS['action'] == 'process') &&

i sset ($HTTP_POST_VARS[ ' formi d']) && ($HTTP_POST_VARS['form d'] == $sessiontoken)) {
$error = fal se;

: $to_email _address = tep_db_prepare_i nput ($HTTP_POST_VARS['to_enmi | _address']);
i @-115,7 +115,7 @@

i <!-- left_navigation_eof //-->
i </[table></td>

| <l-- body_text //-->

- <td w dth="100% valign="top"><?php echo tep_draw forn('email _friend",

i tep_href_link(FILENAME_TELL_A FRI END, 'acti on=process&products_id='

$HTTP_GET_VARS[ ' products_id'])); ?><table border="0" w dth="100% cellspacing="0" cell paddi ng="0">
Lo+ <td wi dt h="100% valign="top"><?php echo tep_draw form('email _friend',

i tep_href _I'i nk(FI LENAME_TELL_A FRI END, 'action=process&products_id='

$HTTP_GET_VARS[ ' products_id']), 'post', '', true); ?><table border="0" w dth="100% cell spacing=
"0" cell paddi ng="0">
<tr>
<td><tabl e border="0" w dth="100% cellspacing="0" cell paddi ng="0">
<tr>

(C) (BUG) Validate Removal of Customer Address

(C) (BUG) Vvalidate Removal of Customer Address
Importance: High | Difficulty: Easy
Validate the address being deleted is not assigned as the customers default address.
Affected Files
® catalog/address_book_process.php

View Changes Online

catalog/address_book_process.php

@a-21,9 +21,13 @@
requi re(DI R_W5_LANGUAGES . $language . '/' . FILENAME_ADDRESS_BOOK_PROCESS);

if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'deleteconfirm) &&
i sset ($HTTP_GET_VARS['delete']) && is_nuneri c($HTTP_GET_VARS[ ' delete']) &&
isset ($HTTP_GET_VARS['formid']) && ($HTTP_GET_VARS[' form d'] == nd5($sessiontoken))) {

- tep_db_query("delete from" . TABLE_ADDRESS BOOK . " where address_book_id = "'" . (int
)SHTTP_GET_VARS['delete'] . "' and customers_id = "" . (int)$custonmer_id . "'");

+ if (SHTTP_GET_VARS['delete'] == $custoner_defaul t _address_id) {

+ $messageSt ack- >add_sessi on(' addr essbook', WARNI NG_PRI MARY_ADDRESS_DELETI ON, 'warning');
+ } else {

+ tep_db_query("delete from" . TABLE _ADDRESS BOOK . " where address_book id ="" . (int
)$HTTP_GET_VARS[ 'delete'] . "' and customers_id ='" . (int)$customer_id . "'");

- $nessageSt ack- >add_sessi on(' addr essbook' , SUCCESS_ADDRESS BOOK_ENTRY_DELETED, 'success');
+ $nessageSt ack- >add_sessi on(' addr essbook', SUCCESS_ADDRESS BOOK_ENTRY_DELETED, 'success');

+ }

tep_redirect(tep_href_Iink(Fl LENAME_ADDRESS BOOK, '', "SSL'));

(AC) (BUG) Sanitize Parameters

(AC) (BUG) Sanitize Parameters


http://github.com/osCommerce/oscommerce2/commit/288403400f73709652166cf8c68c4ca0ec554c92

Importance: High | Difficulty: Medium
Sanitize parameters.
Affected Files

catalog/account_edit.php
catalog/address_book_process.php
catalog/admin/includes/classes/phplot.php
catalog/admin/includes/functions/compatibility.php
catalog/admin/includes/functions/html_output.php
catalog/admin/login.php
catalog/checkout_confirmation.php
catalog/checkout_payment_address.php
catalog/checkout_process.php
catalog/create_account.php
catalog/includes/application_top.php
catalog/includes/boxes/currencies.php
catalog/includes/boxes/tell_a_friend.php
catalog/includes/functions/compatibility.php
catalog/includes/functions/general.php
catalog/includes/functions/html_output.php
catalog/product_info.php
catalog/tell_a_friend.php

View Changes Online

catalog/account_edit.php

..............................................................................................................................................................................

@-52,7 +52,7 @@
}

if (ACCOUNT_DOB == "true') {
- if (!checkdate(substr(tep_date_raw $dob), 4, 2), substr(tep_date_raw $dob), 6, 2),
substr(tep_date_raw $dob), 0, 4))) {
+ if ((is_numeric(tep_date_raw$dob)) == false) || (@heckdate(substr(tep_date_raw $dob), 4,
2), substr(tep_date_raw($dob), 6, 2), substr(tep_date_raw($dob), 0, 4)) == false)) {
$error = true;

$messageSt ack- >add(' account _edit', ENTRY_DATE_OF BI RTH_ERROR);

@-21,7 +21,7 @@
requi re(DI R_W5_LANGUAGES . $language . '/' . FILENAME ADDRESS_BOOK PROCESS) ;

if (isset($HTTP_GET_VARS['action']) && ($HTTP_CET_VARS['action'] == 'deleteconfirnm) &&
i sset ($HTTP_GET_VARS['delete']) && is_numeri c($HTTP_GET_VARS[ ' delete']) &&
i sset ($HTTP_GET_VARS[ ' form d']) && ($HTTP_GET_VARS['form d'] == md5($sessi ontoken))) {
- if ($HTTP_CGET_VARS[' delete'] == $custoner_defaul t _address_id) {

+ if ((int)$HTTP_CGET_VARS[' del ete'] == $custoner_defaul t _address_id) {
$messageSt ack- >add_sessi on(' addr essbook', WARNI NG_PRI MARY_ADDRESS_DELETI ON, ‘warning');
} else {
tep_db_query("delete from" . TABLE ADDRESS BOOK . " where address_book_id ="'" . (int
)$HTTP_GET_VARS[ 'delete'] . "' and customers_id ="'" . (int)$customer_id . "'");

catalog/admin/includes/classes/phplot.php


http://github.com/osCommerce/oscommerce2/commit/8ab1f3c7d735531321bce00c847e9853b6b058af

@ -672,12 +672,12 @@
$whi ch_xpos, $whi ch_ypos, $which_col or, $which_font, $which_text);
} else {
if ($which_valign == "top') {
$whi ch_ypos = $whi ch_ypos - | mageFont Hei ght ($whi ch_font);
$whi ch_ypos = $whi ch_ypos - | mageFont Hei ght ((i nt)$which_font);
}
$which_text = preg_replace("/\r/","", $whi ch_text);
$str = explode("\n", $which_text); //multiple lines submtted by Rem Ricard
- $hei ght = | mageFont Hei ght ($whi ch_font);
- $wi dt h = | mageFont W dt h( $whi ch_f ont ) ;
+  $height = I mageFont Hei ght ((int)$which_font);
+ $wi dth = I mageFont Wdt h( (i nt)$whi ch_font);
if ($which_angle == 90) { //Vertical Code Submitted by Marlin Viss
for ($i =0; $i <count ($str); $i ++) {
I mageStri ngUp($t hi s->i ng, $which_font, ($i*$hei ght + $whi ch_xpos), $which_ypos, $str[$i],
$whi ch_col or);
@ - 686,9 +686,9 @@
for ($i =0; $i <count ($str); $i ++) {
if ($which_halign == 'center') {
$xpos = $which_xpos - strlen($str[$i]) * $width/2;
- I mageString($this->ing, $which_font, $xpos, ($i*$height + $which_ypos), $str[$i],
$whi ch_col or) ;

+

+ I mageString($this->ing, (int)$which_font, $xpos, ($i*$hei ght + $which_ypos), $str[$i],
$whi ch_col or);
} else {

- I mageString($this->ing, $which_font, $which_xpos, ($i*$height + $which_ypos), $str[$i],
$whi ch_col or);

+ I mageString($this->ing, (int)$which_font, $which_xpos, ($i*$height + $which_ypos),
$str[$i], S$which_color);

..............................................................................................................................................................................

@ -85,7 +85,7 @@

if (!function_exists('checkdnsrr')) {

function checkdnsrr($host, $type) {
if(tep_not_null ($host) && tep_not_null ($type)) {
- @xec("nsl ookup -type=$type $host", $output);
+ @xec("nsl ookup -type=" . escapeshellarg($type) . " " . escapeshellarg($host), $output);
while(list($k, $line) = each($output)) {
if(preg_match("/~$host/i", $line)) {
return true;

..............................................................................................................................................................................

catalog/admin/includes/functions/html_output.php



@-13,6 +13,8 @@

111

/1 The HTM. href |ink wapper function

function tep_href _link($page = '', $paraneters ="'', $connection = 'NONSSL') {
+ $page = tep_output_string($page);

+

if ($page == "'") {
die(' </td></tr></tabl e></td></tr></tabl e><br><br><font col or="#ff0000"
><b>Error! </ b></f ont ><br ><br ><b>Unabl e to deterni ne the page |ink! <br><br>Function

used: <br><br>tep_href _link(\'" . $page . '\', \'' . $paranmeters . '\', \'' . $connection .
}
@-30,7 +32,7 @@
if ($paraneters == "'") {
$link = $link . $page . '?" . SID;
} else {
- $link = $link . $page . '?' . $paraneters . '& . SID
+ $link = $link . $page . '?' . tep_output_string($paranmeters) . '& . SID;
}

while ( (substr($link, -1) =="'&') || (substr($link, -1) =="'?") ) $link = substr($link, O,

PV )< b>);

@@-69,7 +69,7 @@
$user nane
$password = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password']);

tep_db_prepare_i nput ($HTTP_POST_VARS[ ' usernane']);

- tep_db_query('insert into' . TABLE_ADM NI STRATORS . ' (user_nane, user_password)
+ tep_db_query("insert into " . TABLE_ADM NI STRATORS . " (user_nane, user_password)
values ('" . tep_db_input($usernane) . "', '" . tep_db_input(tep_encrypt_password($password))
"))

}

values ("' . S$usernane . '", "' . tep_encrypt_password($password) . '")');
tep_redirect(tep_href _Iink(FILENAME_LOG N));

@d-52,7 +52,7 @@
$paynent _nmodul es- >updat e_st at us();
- if ( ( is_array($paynent_nodul es->npdul es) && (si zeof ($paynment _nodul es->nodul es) > 1) &&

lis_object($$payment) ) || (is_object($$paynent) && ($$paynent->enabled == false)) ) {

($$paynent - >enabl ed == false)) ) {
tep_redirect(tep_href_link(FI LENAME_CHECKOUT_PAYMENT, 'error_nessage='
ur | encode( ERROR_NO_PAYMENT_MODULE_SELECTED), 'SSL'));

catalog/checkout_payment_address.php

+ if ( ($paynent_nodul es->sel ected_nodul e ! = $paynment) || ( is_array($paynent_nodul es- >nodul es)
&& (si zeof ($payment _nodul es->nmpdul es) > 1) && !is_object($$paynent) ) || (is_object($$paynment) &&



@@-166,7 +166,7 @@

$billto = $HTTP_POST_VARS|[' address'];

- $check_address_query = tep_db_query("sel ect count(*) as total from" . TABLE_ADDRESS BOX .
" where custoners_id ="" $customer _id . "' and address_book id ="" . $billto . """);

+ $check_address_query = tep_db_query(“sel ect count(*) as total from" . TABLE_ADDRESS BOX .
" where custoners_id = "'" (int)$custoner _id . "' and address_book id ="'" . (int)$billto . "'");

$check_address = tep_db_fetch_array($check_address_query);

if ($check_address['total'] == "'1") {

@@-68,7 +68,7 @@
$paynent _nodul es->updat e_stat us();

- if ( ( is_array($payment_nodul es- >nodul es) && (sizeof ($paynment _nodul es->npdul es) > 1) &&
lis_object($$payrment) ) || (is_object($$paynent) && ($$paynent->enabled == false)) ) {
+ if ( ($paynent_nodul es->sel ected_npdul e != $paynent) || ( is_array($paynment_nodul es- >npdul es)
&8 (si zeof ($paynment _nodul es->nmpdul es) > 1) && !is_object($$paynent) ) || (is_object($$paynent) &&
($$paynent - >enabl ed == false)) ) {

tep_redirect(tep_href_Iink(Fl LENAME_CHECKOUT_PAYMENT, 'error_nessage='
ur | encode( ERROR_NO_PAYMENT_MODULE_SELECTED), 'SSL'));

@-77,7 +77,7 @

}

if (ACCOUNT_DOB == 'true') {
- i f (checkdate(substr(tep_date_raw $dob), 4, 2), substr(tep_date_raw $dob), 6, 2),
substr(tep_date_raw $dob), 0, 4)) == false) {
+ if ((is_numeric(tep_date_raw$dob)) == false) || (@heckdate(substr(tep_date_raw $dob), 4,

2), substr(tep_date_raw $dob), 6, 2), substr(tep_date_raw $dob), 0, 4)) == false)) {
$error = true;

$nmessageSt ack- >add(' create_account', ENTRY_DATE_OF_BI RTH_ERROR);

@-93,6 +93,7 @@
$CGET_array = array();

$PHP_SELF = str_replace(getenv(' PATH.INFO ), '', $PHP_SELF);
+ do_magi c_quot es_gpc($vars);

for ($i=0, $n=sizeof ($vars); $i<$n; $i++) {
if (strpos($vars[$i], '[1')) {

$vars = explode(' /', substr(getenv(' PATH INFO), 1));
| $GET_array[substr($vars[$i], 0, -2)][] = $vars[$i +1]; ;

catalog/includes/boxes/currencies.php



@-30,7 +30,7 @@
$hi dden_get _variables = "";
reset ($HTTP_GET_VARS) ;
while (list($key, $value) = each($HTTP_GET_VARS)) {
if ( ($key !'= 'currency') &% ($key != tep_session_nane()) && ($key !="'x') && ($key !'="'y")

)

+ if ( is_string($value) && ($key != 'currency') && ($key != tep_session_nanme()) && ($key !=
"X') && ($key !='y') ) {

$hi dden_get _vari abl es .= tep_draw_hi dden_fi el d( $key, $val ue);

@@-22,7 +22,7 @@
$i nfo_box_contents = array();
$i nfo_box_contents[] = array('form => tep_draw forn('tell_a_friend',

tep_href _|ink(FILENAME_TELL_A FRIEND, ‘', 'NONSSL', false), 'get'),
"align' => 'center',
- "text' => tep_draw_input_field('to_enunil_address', '', 'size="10"

! ') . '&nbsp:;' . tep_immge_subnit('button_tell a friend.gif', BOX HEADI NG TELL_A FRI END) 5
tep_draw_hi dden_fiel d(' products_id', $HTTP_GET_VARS['products_id']) . tep_hide_session_id() .
! '<br> . BOX_TELL_A FRI END TEXT); :
Lo+ "text' => tep_draw_input_field('to_ennil_address', '', 'size="10" :
i ") . "&nbsp;' . tep_image_subnmit('button_tell_a_friend.gif', BOX_HEADI NG TELL_A FRI END) :
i tep_draw_hidden_fiel d(' products_id', (int)$HTTP_GET_VARS['products_id']) . tep_hide_session_id() :
| '<br>' . BOX_TELL_A FRI END_TEXT); i

new i nf oBox($i nf o_box_contents);

@-171,7 +171,7 @@

if (!function_exists('checkdnsrr')) {

function checkdnsrr($host, $type) {
if(tep_not_null ($host) && tep_not_null ($type)) {
- @xec("nslookup -type=$type $host", $output);
+ @xec("nsl ookup -type=" . escapeshellarg($type) . " " . escapeshellarg($host), $output);
while(list($k, $line) = each($output)) {
if(preg_match("/~$host/i", $line)) {
return true;

catalog/includes/functions/general.php



@ -160,7 +160,7 @@
if (is_array($HTTP_GET_VARS) && (sizeof ($HTTP_GET_VARS) > 0)) {
reset ($HTTP_GET_VARS) ;
while (list($key, $value) = each($HTTP_GET_VARS)) {

- if ( (strlen($value) > 0) && ($key != tep_session_nane()) && ($key != "error') &&
(lin_array($key, $exclude_array)) &% ($key !="'x") && ($key !'="'y") ) {
+ if ( is_string($value) && (strlen($value) > 0) && ($key != tep_session_name()) && ($key
I="error') && ('in_array($key, $exclude_array)) &% ($key !="'x') && ($key !'="'y") ) {

$get _url .= $key . '=" . rawirlencode(stripslashes($value)) . '&;

}
}

@d-914,7 +914,7 @@

/1 Return a product IDwth attributes
function tep_get_uprid($prid, $parans) {

if (is_numeric($prid)) {

- $uprid = $prid;
+ $Suprid = (int)S$prid,

if (is_array($parans) && (sizeof ($params) > 0)) {
$attributes_check = true;
@-974,7 +974,7 @@
$pi eces = explode('{', $uprid);

if (is_nuneric($pieces[0])) {
- return $pi eces[0];

+ return (int)$pieces[0];
} else {
return fal se;
}

. @-156 +15,8 @
: function tep_href_link($page = '', $paraneters = '', $connection = 'NONSSL', $add_session_id = H
! true, $search_engine_safe = true) {
: gl obal $request_type, $session_started, $SID; :
+ $page = tep_out put_string($page);
e 5
if (!tep_not_null ($page)) {
die(' </td></tr></tabl e></td></tr></tabl e><br><br><font col or="#ff0000"
i ><b>Error! </ b></font><br><br><b>Unabl e to determine the page |ink!<br><br>'); :
) |
catalog/product_info.php

@-139,7 +139,7 @@

}

) :

- if §
(i sset($cart->contents[ $HTTP_GET_VARS[ ' products_id'J]["attributes'][$products_options_name[' product s_i
+ if (is_string($HTTP_GET_VARS[' products_id']) && ;

i sset($cart->contents[ $HTTP_CGET_VARS[ ' products_id' ]]['attributes'][$products_options_nanme[' product s_oi
{ |

$sel ected_attribute =
$cart->contents[ $HTTP_CGET_VARS[ ' products_id']][' attributes'][$products_options_nanme[' products_opti ons§
} else {

$sel ected_attribute = fal se;



}

if ($valid_product == false) {
- tep_redirect(tep_href_Iink(Fl LENAME_PRODUCT_I NFO, 'products_id='
$HTTP_GET_VARS[ ' products_id']));
+ tep_redirect(tep_href _Iink(Fl LENAME_PRODUCT | NFO, 'products_id=" . (int
) $HTTP_GET_VARS| ' products_id']));

}

requi re(DI R_WS_LANGUAGES . $language . '/' . FILENAME_TELL_A FRIEND);
@ -74,14 +74,14 @@
$emui | _body .= $nessage . "\n\n";

}

- $emai | _body .= sprintf(TEXT_EMAIL_LINK, tep_href_link(FI LENAME _PRODUCT_I NFO, ' products_id='
$HTTP_GET_VARS[ ' products_id'], 'NONSSL', false)) . "\n\n"
+ $emai | _body .= sprintf(TEXT_EMAIL_LINK, tep_href_link(FI LENAME _PRODUCT_I NFO, ' products_id='
(int)$HTTP_GET_VARS[ ' products_id'], 'NONSSL', false)) . "\n\n"
sprintf(TEXT_EMAI L_SI GNATURE, STORE_NAME . “\n" . HTTP_SERVER .
DI R_W5_CATALOG . "\n");

tep_nuil ($to_nane, $to_emnil _address, $enmil_subject, $emnil_body, $from nane,
$f rom enmi | _addr ess);

$messageSt ack- >add_sessi on(' header', sprintf ( TEXT_EMAI L_SUCCESSFUL_SENT,
$product _i nfo[' products_nane'], tep_output_string_protected($to_nane)), 'success');

- tep_redirect(tep_href_link(FI LENAME_PRODUCT_I NFO, ' products_id="'
$HTTP_GET_VARS[ ' products_id']));
+ tep_redirect(tep_href_link(FI LENAME_PRODUCT_I NFO, 'products_id=" . (int
) $HTTP_GET_VARS[ ' products_id']));

}

} elseif (tep_session_is_registered('custoner_id)) {

$account _query = tep_db_query("sel ect custoners_firstnane, custoners_|astnane,
custoners_enui | _address from" . TABLE _CUSTOVERS . " where custoners_id ="'" . (int)$custoner_id .
)
@-91,7 +91,7 @@

$from emi | _address = $account[' custonmers_emai | _address'];

}

- $breadcrunb->add(NAVBAR TI TLE, tep_href_link(FI LENAME_TELL_A FRI END, ' products_id='
$HTTP_GET_VARS[ ' products_id']));
+ $breadcrunb- >add( NAVBAR TI TLE, tep_href_|ink(FI LENAME_TELL_A FRIEND, 'products_id=" . (int
) SHTTP_GET_VARS[ ' products_id']));
?>
<!'doctype htm public "-//WBC//DTD HTM. 4. 01 Transitional//EN'>
<htm <?php echo HTM_._PARAMS; ?7>>
@-115,7 +115,7 @@
<l-- left_navigation_eof //-->
</tabl e></td>
<l-- body_text //-->
- <td wi dth="100% valign="top"><?php echo tep_draw forn('email _friend",
tep_href _|ink(FI LENAME_TELL_A FRI END, 'action=process&products_id='
$HTTP_GET_VARS[ ' products_id']), 'post', '', true); ?><table border="0" w dth="100% cellspaci ng=
"0" cell paddi ng="0">
+ <td wi dt h="100% valign="top"><?php echo tep_draw form('email _friend',

tep_href _I'i nk(FI LENAME_TELL_A FRI END, 'action=process&products_id=" . (int
) $HTTP_GET_VARS] ' products_id']), 'post’', '', true); ?><table border="0" wi dth="100% cell spaci ng=
"0" cell paddi ng="0">
<tr>
<td><tabl e border="0" w dth="100% cellspacing="0" cell paddi ng="0">
<tr>

@-211,7 +211,7 @@
<td><tabl e border="0" wi dth="100% cellspacing="0" cell paddi ng="2">

<tr>
<td wi dt h="10"><?php echo tep_draw separator('pixel_trans.gif', '10", "1');

?></td>
- <t d><?php echo '<a href="" . tep_href_link(FlI LENAVE_PRODUCT_I NFO, 'products_id='

$HTTP_GET_VARS[ ' products_id']) . ""> . tep_image_button('button_back.gif', | MAGE_BUTTON_BACK)
'<la>'; ?></td>
+ <td><?php echo '<a href="" . tep_href_link(FI LENAVE_PRODUCT_| NFO, ' products_id='

(int)$HTTP_GET_VARS[ ' products_id']) . "">' . tep_inmge_button(' button_back.gif",

I MAGE_BUTTON_BACK) . '</a>'; ?></td>
<td align="right"><?php echo tep_i mage_subnit (' button_continue.gif",
| MAGE_BUTTON_CONTI NUE) ; ?></td>



<td wi dt h="10"><?php echo tep_draw separator('pixel _trans.gif', '10", '1');




?></td>

(A) (UP) Add Support for Basic HTTP Authentication

(A) (UP) Add Support for Basic HTTP Authentication
Importance: High | Difficulty: Medium

Add support for Basic HTTP Authentication to the Administration Tool login routine. Administrator accounts can be saved in htpasswd files
using the Apache APR-MD5 algorithm. Upon successful Basic HTTP Authentication, an automatic login occurs if the authentication password
matches the administrator password stored in the database.

Affected Files

catalog/admin/.htpasswd_oscommerce --- (new file)
catalog/admin/administrators.php
catalog/admin/includes/application_top.php
catalog/admin/includes/functions/password_funcs.php
catalog/admin/includes/languages/english/administrators.php
catalog/admin/login.php

View Changes Online

. This changeset includes an update to an English language definition file. Please perform similar changes to other
languages that are also installed.

catalog/admin/.htpasswd_oscommerce --- (new file)

@ This is a new empty file. (Download File)

catalog/admin/administrators.php

@-12,6 +12,37 @@

require('includes/application_top.php');

+ $htaccess_array = nul |;

+ $htpasswd_array = null;

+

+ Sauthuserfile_array = array(' ##### OSCOMWERCE ADM N PROTECTI ON - BEG N #####' ,

+ ' Aut hType Basic',

+ ' Aut hName "osCommerce Online Merchant Adninistration Tool"',
+ "AuthUserFile ' . DDR FS ADM N . '.htpasswd_osconmmerce',

+ 'Requi re valid-user',

+ ' ##### OSCOMVERCE ADM N PROTECTI ON - END #####' ) ;

+

+ if (file_exists(DOR_FS_ ADMN . '.htpasswd_oscomerce') &% is_witable(DIR FS ADMN .

' . ht passwd_oscommerce') && file_exists(DIR.FS_ADMN . '.htaccess') & is_witable(DIR FS_ADMN .

.htaccess')) {

+ $htaccess_array = array();

+ $ht passwd_array = array();

+

+ if (filesize(DIR_.FS_ADM N . '.htaccess') > 0) {

+ $fg = fopen(DIR_.FS_ADMN . '.htaccess', 'rb');

+ $data = fread($fg, filesize(DIR FS ADMN . '.htaccess'));
+ fclose($fQg);

+

+ $htaccess_array = explode("\n", $data);

+ }

+

+ if (filesize(DIR_FS_ADM N . '.htpasswd_oscomerce') > 0) {
+ $fg = fopen(DIR_.FS_ADM N . '. htpasswd_oscommerce', 'rb');
+ $data = fread($fg, filesize(DIR_FS_ ADM N . '.htpasswd_osconmerce'));
+

fclose($fQg);


http://github.com/osCommerce/oscommerce2/commit/b5a53bf183c88c8bca81ecb91666a77ad181a56e
http://github.com/osCommerce/oscommerce2/raw/b5a53bf183c88c8bca81ecb91666a77ad181a56e/catalog/admin/.htpasswd_oscommerce

$ht passwd_array = explode("\n", $data);
}
}

+ o+ 4+ 4+ o+

$action = (isset($HTTP_GET_VARS['action']) ? $HTTP_GET_VARS['action'] : '');

if (tep_not_null ($action)) {
@ - 26,6 +57,38 @@

if (tep_db_numrows($check_query) < 1) {

tep_db_query("insert into " . TABLE_ADM NI STRATORS . " (user_nane, user_password)
values ('" . tep_db_input($usernane) . "', '" . tep_db_input(tep_encrypt_password($password))
"))
+
+ if (is_array($htpasswd_array)) ({
+ for ($i=0, $n=sizeof ($ht passwd_array); $i<$n; $i++) {
+ i st ($ht _username, $ht_password) = explode(':', $htpasswd_array[$i], 2);
+
+ if ($ht_username == $username) {
+ unset ($ht passwd_array[ $i]);
+ }
+ }
+
+ if (isset($HTTP_POST_VARS[' htaccess']) && ($HTTP_POST_VARS[' htaccess'] == 'true')) {
+ $ht passwd_array[] = $usernane . ':' tep_crypt _apr_nd5( $password);
+ }
+
+ $fp = fopen(DIR_ FS_ADM N . '. htpasswd_oscomerce', 'wW);
+ fwite($fp, inmplode("\n", $htpasswd_array));
+ fcl ose($fp);
+
+ if (lin_array(' AuthUserFile ' . DOR.FS_.ADMN . '.htpasswd_oscommerce',

$htaccess_array) && !enpty($htpasswd_array)) {

+ array_splice($htaccess_array, sizeof($htaccess_array), 0, $authuserfile_array);
+ } elseif (enpty($htpasswd_array)) {
+ for ($i=0, $n=sizeof ($htaccess_array); $i<$n; $i++) {
+ if (in_array($htaccess_array[$i], $authuserfile_array)) {
+ unset ($ht access_array[$i]);
+ }
+ }
+ }
+
+ $fp = fopen(DIR_ FS_ADM N . '.htaccess', 'wW);
+ fwite($fp, inplode("\n", $htaccess_array));
+ fcl ose($fp);
+ }
} else {
$nessageSt ack- >add_sessi on( ERROR_ADM NI STRATOR _EXI STS, 'error');

}

@ - 38,17 +101, 75 @@
$username = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' usernane']);
$password = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password']);

- $check_query = tep_db_query("select id from" . TABLE _ADM NI STRATORS . " where user_nane
= tep_db_i nput ($admi n[ ' usernane']) . "'");

+ $check_query = tep_db_query("select id, user_nane from" . TABLE_ADM NI STRATORS . " where
id="" . (int)$HTTP_GET_VARS['alD'] . "'");

$check = tep_db_fetch_array($check_query);

- if ($admin['id ] == $check['id]) {

+// update usernane in current session if changed

+ if ( ($check['id'] == $admn['id ]) & ($check[' user_nane'] != $adm n['usernane']) ) {
$admi n[ ' usernane'] = $usernane;

}

+// update usernane in htpasswd if changed

$ht passwd_array[$i] = $usernane . ':' $ht _password;

}
}

+ if (is_array($htpasswd_array)) {

+ for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {

+ l'i st ($ht _username, $ht_password) = explode(':', $htpasswd_array[$i], 2);

+

+ if ( ($check['user_name'] == $ht_username) && ($check['user_name'] != $usernane) ) {
+

+

+



+ }

tep_db_query("update " . TABLE _ADM NI STRATORS . " set user_nane = "'" .
tep_db_i nput ($usernanme) . "' where id ="'" . (int)$HTTP_CGET_VARS['alD] . "'");

if (tep_not_null ($password)) {
+// update password in htpasswd

+ if (is_array($htpasswd_array)) ({
+ for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {
+ i st ($ht _username, $ht_password) = explode(':', $htpasswd_array[$i], 2);
+
+ if ($ht_username == $usernane) {
+ unset ($ht passwd_array[ $i]);
+ }
+ }
+
+ if (isset($HTTP_POST_VARS['htaccess']) && ($HTTP_POST_VARS[' htaccess'] == "true')) {
+ $ht passwd_array[] = $usernane . ':' tep_crypt _apr_nd5( $password);
+ }
+ }
+
tep_db_query(“update " . TABLE_ADM NI STRATORS . " set user_password = "" .
tep_db_i nput (tep_encrypt _password($password)) . "' where id ="'" . (int)$HTTP_GET_VARS['al D]
)
+ } elseif (!lisset($HTTP_POST_VARS[' htaccess']) || ($HTTP_POST_VARS[' htaccess'] != "true'))
{
+ if (is_array($htpasswd_array)) {
+ for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {
+ i st ($ht _username, $ht_password) = explode(':', $htpasswd_array[$i], 2);
+
+ if ($ht_username == $username) {
+ unset ($ht passwd_array[ $i]);
+ }
+ }
+ }
+ }
+

+// wite new htpasswd file

+ if (is_array($htpasswd_array)) ({

+ $fp = fopen(DIR_ FS_ADM N . '. htpasswd_oscomerce', 'wW);

+ fwite($fp, inplode("\n", $htpasswd_array));

+ fcl ose($fp);

+

+ if (!in_array(' AuthUserFile ' . DIR.FS_ADMN . '.htpasswd_oscommerce', $htaccess_array)

&& ! enpty($ht passwd_array)) {

fwite($fp, inplode("\n", $htaccess_array));
fcl ose($fp);

+ array_splice($htaccess_array, sizeof($htaccess_array), 0, $authuserfile_array);
+ } elseif (enpty($htpasswd_array)) {

+ for ($i=0, $n=sizeof ($htaccess_array); $i<$n; $i++) {

+ if (in_array($htaccess_array[$i], $authuserfile_array)) {
+ unset ($ht access_array[$i]);

+ }

+ }

+ }

+

+ $fp = fopen(DIR_FS_ADM N . '.htaccess', 'W);

+

+

}

tep_redirect(tep_href_link(FI LENAVE_ADM NI STRATORS, 'alD=' . (int
)$HTTP_GET_VARS['al D' ]));
@ -56,19 +177,57 @@
case 'deleteconfirm:
$id = tep_db_prepare_i nput ($HTTP_GET_VARS['al D ]);

- $check_query = tep_db_query("select id from" . TABLE _ADM NI STRATORS . " where user_nane
= tep_db_i nput ($admi n[ ' usernane']) . "'");

+ $check_query = tep_db_query("select id, user_nane from" . TABLE_ADM NI STRATORS . " where
id="" . (int)$id . "'");

$check = tep_db_fetch_array($check_query);

- if ($id == $check['id ]) {
+ if ($admin['id ] == $check['id]) {
tep_session_unregister('admn');

}



tep_db_query("delete from" . TABLE _ADM NI STRATORS . " where id ="'" . (int)$id . "'");

if (is_array($htpasswd_array)) ({
for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {

l'i st ($ht _username, $ht_password) = explode(':', $htpasswd_array[$i], 2);
if ($ht_username == $check[' user_nane']) {
unset ($ht passwd_array[ $i]);
}
}
$fp = fopen(DIR_FS_ADM N . '.htpasswd_osconmerce', 'wW);

fwite($fp, inplode("\n", $htpasswd_array));
fcl ose($fp);

if (enpty($htpasswd_array)) {
for ($i=0, $n=sizeof ($htaccess_array); $i<$n; $i++) {
if (in_array($htaccess_array[$i], $authuserfile_array)) {
unset ($ht access_array[$i]);
}
}

$fp = fopen(DIR_.FS_ADM N . '.htaccess', 'W);
fwite($fp, inplode("\n", $htaccess_array));
fcl ose($fp);
}
}

+ 4+ 4+ 4+ 4+ + + + + A+ A+ A+ + + + o+ +

tep_redirect(tep_href_link(Fl LENAME_ADM NI STRATORS) ) ;
br eak;
}
}

$secMessageSt ack = new nessageStack();

if (is_array($htpasswd_array)) {
if (enpty($htpasswd_array)) {
$secMessageSt ack- >add(sprintf ( HTPASSWD_| NFO, i npl ode(' <br />', $authuserfile_array)),
"error');
} else {
$secMessageSt ack- >add( HTPASSWD_SECURED, ' success');

+ 4+ 4+ 4+ 4+ o+

} else {
$secMessageSt ack- >add( HTPASSWD_PERM SSI ONS, 'error');

}
?>
<!'doctype htm public "-//WBC//DTD HTM. 4.01 Transitional//EN'>
<htm <?php echo HTM._PARAMS; ?>>
@-102,11 +261,19 @@
</t abl e></td>

+ o+ o+ + + +

</tr>
<tr>
+ <td>
+<?php
+ echo $secMessageSt ack->out put();
+?7>
+ </td>
+ </[tr>
+ <tr>
<td><tabl e border="0" w dth="100% cellspacing="0" cell paddi ng="0">
<tr>
<td valign="top"><table border="0" w dth="100% cell spacing="0" cell paddi ng="2">
<tr class="dataTabl eHeadi ngRow' >
<td class="dat aTabl eHeadi ngCont ent "><?php echo TABLE_HEADI NG_ADM NI STRATORS;
?></td>
+ <td cl ass="dat aTabl eHeadi ngContent" al i gn="center"><?php echo

TABLE_HEADI NG_HTPASSWD; ?></td>
<td cl ass="dat aTabl eHeadi ngCont ent" al i gn="ri ght"><?php echo
TABLE_HEADI NG _ACTI ON; ?>&nbsp; </t d>
</tr>
<?php
@-116,6 +283,19 @@
$al nfo = new obj ect | nf o( $adm ns) ;

}



+ $ht passwd_secured = tep_i mage(DIR W5_| MAGES . 'icon_status_red.gif', 'Not Secured , 10, 10);
+
+ if (is_array($htpasswd_array)) {
+ for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {
+ l'i st ($ht _username, $ht_password) = explode(':', $htpasswd_array[$i], 2);
+
+ if ($ht_username == $adm ns[' user_nane']) {
+ $ht passwd_secured = tep_i mage(DIR W5 | MAGES . 'icon_status_green.gif', 'Secured, 10,
10);
+ br eak;
+ }
+ }
+ }
+

if ( (isset($alnfo) &% is_object($alnfo)) & & (Sadnins['id ] == $alnfo->id) ) {

echo ' <tr id="defaultSelected" class="dataTabl eRowSel ect ed" onnmpuseover=

"rowOver Ef fect (this)" onnpuseout="rowCut Ef fect (this)" onclick="docunent.|ocation. href=\""
tep_href _|ink(FI LENAME_ADM NI STRATCRS, 'alD=" . $alnfo->id . '&action=edit') . "\'">" . "\n";

} else {
@@ - 123,13 +303, 14 @@

}

?>

<td class="dat aTabl eCont ent "><?php echo $admi ns['user_nane']; ?></td>
+ <td class="dataTabl eContent" align="center"><?php echo $ht passwd_secured; ?></td>
<td class="dataTabl eContent” align="right"><?php if ( (isset($alnfo) &&
is_object($alnfo)) & ($adnmins['id' ] == $alnfo->id) ) { echo tep_i mage(D R W5_| MAGES .

"icon_arrowright.gif', ""); } else { echo '<a href="" . tep_href_link(FI LENAVE_ADM NI STRATCORS,
"alD='" . $admins['id]) . '""> . tep_image(DIR WS _IMAGES . '"icon_info.gif', | MAGE_| CON_| NFO
'</a>'; } ?>&nbsp; </td>
</tr>
<?php
}
?>
<tr>
- <td col span="2" align="right"><?php echo '<a href=""
tep_href _I'i nk( FI LENAME_ADM NI STRATCRS, 'action=new ) . '">'
tep_i mage_button('button_insert.gif', I MAGE_INSERT) . '</a>'; ?></td>
+ <td col span="3" align="right"><?php echo '<a href=""
tep_href_link(FI LENAVE_ADM NI STRATORS, 'action=new ) . '">' .
tep_image_button(' button_insert.gif', IMAGE INSERT) . '</a>'; ?></td>
</tr>
</tabl e></td>
<?php
@ - 140,19 +321,40 @@
case 'new :

$heading[] = array('text' => '<b> . TEXT_I NFO _HEADI NG_NEW ADM NI STRATOR . '</b>");

- $contents = array('form => tep_draw forn('adm nistrator', FILENAME_ADM NI STRATORS,
"action=insert'));
+ $contents = array('form => tep_draw forn{'adm nistrator', FILENAME_ADM Nl STRATORS,
"action=insert', 'post', 'autoconplete="off""));

$contents[] = array('text' => TEXT_I NFO_| NSERT_I NTRO);

$contents[] = array('text' =>'<br> . TEXT_I NFO USERNAME . ' <br>'
tep_draw_i nput _field(' usernane'));

$contents[] = array('text' =>'<br> . TEXT_|I NFO PASSWORD . ' <br>'
tep_draw_password_fiel d(' password'));

+
+ if (is_array($htpasswd_array)) {
+ $contents[] = array('text' => '<br> . tep_draw checkbox_field('htaccess', 'true') o
. TEXT_I NFO_PROTECT_W TH_HTPASSWD) ;
+ }
+

$contents[] = array('align' => 'center', 'text' =>'<br>'
tep_i mage_subm t (' button_save.gif', | MAGE_SAVE) . '&nbsp;<a href=""
tep_href _I'i nk(FI LENAME_ADM NI STRATORS) . '">'" . tep_i mage_button('button_cancel.gif',
| MAGE_CANCEL) . '</a>");

br eak;

case 'edit":

$heading[] = array('text' => '<b> . $alnfo->user_nane . '</b>");

- $contents = array('form => tep_draw forn('adm nistrator', FILENAME_ADM NI STRATORS, 'al D=
$alnfo->id . '&action=save'));

+ $contents = array('form => tep_draw forn('adm nistrator', FILENAME_ADM NI STRATORS, 'al D=

$alnfo->id . '&action=save', 'post', 'autoconplete="off""));



$contents[] = array('text' => TEXT_I NFO _EDI T_I NTRO);

$contents[] = array('text' =>'<br> . TEXT_| NFO USERNAME . ' <br>'
tep_draw_i nput _fiel d('username', $al nfo->user_nane));

$contents[] = array('text' =>'<br> . TEXT_I NFO_NEW PASSWORD . ' <br>'
tep_draw_password_fiel d(' password'));

+
+ if (is_array($htpasswd_array)) {

+ $default_flag = fal se;

+

+ for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {

+ l'i st ($ht _usernanme, $ht_password) = explode(':', $htpasswd_array[$i], 2);
+

+ if ($ht_username == $al nf o->user_nane) {

+ $default _flag = true;

+ br eak;

+ }

+ }

+

+ $contents[] = array('text' => '<br> . tep_draw _checkbox_field('htaccess',
$default _flag) . ' ' . TEXT_I NFO PROTECT_W TH_HTPASSWD) ;

+ }

+

$contents[] = array('align' => 'center', 'text' => '<br>'
tep_i mage_subm t (' button_update.qgif', | MAGE_UPDATE) . '&nbsp; <a href=""
tep_href _|ink(FI LENAVE_ADM NI STRATORS, 'alD=" . $alnfo->id) . '">
tep_i mage_button(' button_cancel.gif', I MAGE_CANCEL) . '</a>");

"true'



br eak; i
case 'delete':

@ -135,6 +135,13 @@
$current _page = basename($PHP_SELF);

+// if the first page request is to the |login page, set the current page to the index page

+// so the redirection on a successful login is not nade to the |login page again

+ if ( ($current_page == FILENAME_LOG N) && !tep_session_is_registered('redirect_origin') ) {
$current _page = FlI LENAVE_DEFAULT;
$HTTP_GET_VARS = array();

}

+ + + +

if ($current_page !'= FILENAME_LOGA N) {
if (Itep_session_is_registered('redirect_origin')) {
tep_session_register('redirect_origin');
@ -143,6 +150,14 @@

get' => $HTTP_GET_VARS);

}
+// try to automatically login with the HTTP Authentication values if it exists
+ if (!tep_session_is_registered('auth_ignore')) {

! enpt y( $HTTP_SERVER VARS[ ' PHP_AUTH USER ]) && i sset ($HTTP_SERVER VARS[' PHP_AUTH PW]) &&
! enpt y( $SHTTP_SERVER VARS[ ' PHP_AUTH_PW 1)) {

+ $redirect _origin['auth_user'] = $HTTP_SERVER VARS[' PHP_AUTH_USER ] ;

$redirect _origin['auth_pw ] = $HTTP_SERVER VARS[' PHP_AUTH PW];

}

+
+ }
+
+

$redirect = true;

}

@-151,7 +166,7 @
}

if ($redirect == true) {
- tep_redirect(tep_href _Iink(FILENAME_LOG N));
+ tep_redirect(tep_href _link(FILENAME_LOG N, (isset($redirect_origin['auth_user']) ?
"action=process' : '')));

}

+ if (isset($HTTP_SERVER VARS[' PHP_AUTH USER ]) &&
unset ($redirect);

catalog/admin/includes/functions/password_funcs.php



@@-43,4 +43,67 @@

return $password;

}

+
+ 111
+// This function produces a crypted string using the APR-MD5 al gorithm
+// Source: http://ww. php. net/crypt
function tep_crypt_apr_nd5($password, $salt = null) {
if (enpty($salt)) {
$salt_string = ' 0123456789ABCDEFGH JKLMNOPQRSTUVWKYZabcdef ghi j kIl mopgr st uvwxyz' ;

$salt ="'";

for ($i =0; $i < 8; $i++) {
$salt .= $salt_string[rand(0, 61)];
}
}

$len = strlen($password);
$result = $password . '$aprl$’ . S$salt;
$bin = pack(' H32', nd5($password . $salt . $password));

for ($i=$len; $i>0; $i-=16) {
$result .= substr($bin, 0, mn(16, $i));
}

for ($i=$len; $i>0; $i>>= 1) {
$result .= ($i & 1) ? chr(0) : $password[O0];
}

$bin = pack(' H32', nd5($result));

for ($i=0; $i<1000; $i++) {
$new = ($i & 1) ? $password : $bin;

if ($i %3) {
$new .= $salt;

}

if ($i %7) {
$new . = $password;

}
$new .= ($i & 1) ? $bin : $password;

$bin = pack(' H32', nmd5($new));
}

for ($i=0; $i<5; $i++) {
$k = $i + 6;
$j =i + 12;

if (% == 16) {
$j = 5;
}

$tnp = $bin[$i] . $bin[$k] . $bin[$j] . $tnp;
}

$tmp = chr(0) . chr(0) . $bin[11] . $tnp;

$tnmp = strtr(strrev(substr(base64_encode($tmp), 2)),
ABCDEFCGHI JKLMNOPQRSTUWKYZabcdef ghi j kl mopgr st uvwxyz0123456789+/ ',
'.10123456789ABCDEFCGHI JKLMNOPQRSTUVWKYZabcdef ghi j kI mopqr st uvwxyz');

T T T T T S T S S T T T T T i S S S S e e S e T T T T T T i 2 2 T S S R S

return ' $aprl$ . $salt . '$ . $tnp;
}

?>

+ + +

catalog/admin/includes/languages/english/administrators.php



@-13,6 +13,7 @@
define(' HEADI NG TI TLE', 'Administrators');

defi ne(' TABLE_HEADI NG_ADM NI STRATORS', 'Administrators');
+def i ne(' TABLE_HEADI NG HTPASSWD , ' Secured by htpasswd');
defi ne(' TABLE_HEADI NG ACTION', 'Action');

define(' TEXT_I NFO_I NSERT_I NTRO , 'Please enter the new administrator with its related data');
@-22,6 +23,11 @@ define(' TEXT_I NFO_HEADI NG_NEW ADM NI STRATOR , ' New Administrator');
define(' TEXT_I NFO_USERNAME' , ' Usernane:');
define(' TEXT_I NFO_NEW PASSWORD' , ' New Password:');
define(' TEXT_I NFO_PASSWORD , ' Password:');
+defi ne(' TEXT_I NFO_PROTECT_W TH_HTPASSWD' , 'Protect Wth htaccess/htpasswd');

defi ne(' ERROR_ADM NI STRATOR_EXI STS', 'Error: Adm nistrator already exists.');
-?7>
+
+defi ne(' HTPASSWD_| NFO , ' <b>Additional Protection Wth htaccess/ht passwd</b><p>Thi s osCommer ce
Online Merchant Administration Tool installation is not additionally secured through
ht access/ ht passwd neans. </ p><p>Enabl i ng the htaccess/htpasswd security layer will automatically
store adm ni strator usernane and passwords in a htpasswd file when updating adni ni strator password
records. </ p><p><b>Pl ease note</b>, if this additional security layer is enabled and you can no
| onger access the Administration Tool, please nake the follow ng changes and consult your hosting
provider to enable htaccess/htpasswd protection: </ p><p><u><b>1. Edit this file:</b></u><br /><br
/> . DIR.FS_ADM N . '.htaccess</p><p>Renove the following lines if they
exi st: </ p><p><i >¥%s</ i ></ p><p><u><b>2. Delete this file:</b></u><br /><br /> . DR FS ADMN .
' . ht passwd_oscomer ce</ p>');
+def i ne(' HTPASSWD_SECURED , ' <b>Additional Protection Wth htaccess/ht passwd</ b><p>Thi s osComrerce
Online Merchant Administration Tool installation is additionally secured through htaccess/htpasswd
means. </ p>');
+def i ne(' HTPASSWD_PERM SSI ONS', ' <b>Addi ti onal Protection Wth htaccess/ht passwd</ b><p>Thi s
osComrerce Online Merchant Adm nistration Tool installation is not additionally secured through
ht access/ ht passwd neans. </ p><p>The following files need to be witable by the web server to enable

the htaccess/htpasswd security layer:</p><ul><li> . DIRFS ADMN . '.htaccess</li><li>'

DIR_ FS_ ADM N . '. htpasswd_osconmmrerce</|i></ul ><p>Rel oad this page to confirmif the correct file
perm ssi ons have been set.</p>');

+?7>

catalog/admin/login.php



@-17,11 +17,21 @@
$action = (isset($HTTP_GET_VARS['action']) ? $HTTP_CGET_VARS['action'] : '');

+// prepare to |l ogout an active admnistrator if the login page is accessed again
+ if (tep_session_is_registered('adnmn')) {
+ $action = 'logoff';
+ 1
+
if (tep_not_null ($action)) {
switch ($action) {
case 'process':
$username = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' usernane']);
$password = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password']);

+ if (tep_session_is_registered('redirect_origin') &% isset($redirect_origin['auth_user']))
{
+ $username = tep_db_prepare_i nput ($redirect_origin['auth_user']);
+ $password = tep_db_prepare_i nput ($redirect_origin['auth_pw]);
+ } else {
+ $usernanme = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' usernane']);
+ $password = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password']);
+ }
$check_query = tep_db_query("select id, user_nane, user_password from?"
TABLE_ADM NI STRATORS . " where user_nane = '" . tep_db_i nput($usernane) . "'");

@-58,6 +68,12 @@
case 'logoff':

tep_session_unregister('sel ected_box');

tep_session_unregister('admn');
+
+ if (isset($HTTP_SERVER VARS[' PHP_AUTH USER ]) &&
lenpt y( $HTTP_SERVER VARS[ ' PHP_AUTH USER ]) && i sset ($HTTP_SERVER VARS[' PHP_AUTH PW]) &&
lenpt y( $HTTP_SERVER_VARS[ ' PHP_AUTH PW 1)) {
+ tep_session_register('auth_ignore');
$auth_i gnore = true;

}

+ + +

tep_redirect(tep_href_Iink(Fl LENAME_DEFAULT));

(C) (UP) Generate a New Shopping Cart ID When Restoring Products

(C) (UP) Generate a New CartlD When Restoring Products

Importance: Medium | Difficulty: Easy

Generare a new shopping cart ID (cartlD) when restoring products stored in the database.
Affected Files

® catalog/includes/classes/shopping_cart.php

View Changes Online

catalog/includes/classes/shopping_cart.php


http://github.com/osCommerce/oscommerce2/commit/54bde8e165733d0ddf696d11050f834f7b1a3c33

@-56,6 +56,9 @@
}

$t hi s->cl eanup();
+
+// assign a tenmporary unique IDto the order contents to prevent hack attenpts during the
checkout procedure
+ $this->cartI D = $this->generate_cart_id();

}

function reset($reset_database = false) {

(C) (BUG) Fix Navigation History Session Content

(C) (BUG) Fix Navigation History Session Content
Importance: High | Difficulty: Easy
Fix a rare instance of the navigation history content being damaged in the session.
Affected Files
® catalog/includes/application_top.php

View Changes Online

catalog/includes/application_top.php

@@-306,7 +306, 7 @
}

- if (tep_session_is_registered('navigation')) {
+ if (tep_session_is_registered('navigation') && is_object($navigation)) {
if (PHP_VERSION < 4) {
$br oken_navi gati on = $navi gati on;

/1 navigation history
; $navi gati on = new navi gati onHi story;

(AC) (UP) Improve Validation of E-Mail Addresses

(AC) (UP) Improve Validation of E-Mail Addresses
Importance: Medium | Difficulty: Medium

Improve validation of e-mail addresses and remove the tld.txt file.
Affected Files

catalog/admin/includes/functions/validations.php
catalog/admin/includes/tld.txt --- (deleted)

catalog/includes/functions/validations.php
catalog/includes/tld.txt --- (deleted)

View Changes Online

catalog/admin/includes/functions/validations.php

| @®-21,102 +21,53 @@
: /1

Il Description : function for validating email address that conforns to RFC 822 specs
I
-1 This function is converted froma JavaScript witten by

-1 Sandeep V. Tanmhankar (stanmhankar @otmail.com. The original JavaScri pt


http://github.com/osCommerce/oscommerce2/commit/c6c521ba13de9613b6938fd8cfb3ebd976b471fd
http://github.com/osCommerce/oscommerce2/commit/2fe31e35a349825e12b49b61169f1a089f9d41d2

+
11

11
11
11
11
11
I
11
11
/1

is available at http://javascript.internet.com
This function will first attenpt to validate the Email address using the filter
extension for performance. If this extension is not available it wll
fall back to a regex based validator which doesn't validate all RFC822
addresses but catches 99.9% of them The regex is based on the code found at
http://ww.regul ar- expressions.info/emil.htnl

Optional validation for validating the domain nane is also valid is supplied
and can be enabl ed using the adm nistration tool.

Sanpl e Valid Addresses:

11
11

11
11

first.last@ost.com

firstlast @ost.to
"first |ast"@ost.com
"first@ast"@ost.com

first-last @ost.com
first.last@123.123.123. 123]
first_last @ost.com

Invalid Addresses:

11
I

first |ast@ost.com

first@ast @ost.com

AR NN NN NNy
function tep_validate_enmail ($email) {

$val i d_address = true;

$mail _pat ='/N.H)@.+H) B
$valid_chars = "[*] \(\)<>@; :\.\\\"\[]";
$atom = "S$valid _chars+";
$quot ed_user="(\"[ M\ "]*\")";
$word = " ($at on $quot ed_user)";
$user_pat = "/ $word(\. $word)*$/i";
$i p_domai n_pat="/"[([0-91{1,3})\.([0-9]1{1,3})\.([0-91{1,3})\.([0-9]{1,3)\]1%/i";
$domai n_pat = "/"$aton(\.$atom) *$/i";
$email = trim($email);
if (strlen($email) > 255) {
$val i d_address = fal se;
} elseif (function_exists('filter_var') && defined('FILTER VALIDATE EMAIL')) {

if (preg_match($mail _pat, $emmil, S$conponents)) {
$user = $conponents[1];
$donmi n = $conponent s[ 2] ;
/'l validate user
if (preg_match($user_pat, $user)) {
/1 validate domain
if (preg_match($i p_domai n_pat, $domain, $ip_conponents)) {
/1 this is an I P address
for ($i=1;$i<=4;$i++) {
if ($ip_conponents[$i] > 255) {
$val i d_address = fal se;
br eak;
}
}
}
el se {
// Domain is a nane, not an IP
if (preg_match($donai n_pat, $domain)) {
/* domai n nane seens valid, but now nake sure that it ends in a valid TLD or ccTLD
and that there's a hostnane preceding the domain or country. */
$domai n_conponents = explode(".", $domain);
/1 Make sure there's a host name preceding the domain.
if (sizeof ($domai n_conmponents) < 2) {
$val i d_address = fal se;
} else {
$top_| evel _domai n = strtol ower ($domai n_conponent s[ si zeof ($domai n_conponents)-1]);
/1 Allow all 2-letter TLDs (ccTLDs)
if (preg_match('/~[a-z][a-z]$/i', $top_level _domain) != 1) {
$tld_pattern = '*;
/1 Get authorized TLDs fromtext file
$tlds = file(DIR W5 INCLUDES . "tld.txt");
while (list(,$line) = each($tlds)) {



- /l Get rid of comrents

- $words = expl ode(' # , $line);

- $tld = trin($words[0]);

- /1 TLDs should be 3 letters or nore

- if (preg_match('/"~a-z]{3,}$/i"', $tld) == 1) {
- $tld_pattern .= "'~ . $tld . '$|";

- }

- }

- /'l Renove last '|'

- $tld_pattern = substr($tld_pattern, 0, -1);

- if (preg_match("/$tld_pattern/i", $top_level _domain) == 0) {
- $val i d_address = fal se;

- }
- }
- }
- }
- el se {
- $val i d_address = fal se;
- }
+ $valid_address = (bool)filter_var($email, FILTER VALIDATE EMAIL);
+ } else {
+ if ( substr_count( $email, '@ ) > 1) {
+ $val i d_address = fal se;
}

- el se {
+
+ if ( preg_natch( :
"I[a-z0- 9! #$9U& *+\/=?"_"{|}~-1+(?:\.[a-z0- 9 #$%& *+\/=?"_"{|}~]+)*@7?:[a-z0-9] (?: [a-zO-9-]*[a-zO-9])§

$emai l)) { :
+ $val i d_address = true;
+ } else {

$val i d_address = fal se;
}
}
- el se {
- $val i d_address = fal se;
- }
+
if ($valid_address &% ENTRY_EMAI L_ADDRESS_CHECK == "true') {

- if (!checkdnsrr($donmain, "MX') && !checkdnsrr($domain, "A")) {
+ $domai n = expl ode(' @, $email);

+ if (!checkdnsrr($domain[1], "MX") && !checkdnsrr($domain[1], "A")) {
$val i d_address = fal se;

}



catalog/admin/includes/tld.txt --- (deleted)

=]

This file has been deleted.

catalog/includes/functions/validations.php

@ -21,102 +21,55 @@

11
11

S+ 4+ o+ 4 4+ 4+ 4+
gy y

- —
- —

11
/1
/1
/1
+

/1

11
Description : function for validating email address that confornms to RFC 822 specs

I This function is converted froma JavaScript witten by

11 Sandeep V. Tanhankar (stamhankar @otmail.com. The original JavaScri pt

/1 is available at http://javascript.internet.com

11 This function will first attenpt to validate the Email address using the filter
11 extension for performance. If this extension is not available it wll

11 fall back to a regex based validator which doesn't validate all RFC822

11 addresses but catches 99.9% of them The regex is based on the code found at
11 http://ww.regul ar- expressions.info/emil.htnl

11 Optional validation for validating the domain nane is also valid is supplied
11 and can be enabl ed using the adm nistration tool.

I

Sanpl e Valid Addresses:

first.last@ost.com
firstlast @ost.to
11 "first |ast"@ost.com
11 "first@ast"@ost.com
first-last@ost.com
11 first.last@123.123.123. 123]
11 first_last @ost.com

Invalid Addresses:

first |ast@ost.com
11 first@ast @ost.com

11

AR NN NN NNy
function tep_validate_email ($email) {

+

$val i d_address = true;
$email = trinm($email);

$mail _pat ="' /N.H)@.+H) S

$valid_chars = "[(AC) (UP) Inprove Validation of E-Miil Addresses”] \(\)<>@;:\.\\\"\[]";
$at om = "$val i d_chars+";

$quoted_user="(\"[(AC) (UP) Inprove Validation of E-Mil Addresses™\"]*\")"';

$word = " ($aton $quot ed_user)";

$user_pat = "/ $word(\. $word) *$/i";

$i p_domai n_pat="/M[([0-9]1{1,3})\.([0-9]{1, 3})\.([0-9]{1, 3})\.([0-9]{1,3)\]$/i";

$domai n_pat = "/"$aton(\.$atom) *$/i";

if (preg_match($mail _pat, $emmil, S$conponents)) {
$user = $conponents[1];
$donmi n = $conponent s[ 2] ;
/1 validate user
if (preg_match($user_pat, $user)) {
/1 validate domain
if (preg_match($i p_domai n_pat, $domain, $ip_conponents)) {
/1 this is an I P address
for ($i=1;8%i<=4;$i++) {
if ($ip_components[$i] > 255) {
$val i d_address = fal se
br eak;



+

}
el se {
// Domain is a nanme, not an IP
if (preg_match($donmai n_pat, $domain)) {

/* domai n nane seens valid, but now nake sure that it ends in a valid TLD or ccTLD

and that there's a hostnane preceding the domain or country. */
$domai n_conponents = explode(".", $domain);
/1 Make sure there's a host nanme preceding the donuin.
if (sizeof($donui n_conponents) < 2) {
$val i d_address = fal se;
} else {

$top_| evel _domai n = strtol ower ($domai n_conponent s[ si zeof ($domai n_conponents)-1]);

/1 Allow all 2-letter TLDs (ccTLDs)
if (preg_match('/"~a-z][a-z]$/i', $top_level _domain) != 1) {
$tld_pattern = '";
/1 Cet authorized TLDs fromtext file
$tlds = file(DIR.WS_INCLUDES . 'tld.txt');
while (list(,$line) = each($tlds)) {
/1 Get rid of coments
$words = expl ode('#', $line);
$tld = trin($words[0]);
/1 TLDs should be 3 letters or nore
if (preg_match('/~a-z]{3,}$/i"', $tld) == 1) {
$tld_pattern .= "7 . $tld . "$|";
}
}
/'l Renove last '|'
$tld_pattern = substr($tld_pattern, 0, -1);
if (preg_match("/$tld_pattern/i", $top_level _domain) == 0) {
$val i d_address = fal se;

}
}
}
}
el se {
$val i d_address = fal se;

}
}

if ( strlen($email) > 255 ) {
$val i d_address = fal se;
} elseif ( function_exists('filter_var') && defined('FILTER VALIDATE EMAIL") ) {
$val id_address = (bool)filter_var($email, FILTER VALIDATE EMAIL);
} else {
if ( substr_count( $email, '@ ) > 1) {
$val i d_address = fal se;
}
el se {

if ( preg_natch(

[ a-20- 9l #$9& *+\/ =27 " {|}~-]1+(2:\.[a-20- 91 #$%& *+\ /=27 _“{|}~-]+)*@?: [ a- 0- 9] (?: [ a- z0- 9-] *[ a- z0- 9] )

$email) ) {
$val i d_address = true;
} else {
$val i d_address = fal se;
}
}
el se {
$val i d_address = fal se;
}
if ($valid_address & & ENTRY_EMAI L_ADDRESS CHECK == "true') {
if (!checkdnsrr($domain, "MX') && !checkdnsrr($domain, "A")) {
$donmmi n = expl ode(' @, $email);
if ( !checkdnsrr($domain[1], "MX') && !checkdnsrr($domain[1], "A") ) {
$val i d_address = fal se;
}
}

return $val i d_address;



catalog/includes/tld.txt --- (deleted)

e This file has been deleted.

(AC) (UP) Code Cleanup

(AC) (UP) Code Cleanup

Importance: High | Difficulty: Easy

Code cleanup and spelling error fixes.

Affected Files

catalog/admin/includes/graphs/banner_infobox.php
catalog/admin/includes/languages/english/modules/index/customers.php
catalog/admin/includes/languages/english/server_info.php

catalog/includes/functions/general.php
catalog/index.php

View Changes Online

‘1, This changeset includes an update to an English language definition file. Please perform similar changes to other
languages that are also installed.

catalog/admin/includes/graphs/banner_infobox.php

@@-36,7 +36,7 @@
$gr aph- >Set Mar gi nsPi xel s(15, 15, 15, 30) ;

$graph->Set Ti t| eFont Si ze(' 4');
- $graph->Set Ti t1 e(' TEXT_BANNERS_LAST 3_DAYS');
+ $graph- >Set Ti t| e( TEXT_BANNERS_LAST_3_DAYS) ;

$gr aph- >Set Dat aVal ues($stats);
$gr aph- >Set Dat aCol ors(array('blue','red"),array('blue', 'red));

@-10,6 +10,6 @@
Rel eased under the GNU General Public License
*/

-define( ADM N_I NDEX_CUSTOVERS_TI TLE, ' Custoners');

- define( ADM N_| NDEX_CUSTOVERS_DATE, 'Date');

+defi ne(' ADM N_I NDEX_CUSTOVERS_TI TLE', ' Custoners');
+def i ne(' ADM N_I NDEX_CUSTOVERS_DATE', 'Date');

catalog/admin/includes/languages/english/server_info.php


http://github.com/osCommerce/oscommerce2/commit/0ddfc99e33587d64ad395b9ee61c908953ebb20c

@-21,5 +21,5 @define(' TI TLE_PHP_VERSION', 'PHP Version:');
define(' TITLE_ZEND VERSION , 'Zend:');

i define(' TI TLE_DATABASE HOST', ' Database Host:');

: define(' TI TLE_DATABASE' , ' Database:');

-define(' TI TLE_DATABASE_DATE', 'Datebase Date:');

+def i ne(' TI TLE_DATABASE_DATE' , 'Dat abase Date:');

@-1012,7 +1012,7 @@
if (SEND_EMAILS !'= "true') return false;

/1 Instantiate a new nail object
- $message = new enmil (array(' X-Mailer: osCommerce Mailer'));
+ $message = new enmil (array(' X-Mailer: osCommerce'));

// Build the text version
$text = strip_tags($email _text);

@-16,8 +16,8 @@
$category_depth = "top';
if (isset($cPath) && tep_not_null ($cPath)) {
$cat egori es_products_query = tep_db_query("sel ect count(*) as total from"

TABLE_PRODUCTS _TO CATEGORIES . " where categories_id ='" . (int)$current_category_id . "'");
- $cat eqori es_products = tep_db_fetch_array($categories_products_query);
- if ($cateqories_products['total'] > 0) {
+ $cat egori es_products = tep_db_fetch_array($categories_products_query);
+ if ($categories_products['total'] > 0) {
$category_depth = 'products'; // display products
} else {
$category_parent _query = tep_db_query(“sel ect count(*) as total from" . TABLE_CATEGORI ES .
" where parent_id ="'" . (int)$current_category_id . "'");

(A) (UP) Update Define Languages Page

(A) (UP) Update Define Languages Page

Importance: Medium | Difficulty: Medium

The Administration Tool Define Languages page has been updated to list recursive files containing language definitions. This allows
language definitions for modules to also be updated.

Affected Files

® catalog/admin/define_language.php
® catalog/admin/includes/languages/english/define_language.php

View Changes Online

‘1, This changeset includes an update to an English language definition file. Please perform similar changes to other
languages that are also installed.

catalog/admin/define_language.php

| @@-12, 38 +12,38 @@
requi re('includes/application_top.php');


http://github.com/osCommerce/oscommerce2/commit/b1be4061dda666a7f073db2e79fb4c04efdff2dd

- if (!isset($HTTP_GET_VARS['Ingdir'])) $HTTP_GET_VARS['Ingdir'] = $l anguage;

+ function tep_opendir($path) {
+ $path = rtrim($path, '/') . '/';

- $action = (isset($HTTP_GET_VARS['action']) ? $HTTP_GET_VARS['action'] : '');
+ $exclude_array = array('.', '..', '.DS_Store', 'Thunbs.db");

- if (tep_not_null ($action)) {
- switch ($action) {
- case 'save':

- if (isset($HTTP_GET_VARS['Ingdir']) && isset($HTTP_GET_VARS['filenarme'])) {
- if (SHTTP_GET_VARS['filenane'] == $HTTP_GET_VARS['Ingdir'] . '.php') {
- $file = DIR_FS_CATALOG LANGUAGES . $HTTP_GET_VARS['fil enane'];

- } else {

- $file = DIR_FS CATALOG LANGUAGES . $HTTP_GET_VARS['Ingdir'] . '/’

$HTTP_GET_VARS[ ' fi | enane' |;
- }

+ $result = array();

- if (file_exists($file)) {
- if (file_exists('bak' . $file)) {
- @nlink(' bak' . $file);

$fil enane),

- }

+ if ($handl e = opendir($path)) {

+ while (false !'== ($fil ename = readdir($handle))) {

+ if (tin_array($filename, $exclude_array)) {

+ $file = array(' nane' => $path . $filenane,

+ “is_dir' =>is_dir($path . $filenane),
+ ‘witable' =>is_witable($path .

+ 'size' => filesize($path . $fil enane),
+

‘last_nodified => strftinme(DATE_TI ME_FORMAT, filentinme($path .

$filenanme)));

- @enane($file, 'bak' . $file);
+ $result[] = $file;

- $new file = fopen($file, 'W);

- $file_contents = stripslashes($HTTP_POST_VARS['file_contents']);
- fwite($new file, $file_contents, strlen($file_contents));

- fclose($new file);
+ if ($file['is_dir'] == true) {

+ $result = array_nerge($result, tep_opendir($path . $fil ename));

}

- tep_redirect (tep_href_Iink(FI LENAME_DEFI NE_LANGUAGE, 'I ngdir='

$HTTP_GET _VARS[' I ngdir']));

}
- br eak;
+ }
+
+ cl osedi r ($handl e) ;
}
+
+ return $result;

}

+ if (lisset($HTTP_CGET_VARS['Ingdir'])) $HTTP_GET_VARS['Ingdir'] = $l anguage;

$l anguages_array = array();
$l anguages = tep_get_| anguages();
$l ng_exi sts = fal se;
@ - 55, 6 +55,35 @@
}

if (!$lng_exists) $HTTP_GET_VARS['Ingdir'] = $l anguage;

if (isset($HTTP_GET_VARS['filenane'])) {

if (substr($file edit, 0, strlen(D R FS CATALOG LANGUAGES)) != DI R FS CATALOG LANGUAGES)

+
+
+ $file_edit = real path(D R_FS CATALOG LANGUAGES . $HTTP_GET_VARS['filenane']);
+
+
+

tep_redirect(tep_href_link(Fl LENAVE_DEFI NE_LANGUAGE,
$HTTP_GET_VARS[ ' I ngdir']));
+ }
+ }

+

"I ngdir='



+ S$action = (isset($HTTP_GET_VARS['action']) ? $HTTP_GET_VARS['action'] : '');
+
+ if (tep_not_null($action)) {
+ switch ($action) {
+ case 'save':
+ if (isset($HTTP_GET_VARS['Ingdir']) && isset($SHTTP_GET_VARS['filename'])) {
+ $file = DIR_FS_CATALOG LANGUAGES . $HTTP_GET VARS['filenane'];
+
+ if (file_exists($file) & is_witable($file)) {
+ $new file = fopen($file, 'wW);
+ $file_contents = stripslashes($HTTP_POST_VARS['file_contents']);
+ fwite($new file, $file_contents, strien($file_contents));
+ fclose($new file);
+ }
+
+ tep_redirect (tep_href_Iink(FI LENAVME_DEFI NE_LANGUAGE, 'I ngdir='
$HTTP_GET_VARS[ ' I ngdir']));
+ }
+ br eak;
+ }
+ 0}
?>

<!'doctype htm public "-//WBC//DTD HTM. 4.01 Transitional//EN'>
<htm <?php echo HTM._PARAMS; ?>>
@-62,6 +91,7 @@
<nmeta http-equi v="Content-Type" content="text/htm; charset=<?php echo CHARSET; ?>">
<title><?php echo TITLE;, ?></title>
<link rel ="styl esheet" type="text/css" href="includes/styl esheet.css">
+<script |anguage="javascript" src="includes/general.js"></script>
</ head>

<body nargi nwi dt h="0" mar gi nhei ght ="0" topnargi n="0" bottommargi n="0" | eftmargi n="0" rightmargin=

"0" bgcol or =" #FFFFFF" >
<l-- header //-->
@»-91, 18 +121, 14 @@
<td><tabl e border="0" w dth="100% cellspacing="0" cell paddi ng="2">

<?php
if (isset($SHTTP_GET_VARS['Ingdir']) && isset($HTTP_GET_VARS['filenane'])) {
- if (SHTTP_GET_VARS['filename'] == $HTTP_GET_VARS['Ingdir'] . '.php') {
- $file = DIR FS CATALOG LANGUAGES . $HTTP_GET VARS[' filenane'];
- } else {

- $file = DIR_FS_CATALOG LANGUAGES . $HTTP_GET_VARS['Ingdir'] . '/'
$HTTP_GET_VARS[ ' fil ename' |;

- }

+  $file = DIR_FS CATALOG LANGUAGES . S$HTTP_GET_VARS['filename'];

if (file_exists($file)) {
$file array = file($file);
$contents = inplode('', $file_array);

$file_witeable = true;
- if (!is_witeable($file)) {
+ if (lis_witable($file)) {
$file_witeable = fal se;
$messageSt ack->reset () ;
$messageSt ack- >add(sprintf(ERROR_FI LE_NOT_WRI TEABLE, $file), 'error');
@ -111,12 +137,12 @@

?>
<tr><?php echo tep_draw forn('language', FILENAVE DEFI NE_LANGUACE, 'I ngdir='
$HTTP_GET_VARS['Ingdir'] . '& ilename=" . $HTTP_GET_VARS['filenane'] . '&action=save'); ?>
- <td><tabl e border="0" cellspaci ng="0" cel |l paddi ng="2">
+ <td><tabl e border="0" w dth="100% cellspaci ng="0" cell paddi ng="2">
<tr>
<td class="nmmi n"><b><?php echo $HTTP_GET_VARS['filenane']; ?></b></td>
</[tr>
<tr>
- <td class="nmi n"><?php echo tep_draw textarea field('file_contents', 'soft',
'80', '20', $contents, (($file_witeable) ? ' : 'readonly')); ?></td>
+ <td class="nmi n"><?php echo tep_draw textarea field('file_contents', 'soft',
'80', '25', $contents, (($file_witeable) ? ' : 'readonly') . ' style="width: 100%"'); ?></td>
</tr>
<tr>
<t d><?php echo tep_draw separator('pixel _trans.gif', '"1', '10"); ?></td>

@»-126,6 +152,12 @@
</tr>



</ tabl e></td>
</[formp</tr>

+ <tr>
+ <t d><?php echo tep_draw separator (' pixel _trans.gif', "1', '10"); ?></td>
+ </tr>
+ <tr>
+ <td cl ass="mai n"><?php echo TEXT_EDI T_NOTE;, ?></td>
+ </tr>
<?php
} else {
?>
@@ - 142,26 +174,31 @@
}
} else {
$filename = $HTTP_GET_VARS['Ingdir'] . '.php';
+ $file_extension = substr($PHP_SELF, strrpos($PHP_SELF, '.'));
?>
<tr>
- <td><table wi dth="100% border="0" cellspaci ng="0" cell paddi ng="0">
- <tr>
- <td class="smal | Text"><a href="<?php echo tep_href_Iink(Fl LENAVE DEFI NE_LANGUAGE,
"I'ngdir=" . $HTTP_GET_VARS['Ingdir'] . '&f ilename=" . $filenane); ?>"><b><?php echo $fil enane;
?></ b></ a></t d>
+ <td><tabl e border="0" w dth="100% cellspaci ng="0" cel | paddi ng="2">
+ <tr class="dataTabl eHeadi ngRow' >
+ <td cl ass="dat aTabl eHeadi ngCont ent "><?php echo TABLE_ HEADI NG FI LES; ?></td>
+ <td cl ass="dat aTabl eHeadi ngCont ent" al i gn="center"><?php echo
TABLE_HEADI NG WRI TABLE; ?></td>
+ <td class="dat aTabl eHeadi ngContent" align="right"><?php echo
TABLE_HEADI NG _LAST_MODI FI ED; ?></td>
+ </tr>
+ <tr class="dataTabl eRow' onnmpuseover="rowOver Ef fect (this)" onnpuseout =
"rowQut Ef fect (this)">
+ <td cl ass="dat aTabl eCont ent "><a href="<?php echo
tep_href _|ink(FI LENAVE_DEFI NE_LANGUAGE, 'Ingdir=" . $HTTP_GET_VARS['Ingdir'] . '&filenanme=
$fil enane); ?>"><b><?php echo $fil enane; ?></b></a></td>
+ <td cl ass="dat aTabl eContent" align="center"><?php echo tep_i mage(Dl R_W5_| MAGES .

"icons/' . ((is_witable(D R FS_CATALOG LANGUAGES . $filenane) == true) ? '"tick.gif"'
'cross.gif')); ?></td>

+ <td class="dataTabl eContent” align="right"><?php echo strftinme(DATE_TI ME_FORVAT,
filentime(D R FS_CATALOG LANGUAGES . $filenane)); ?></td>
+ </[tr>

<?php

- $left = fal se;
- if ($dir = dir(D R_FS_CATALOG LANGUAGES . $HTTP_GET_VARS['Ingdir'])) {

- $file_extension = substr($PHP_SELF, strrpos($PHP_SELF, '.'));

- while ($file = $dir->read()) {

- if (substr($file, strrpos($file, '.")) == $fil e_extension) {

- echo ' <td class="snul | Text"><a href=""

tep_href_link(FI LENAVE_DEFI NE_LANGUAGE, 'Ingdir=" . $HTTP_CET_VARS['Ingdir'] . '&filenanme=
$file) . ""> . $file . "<la></td> . "\n";

- if (!sleft) {

- echo ' </[tr> . "\n"

- ' <tr> . "\n";

- }

- $left = 1$left;

- }

+ foreach (tep_opendir (D R FS _CATALOG LANGUAGES . $HTTP_GET_VARS['Ingdir']) as $file) {
+ if (substr($file['name'], strrpos($file['name'], '.')) == $file_extension) {

+ $filename = substr($file[' name'], strlen(Dl R_FS_CATALOG LANGUAGES));

+

+ echo ' <tr class="dataTabl eRow' onnmouseover="rowOver Ef fect (this)"
onnouseout ="rowCut Ef fect (this)">"

+ ' <td cl ass="dat aTabl eCont ent"><a href=""

tep_href _|i nk(FI LENAVE_DEFI NE_LANGUAGE, 'Ingdir=" . $HTTP_GET_VARS['Ingdir'] . '&filename='
$filenane) . '">" . substr($filename, strlen($HTTP_GET_VARS['Ingdir'] . '/")) . '"<la></td>'
+ ! <td cl ass="dataTabl eContent" align="center">'

tep_image(DIR WS I MAGES . 'icons/' . (($file['witable'] ==true) ? "tick.gif' : 'cross.gif'))
'</td>

+ ! <td cl ass="dat aTabl eContent” align="right">'
$file['last_nodified' ] . '</td>

+ ' </tr>';

- $dir->cl ose();

}



@-10,7 +10,13 @@
Rel eased under the GNU CGeneral Public License
*/

-define(' HEADI NG _TI TLE', ' Define Language');
| +define(' HEADING TITLE' , ' Define Languages');
Lo+ H
i +define(’ TABLE_HEADI NG FILES', 'Files'); i
+def i ne(' TABLE_HEADI NG WRI TABLE' , 'Witable');
+def i ne(' TABLE_HEADI NG_LAST_MODI FI ED , 'Last Modified');
Lo+ i
i +define(' TEXT_EDI T_NOTE' , '<b>Editing Definitions</b><br><br>Each |anguage definition is set using
i the PHP <a href="http://ww.php. net/define" target="_bl ank">define()</a> function in the following
manner : <br ><br ><nobr >defi ne(\' TEXT_MAIN\', \'<span styl e="background-col or: #FFFF99;">This text
can be edited. It\\\'s really easy to do!</span>\"); </nobr><br><br>The highlighted text can be
i edited. As this definition is using single quotes to contain the text, any single quotes within i
the text definition nust be escaped with a backslash (eg, It\\\'s).");

define(' TEXT_FI LE_DOES NOT_EXI ST', 'File does not exist.');

(C) (BUG) Verify Shopping Cart Product Attribute Combinations

(C) (BUG) Verify Shopping Cart Product Attribute Combinations
Importance: High | Difficulty: Easy

Verify the combination of product attributes when adding products to the shopping cart.
Affected Files

® catalog/includes/classes/shopping_cart.php

View Changes Online

catalog/includes/classes/shopping_cart.php


http://github.com/osCommerce/oscommerce2/commit/bd16e6f9a1f22e42046108e4511a3be00447bb49

@ -90, 14 +90, 22 @@
$attributes_pass_check = true;

- if (is_array($attributes)) {

+ if (is_array($attributes) & !'enpty($attributes)) {
reset ($attributes);
while (list($option, $value) = each($attributes)) {

if (!is_numeric($option) || !is_nuneric($value)) {
$attributes_pass_check = false;
br eak;
+ } else {
+ $check_query = tep_db_query("sel ect products_attributes_id from"
TABLE_PRODUCTS _ATTRIBUTES . " where products_id ="'" . (int)$products_id . "' and options_id = ""
. (int)$option . "' and options_values_id ="'" . (int)$value . "' limt 1");
+ if (tep_db_numrows($check_query) < 1) {
+ $attributes_pass_check = fal se;
+ br eak;
+ }
}
}
+ } elseif (tep_has_product_attributes($products_id)) {
+ $attributes_pass_check = fal se;

}

if (is_numeric($products_id) &% is_numeric($qty) && ($attributes_pass_check == true)) {

(AC) (UP) Remove PHP3 Compatibility Code

(AC) (UP) Remove PHP3 Compatibility Code

Importance: Low | Difficulty: Easy

Remove PHP3 compatibility code.

Affected Files

catalog/admin/includes/application_top.php
catalog/admin/includes/classes/sessions.php --- (deleted)
catalog/admin/includes/functions/compatibility.php
catalog/admin/includes/functions/general.php
catalog/admin/whos_online.php
catalog/includes/application_top.php
catalog/includes/classes/sessions.php --- (deleted)
catalog/includes/functions/compatibility.php

View Changes Online

catalog/admin/includes/application_top.php

@ -78,15 +78,6 @@
/1 include shopping cart class
requi re(DI R_WS_CLASSES . 'shopping_cart.php');

-/l check to see if php inplenmented session nanagenent functions - if not, include php3/php4
conpati bl e session cl ass

- if (!function_exists('session_start')) {

- define(' PHP_SESSI ON_NAME', '0osCAdm nID);

- defi ne(' PHP_SESSI ON_PATH , '/');

- define(' PHP_SESSI ON_SAVE_PATH , SESSI ON_WRI TE_DI RECTORY) ;

- i ncl ude(DI R_W5_CLASSES . 'sessions.php');
-}

/1 define how the session functions will be used
require(DI R_.\W5_FUNCTI ONS . 'sessions. php');


http://github.com/osCommerce/oscommerce2/commit/4d53242873e73af9b10016147639a6dd710ec726

catalog/admin/includes/classes/sessions.php --- (deleted)

@ This file has been deleted.

catalog/admin/includes/functions/compatibility.php

..............................................................................................................................................................................

@@ - 54,34 +54,6 @@
date_default _tinezone_set (@late_default_tinmezone_get());

}

- if (!function_exists('is_nuneric')) {

- function is_nuneric($param {

- return preg_nmatch("/”[0-9]{1,50}.?[0-9]{0,50}%/", $param;
- }

-}

- if (!function_exists('is_uploaded_file')) {

- function is_uploaded_file($filename) {
- if (!$tnp_file = get_cfg_var('upload_tnp_dir')) {

- $tnp_file = dirnane(tempnan('', ''));

- }

- if (strchr($tnp_file, '/')) {

- if (substr($tnp_file, -1) !'="'/") $tnp_file .="/";
- } elseif (strchr($tmp_file, "\\")) {

- if (substr($tnp_file, -1) !'="\\") $tnp_file .= "\\";

- }

- return file_exists($tnmp_file . basenanme($fil enane));
- }
-}

- if (!function_exists(' move_uploaded_file')) {

- function nmove_upl oaded_file($file, $target) {
- return copy($file, $target);

- }

-}

if (!function_exists('checkdnsrr')) {
function checkdnsrr($host, $type) {
if(tep_not_null ($host) && tep_not_null ($type)) {
@»-96,79 +68,6 @@
}
}

- if (!function_exists('in_array')) {

- function in_array($l ookup_val ue, $l ookup_array) {

- reset ($l ookup_array);

- while (list($key, $value) = each($l ookup_array)) {

- if ($value == $l ookup_val ue) return true;

- }

- return fal se;

- }

-1

- if (!function_exists('array_nerge')) {

- function array_nerge($arrayl, $array2, $array3 ="'') {

- if ($array3 == "'") $array3 = array();

- while (list($key, $val) = each($arrayl)) $array_nerged[ $key] = $val;
- while (list($key, $val) = each(S$array2)) $array_merged[ $key] = $val;

- if (sizeof($array3) > 0) while (list($key, $val) = each(S$array3)) $array_nerged[ $key] =

- return (array)$array_merged;



/*

if ('function_exists('array_shift')) {
function array_shift(&parray) {
$i = 0;
$shifted_array = array();
reset ($array);
while (list($key, $value) = each($array)) {

if ($i >0) {
$shifted_array[ $key] = $val ue;
} else {
$return = $array[ $key] ;
}
$i ++;

}
$array = $shifted_array;

return $return;
}
}

if (!function_exists('array_reverse')) {
function array_reverse($array) {
$reversed_array = array();

for ($i=sizeof($array)-1; $i>=0; $i--) {
$reversed_array[] = Sarray[$i];

}

return $reversed_array;

}
}

if ('function_exists('array_slice')) {
function array_slice($array, $offset, $length
$l ength = abs($l ength);

if ($length == 0) {

$hi gh = sizeof ($array);
} else {

$hi gh = $of f set +$l engt h;
}

for ($i=%offset; $i<$high; $i++) {
$new array[ $i-$offset] = Sarray[$i];
}

return $new array;

"0) |



i * http_build_query() natively supported from PHP 5.0 i
i * From Pear : : PHP_Conpat §

return cal |l _user_func(array($object, $function), $paraneter);

| @@-1123,12 +1123,7 @@ i
Y i
{ 1/ Wapper function for round() for php3 conpatibility §
¢ function tep_round($val ue, $precision) { :
Po- if (PHP_VERSION < 4) { §
i - $exp = pow( 10, $precision); i
P return round($val ue * $exp) / S$exp; :
i - } else { i
Po- return round($val ue, $precision); i
bo- } :
P return round($val ue, $precision); §
) |
Y §
| @-1193,8 +1188,6 @@ g
: function tep_call _function($function, $paranmeter, $object ="'") {

| if ($object == '") { i
; return call _user_func($function, $paraneter); :
P } elseif (PHP_VERSION < 4) { i
Po- return cal | _user_net hod($function, $object, $paranmeter); i
i } else { i

catalog/admin/whos_online.php



@-112,19 +112,11 @
}

if ($length = strlen($session_data)) {
- if (PHP_VERSION < 4) {
- $start_id = strpos($session_data, 'custoner_id[==]s");
- $start_cart = strpos($session_data, 'cart[==]0");
- $start _currency = strpos($session_data, 'currency[==]s"');
- $start_country = strpos($session_data, 'custoner_country_id[==]s");
- $start_zone = strpos($session_data, 'customer_zone_id[==]s");
- } else {
- $start_id = strpos($session_data, 'custoner_id|s');
- $start_cart = strpos($session_data, 'cart|0);
- $start_currency = strpos($session_data, ‘'currency|s');
- $start_country = strpos($session_data, 'custonmer_country_id|s');
- $start_zone = strpos($session_data, 'customer_zone_id|s');

+ $start_id = strpos($session_data, 'custoner_id|s');

+ $start_cart = strpos($session_data, 'cart|O);

+ $start _currency = strpos($session_data, ‘currency|s');

+ $start _country = strpos($session_data, 'custoner_country_id|s');
+ $start _zone = strpos($session_data, 'customer_zone_id|s');

for ($i=$start_cart; $i<$length; $i++) {
if ($session_data[$i] =="'{") {
@ -152,12 +144,6 @@
sessi on_decode( $sessi on_dat a_zone) ;
sessi on_decode( $sessi on_data_cart);

- if (PHP_VERSION < 4) {

- $broken_cart = $cart;

- $cart = new shoppingCart;

- $cart->unserial i ze($broken_cart);

- }

if (is_object($cart)) {
$products = $cart->get_products();
for ($i = 0, $n = sizeof ($products); $i < $n; $i++) {

@-128,16 +128,6 @@
/1 include navigation history class
require(DI R_.W5_CLASSES . 'navigation_history.php');

-/1 check if sessions are supported, otherw se use the php3 conpatible session class
- if (!function_exists('session_start')) {

- defi ne(' PHP_SESSI ON_NAME' , 'o0sCsid');

- define(' PHP_SESSI ON_PATH , $cooki e_path);

- define(' PHP_SESSI ON_DOMAI N, $cooki e_donsi n) ;

- defi ne(' PHP_SESSI ON_SAVE_PATH , SESSI ON_WRI TE_DI RECTCRY) ;

- include(Dl R_.W5_CLASSES . 'sessions.php');
-}

/1 define how the session functions will be used
require(DI R_.W5_FUNCTI ONS . 'sessions. php');

@ - 251, 14 +241,8 @@
}
}

-// create the shopping cart & fix the cart if necesary

- if (tep_session_is_registered('cart') & is_object($cart)) {
- if (PHP_VERSION < 4) {

- $broken_cart = $cart;

- $cart = new shoppingCart;

- $cart->unserial i ze($broken_cart);

- }



-} else{
+// create the shopping cart
+ if (!tep_session_is_registered('cart') || !is_object($cart)) {
tep_session_register('cart');
$cart = new shoppi ngCart;
}
@ - 306, 13 +290, 7 @@
}

/1 navigation history
if (tep_session_is_registered('navigation') && is_object($navigation)) {
- if (PHP_VERSION < 4) {
$br oken_navi gati on = $navi gati on;
- $navi gati on = new navi gati onHi story;
- $navi gati on->unseri al i ze( $br oken_navi gati on);
- }
} else {
if (!tep_session_is_registered('navigation') || !is_object($navigation)) {
tep_session_regi ster(' navigation');
$navi gati on = new navi gati onHi story;
}
@ - 342,22 +320,7 @@

+

if (in_array($HTTP_POST_VARS[' products_id' J[$i],
(is_array($HTTP_PCST_VARS['cart_delete']) ? $HTTP_POST_VARS['cart_delete'] : array()))) {
$cart->renove( $HTTP_POST_VARS[ ' products_id' ][$i]);
} else {
- if (PHP_VERSION < 4) {
- /1 if PHP3, make correction for |ack of nultidinmensional

- reset ($HTTP_POST_VARS) ;
- while (list($key, $value) = each($HTTP_POST_VARS)) {
- if (is_array($value)) {
- while (list($key2, $value2) = each($value)) {
- if (preg_match ("/(.*)\I\[(.*)/", $key2, $var)) {
- $id2[$var[1]][$var[2]] = $val ue2;
- }
- }
- }
- }
- $attributes = ($id2[ $HTTP_POST_VARS[' products_id'][$i]]) ?
$i d2[ $HTTP_POST_VARS[ ' products_id" J[$i]] : '';
- } else {
- $attributes
($HTTP_POST_VARS['id' ][ $HTTP_POST_VARS[ ' products_id' J[$i]]) ?
$HTTP_POST_VARS[ 'i d' ][ $HTTP_POST_VARS[' products_id"J[$i]] : '';
- }
+ $attributes =
($HTTP_POST_VARS[ ' i d' ] [ $HTTP_POST VARS[' products_id' ][$i]]) ?
$HTTP_POST_VARS[ ' i d' ] [ $HTTP_POST_VARS[ ' products_id' ]1[$i]] @ '';
$cart->add_cart ($HTTP_POST_VARS[' products_id" ][ $i ],
$HTTP_PCST_VARS[ ' cart _quantity'][$i], $attributes, false);



catalog/includes/classes/sessions.php --- (deleted)

e This file has been deleted.

catalog/includes/functions/compatibility.php

@ -54,120 +54,6 @@

date_default _tinezone_set (@late_default_tinmezone_get());

if ('function_exists('array_splice')) {
function array_splice(&array, $maxinmm {
if (sizeof($array) >= $maxi munm {
for ($i=0; $i<$nmaximum $i++) {
$new array[$i] = Sarray[$i];
}
$array = $new_array;
}
}
}

if (!function_exists('in_array')) {
function in_array($l ookup_val ue, $l ookup_array) {
reset ($l ookup_array);
while (list($key, $value) = each($lookup_array)) {
if ($value == $l ookup_value) return true;

}

return fal se;

}
}

if (!function_exists('array_reverse')) {
function array_reverse($array) {

for ($i=0, $n=sizeof ($array); $i<$n; $i++) $array_reversed[$i]

return $array_reversed;
}
}

if (!function_exists('constant')) {
function constant($constant) {
eval ("\ $t enp=$constant;");

return $tenp;
}
}

if (!function_exists('is_null')) {
function is_null($value) {
if (is_array($value)) {
if (sizeof($value) > 0) {
return fal se;
} else {
return true;

}

} else {

if (($value !'="") && ($value != "NULL') && (strlen(trinm($value)) > 0)) {

return fal se;
} else {
return true;
}
}
}
}

= Sarray[ ($n-S$i-1)];



- if (!function_exists('array_nerge')) {

- function array_nerge($arrayl, $array2, $array3 ="'"') {

- if (enpty($array3) && !is_array($array3)) $array3 = array();

- while (list($key, $val) = each($arrayl)) $array_nerged[ $key] = $val;

- while (list($key, $val) = each($array2)) $array_nerged[ $key] = $val;

- if (sizeof($array3) > 0) while (list($key, $val) = each($array3)) S$array_nerged[ $key] =
$val ;

- return (array) $array_merged;

- }

-1

- if (!function_exists('is_nuneric')) {

- function is_nuneric($paranm {

- return preg_match('/~[0-9]{1,50}.?[0-9]{0,50}%/', S$param;
- }

-}

- if (!function_exists('array_slice')) {

- function array_slice($array, $offset, $length = 0) {

- if ($offset <0 ) {

- $of f set = sizeof ($array) + $offset;

- }

- $length = ((!$length) ? sizeof($array) : (($length < 0) ? sizeof($array) - $length :
$length + $offset));

- for ($i = $offset; $i<$length; $i++) {

- $tnp[] = $array[$i];

- }

- return $tnp;
- }
-}

- if (!function_exists('array_map')) {

- function array_map($cal | back, $array) {

- if (is_array($array)) {

- $_new array = array();

- reset ($array);

- while (list($key, $value) = each($array)) {

- $_new_ array[ $key] = array_map($cal | back, $array[ $key]);

- }

- return $_new array;

- } else {

- return $cal | back($array);

- }
- }
-}

- if (!function_exists('str_repeat')) {
- function str_repeat($string, $nunber) {
- $repeat ="'

- for ($i=0; $i<$nunber; $i++) {
- $repeat .= $string;

- }

- return $repeat;

- }

-}

if (!function_exists('checkdnsrr')) {



function checkdnsrr($host, $type) {
if(tep_not_null ($host) && tep_not_null ($type)) {

(AC) (UP) Improve IP Address Detection

(AC) (UP) Improve IP Address Detection
Importance: Medium | Difficulty: Easy

Improve how IP-Addresses are retrieved and add support for multiple proxy servers.

Affected Files

® catalog/admin/includes/functions/general.php
® catalog/includes/functions/general.php

View Changes Online

catalog/admin/includes/functions/general.php


http://github.com/osCommerce/oscommerce2/commit/86ea41b2e4882925dc1cb0f421599b9dd8456068

@@-1296,4 +1296, 64 @@

return $tnp_array;

}

function tep_validate_ip_address($i p_address) {
if (function_exists('filter_var') && defined('FILTER VALIDATE_IP)) {
return filter_var($ip_address, FILTER VALIDATE |P, array('flags' => FILTER FLAG |PV4));
}

if (preg_match('/~(\d{1,3})\.(\d{1,3})\.(\d{1,3})\.(\d{1,3})$/', $ip_address)) {
$parts = explode('.', $ip_address);

foreach ($parts as $ip_parts) {
if ( (intval ($ip_parts) > 255) || (intval ($ip_parts) < 0) ) {
return false; // nunber is not within 0-255
}
}

return true;

}

return fal se;

}

function tep_get_ip_address() {
gl obal $HTTP_SERVER VARS;

$i p_address = nul | ;
$i p_addresses = array();

if (isset($HTTP_SERVER VARS[' HTTP_X FORWARDED FOR |) &&
I enpt y( $HTTP_SERVER_VARS[ ' HTTP_X_FORWARDED FOR 1)) {
foreach ( array_reverse(explode(',', $HTTP_SERVER VARS['HTTP_X FORWARDED FOR ])) as $x_ip )

— 4+ + + + + + + F A+ + F F o+ +

$x_ip = trim$x_ip);

if (tep_validate_ip_address($x_ip)) {
$i p_addresses[] = $x_ip;
}
}
}

if (isset($HTTP_SERVER VARS[' HTTP_CLIENT_IP']) &&
I enpt y( $HTTP_SERVER VARS[' HTTP_CLIENT_IP' 1)) {
$i p_addresses[] = $HTTP_SERVER VARS[' HTTP_CLI ENT_I P'];

— 4+ 4+ + 4+ A+ A+ A+

}

i f (isset($HTTP_SERVER VARS[' HTTP_X CLUSTER CLIENT IP']) &%
! enpt y( $HTTP_SERVER VARS[' HTTP_X CLUSTER CLIENT IP' 1)) {
$i p_addresses[] = $HTTP_SERVER VARS[' HTTP_X CLUSTER CLIENT | P ];

— + + + +

}

i f (isset($HTTP_SERVER VARS[' HTTP_PROXY_USER ]) &&
I enpt y( $HTTP_SERVER_VARS[ ' HTTP_PROXY_USER 1)) {
$i p_addresses[] = $HTTP_SERVER VARS[' HTTP_PROXY_USER ];

—- 4+ 4+ + 4+

}
$i p_addresses[] = $HTTP_SERVER VARS[' REMOTE_ADDR ] ;

foreach ( $ip_addresses as $ip ) {
if (lenpty($ip) && tep_validate_i p_address($ip)) {
$i p_address = $ip;
br eak;
}
}

return $i p_address;

+ o+ o+ o+ o+ o+ A+ A+ A+ +

catalog/includes/functions/general.php



@ -1227,28 +1227,64 @@

set cooki e( $nane, $val ue, $expire, $path, (tep_not_null ($domain) ? $domain : ''), $secure);

}
+ function tep_validate_ip_address($ip_address) {
+ if (function_exists('filter_var') && defined('FILTER VALIDATE_IP)) {
+ return filter_var($ip_address, FILTER VALIDATE |P, array('flags' => FILTER FLAG |PV4));
v}
+
+ if (preg_match('/~(\d{1,3})\.(\d{1,3})\.(\d{1,3})\.(\d{1,3})%$/', $ip_address)) {
+ $parts = explode('.', $ip_address);
+
+ foreach ($parts as $ip_parts) {
+ if ( (intval ($ip_parts) > 255) || (intval ($ip_parts) < 0) ) {
+ return false; // nunber is not wthin 0-255
+ }
)
+
+ return true;
v}
+
+ return fal se;
+ )
+

function tep_get_ip_address() {

gl obal $HTTP_SERVER VARS;

- if (isset($HTTP_SERVER VARS)) {
- i f (isset($HTTP_SERVER VARS[' HTTP_X_FORWARDED FOR ])) {
- $ip = $HTTP_SERVER_VARS[' HTTP_X_FORWARDED_FCR ] ;
- } elseif (isset($HTTP_SERVER VARS[' HTTP_CLIENT_IP' 1)) {
- $ip = $HTTP_SERVER VARS[' HTTP_CLIENT_IP' ];
- } else {
- $ip = $HTTP_SERVER VARS[' REMOTE_ADDR ] ;
+ $i p_address = nul | ;
+ $i p_addresses = array();
+
+ if (isset($HTTP_SERVER VARS[' HTTP_X_FORWARDED FOR ]) &&
lenpt y($HTTP_SERVER_VARS[ ' HTTP_X FORWARDED FOR 1)) {
+ foreach ( array_reverse(explode(',', $HTTP_SERVER VARS[' HTTP_X_FORWARDED FOR ])) as $x_ip )
{
+ $x_ip = trinm($x_ip);
+
+ if (tep_validate_ip_address($x_ip)) {
+ $i p_addresses[] = $x_ip;
+ }
- } else {
- if (getenv(' HTTP_X_FORWARDED_FOR )) {
- $ip = getenv(' HTTP_X_FORWARDED FOR );
- } elseif (getenv('HTTP_CLIENT_IP)) {
- $ip = getenv(' HTTP_CLIENT_|I P');
- } else {
- $ip = getenv(' REMOTE_ADDR );
+ }
+
+ i f (isset($HTTP_SERVER VARS[' HTTP_CLIENT_IP']) &&
|

lenpt y($HTTP_SERVER VARS[' HTTP_CLIENT_IP' 1)) {
$i p_addresses[] = $HTTP_SERVER VARS[' HTTP_CLIENT_I P'];
}

i f (isset($HTTP_SERVER VARS[' HTTP_X_CLUSTER CLIENT_IP']) &&
I enpt y( $HTTP_SERVER VARS[' HTTP_X_CLUSTER CLIENT_IP' 1)) {
$i p_addresses[] = $HTTP_SERVER VARS[' HTTP_X CLUSTER CLIENT | P ];

+
+
+
+
|

}

if (isset($HTTP_SERVER VARS[' HTTP_PROXY_USER ]) &&
I enpt y( $HTTP_SERVER_VARS[ ' HTTP_PROXY_USER 1)) {
$i p_addresses[] = $HTTP_SERVER VARS[' HTTP_PROXY_USER ] ;

+
+
+
+
|

+
+ }

+

+ $i p_addresses[] = $HTTP_SERVER VARS[' REMOTE_ADDR ] ;



+ o+ 4+ 4+ o+

foreach ( $ip_addresses as $ip ) {
if (lenpty($ip) && tep_validate_i p_address($ip)) {
$i p_address = $ip;
br eak;
}
}

return $ip;
return $i p_address;



function tep_count_custonmer_orders($id = '', $check_session = true) {

..............................................................................................................................................................................

(A) (BUG) Don't Show Empty Menu Entries

(A) (BUG) Don't Show Empty Menu Entries
Importance: Low | Difficulty: Easy
Don't show empty menu navigation boxes.
Affected Files

*® catalog/admin/includes/classes/box.php
View Changes Online

catalog/admin/includes/classes/box.php

..............................................................................................................................................................................

@d-52,7 +52,7 @@
$t hi s- >headi ng = $t hi s- >t abl eBl ock( $headi ng) ;

$t hi s->t abl e_data_parameters = 'cl ass="nenuBoxContent"";
- $thi s->contents = $this->tabl eBl ock($contents);
+ $this->contents = (!enpty($contents) ? $this->tabl eBl ock($contents) : '');

return $this->heading . $this->contents;

..............................................................................................................................................................................

(AC) (UP) Add htaccess Protection to the Images Directory

(AC) (UP) Add htaccess Protection to the Images Directory

Importance: Medium | Difficulty: Easy

Add htaccess protection to the images directory.

Affected Files

® catalog/admin/images/.htaccess --- (new file)
® catalog/images/.htaccess --- (new file)

View Changes Online

catalog/admin/images/.htaccess --- (new file)

& Thisis anew file. (Download File)

catalog/images/.htaccess --- (new file)

@ This is a new file. Download File)

(C) (UP) Optimize Tax Calculations

(C) (UP) Optimize Tax Calculations

Importance: Medium | Difficulty: Easy

Optimize database queries performing tax calculations.


http://github.com/osCommerce/oscommerce2/commit/fd3d4200d03a4377936e363ec879bcad2eb82062
http://github.com/osCommerce/oscommerce2/commit/3f31da4c18be042bade4585416c360f3423ce4c7
http://github.com/osCommerce/oscommerce2/raw/3f31da4c18be042bade4585416c360f3423ce4c7/catalog/admin/images/.htaccess
http://github.com/osCommerce/oscommerce2/raw/3f31da4c18be042bade4585416c360f3423ce4c7/catalog/images/.htaccess

Affected Files

® catalog/includes/functions/general.php

View Changes Online

catalog/includes/functions/general.php

@ -311,6 +311,7 @@
/1 TABLES: tax_rates, zones_to_geo_zones

function tep_get_tax_rate($class_id, $country_id = -1, $zone_id = -1) {
gl obal $custoner_zone_id, $custoner_country_id;

+ static $tax_rates = array();
if ( ($country_id == -1) & ($zone_id == -1) ) {

if (!tep_session_is_registered(' custonmer_id)) {
@@ -322,34 +323,45 @@

}

}
- $tax_query = tep_db_query(“select sumtax_rate) as tax_rate from" . TABLE TAX_RATES . " tr
left join " . TABLE_ZONES TO GEO ZONES . " za on (tr.tax_zone_id = za.geo_zone_id) left join"
TABLE_GEO ZONES . " tz on (tz.geo_zone_id = tr.tax_zone_id) where (za.zone_country_id is null or
za.zone_country_id = '0" or za.zone_country_id ="" . (int)$country_id . "') and (za.zone_id is
null or za.zone_id = '0" or za.zone_id ="'" . (int)$zone_id . "') and tr.tax_class_id ="'" . (int
)$class_id . "' group by tr.tax_priority");

- if (tep_db_numrows($tax_query)) {

- $tax_nultiplier = 1.0;

- while ($tax = tep_db_fetch_array($tax_query)) {

- $tax_nultiplier *= 1.0 + ($tax['tax_rate'] / 100);

+ if (lisset($tax_rates[$class_id][$country_id][$zone_id]['rate' ])) {
+ $tax_query = tep_db_query("select sun(tax_rate) as tax_rate from" . TABLE_TAX_RATES . " tr
left join " . TABLE_ZONES TO GEO ZONES . " za on (tr.tax_zone_id = za.geo_zone_id) left join "
TABLE_GEO ZONES . " tz on (tz.geo_zone_id = tr.tax_zone_id) where (za.zone_country_id is null or
za.zone_country_id = '0" or za.zone_country_id ="" . (int)$country_id . "') and (za.zone_id is
null or za.zone_id = '0" or za.zone_id ="'" . (int)$zone_id . "') and tr.tax_class_id ="'" . (int
)$class_id . "' group by tr.tax_priority");
+ if (tep_db_numrows($tax_query)) {
+ $tax_nultiplier = 1.0;
+ while ($tax = tep_db_fetch_array($tax_query)) {
+ $tax_multiplier *= 1.0 + ($tax['tax_rate'] / 100);
+ }
+
+ $tax_rates[$class_id][$country_id][$zone_id]['rate'] = ($tax_multiplier - 1.0) * 100;
+ } else {
+ $tax_rates[$class_id][$country_id][$zone_id]['rate'] = O;
}
- return ($tax_nultiplier - 1.0) * 100;
- } else {
- return O;
}
+
+ return $tax_rates[$class_id][$country_id][$zone_id]['rate'];
}
1111

/'l Return the tax description for a zone / class
/1 TABLES: tax_rates;
function tep_get_tax_description($class_id, $country_id, $zone_id) {

- $tax_query = tep_db_query("select tax_description from" . TABLE_ TAX RATES . " tr left join "
TABLE_ZONES TO GEO ZONES . " za on (tr.tax_zone_id = za.geo_zone_id) left join "

TABLE GEO ZONES . " tz on (tz.geo_zone_id = tr.tax_zone_id) where (za.zone_country_id is null or

za.zone_country_id = '0" or za.zone_country_id ="" (int)$country_id . "') and (za.zone_id is

null or za.zone_id = '0" or za.zone_id ="'" . (int)$zone_id . "') and tr.tax_class_id ="" . (int
)Y$class_id . "' order by tr.tax_priority");

- if (tep_db_numrows($tax_query)) {

- $tax_description ="'";

- while ($tax = tep_db_fetch_array($tax_query)) {

- $tax_description .= $tax['tax_description'] . ' +';
- }

$t ax_description = substr($tax_description, 0, -3);
+ static $tax_rates = array();


http://github.com/osCommerce/oscommerce2/commit/d12872f2164b5c64f79fd46938bbefbf22440699

+

+

if (!isset($tax_rates[$class_id][$country_id][$zone_id]['description'])) {
$tax_query = tep_db_query("sel ect tax_description from" . TABLE_TAX_ RATES . " tr left join
TABLE_ZONES TO GEO ZONES . " za on (tr.tax_zone_id = za.geo_zone_id) left join "

TABLE GEO ZONES . " tz on (tz.geo_zone_id = tr.tax_zone_id) where (za.zone_country_id is null or

za.zone_country_id = '0" or za.zone_country_id ="" (int)$country id . "") and (za.zone_id is
null or za.zone_id = '0" or za.zone_id ="'" . (int)$zone_id . "') and tr.tax_class_id ="'" . (int
)$class_id . "' order by tr.tax_priority");
+ if (tep_db_numrows($tax_query)) {
+ $tax_description = "'";
+ while ($tax = tep_db_fetch_array($tax_query)) {
+ $tax_description .= $tax['tax_description'] . ' + ';
+ }
+ $t ax_description = substr($tax_description, 0, -3);
- return $tax_description;
- } else {
- return TEXT_UNKNOWN_TAX_ RATE;
+ $tax_rates[$class_id][$country_id][$zone_id]['description'] = $tax_description;
+ } else {
+ $tax_rates[$class_id][$country_id][$zone_id]['description'] = TEXT_UNKNOANN_TAX RATE;
+ }
}
+
+ return $tax_rates[$class_id][$country_id][$zone_id][' description'];



(AC) (UP) Improve Force Cookie Usage in Sessions

(AC) (UP) Improve Force Cookie Usage in Sessions
Importance: Medium | Difficulty: Easy
Set session.use_only_cookies when force cookie usage is enabled.

Affected Files

® catalog/admin/includes/application_top.php
® catalog/includes/application_top.php

View Changes Online

catalog/admin/includes/application_top.php

..............................................................................................................................................................................

@@-93,6 +93,8 @@
ini _set('session.cookie path', DIR W5 _ADM N);
}

+ @ni_set('session.use_only_cookies', (SESSION FORCE COXXIE USE == "True') ? 1 : 0);
+

/1 lets start our session
tep_session_start();

..............................................................................................................................................................................

@ -144,6 +144,8 @@
ini _set('session.cookie_domain', $cookie_domain);

}

+ @ni_set('session.use_only_cookies', (SESSION FORCE_COCKIE USE == "True') ? 1 : 0);
+

/] set the session IDif it exists
if (isset($HTTP_POST_VARS[tep_session_nanme()])) {
tep_session_i d( $HTTP_POST_VARS|[ t ep_sessi on_nane()]);

i
..............................................................................................................................................................................

(A) (BUG) Fix Automatic Removal of Manufacturer Images

(A) (BUG) Fix Automatic Removal of Manufacturer Images
Importance: High | Difficulty: Easy
Don't delete manufacturer images when editing a manufacturer and no manufacturer image was provided.
Affected Files
® catalog/admin/manufacturers.php

View Changes Online

catalog/admin/manufacturers.php


http://github.com/osCommerce/oscommerce2/commit/7400f780c55324b2c9132fd26c6ed488c58b5a4f
http://github.com/osCommerce/oscommerce2/commit/1ef915684e3be1f425525b16f43714239fbbaad2

@-38,8 +38,11 @
t ep_db_per f or m{ TABLE_MANUFACTURERS, $sql _data_array, 'update', "manufacturers_id =""
(int)$manufacturers_id . "'");

}

- if ($manufacturers_i mage = new upl oad(' manufacturers_i mage', DI R FS CATALOG | MAGES)) {
- tep_db_query("update " . TABLE_MANUFACTURERS . " set manufacturers_inage = '" . :
$manuf act urers_i mage->fil enane . where nmanufacturers_id = (int)$manufacturers_id . "'");
$manuf act urers_i mage = new upl oad(' manuf act urers_i mage');

+
+ $manuf act ur er s_i mage- >set _desti nati on(Dl R_FS_CATALOG | MAGES) ;

+

+ i f ($manufacturers_i mage->parse() && $manufacturers_i mage->save()) {

+ tep_db_query("update " . TABLE_MANUFACTURERS . " set nmanufacturers_inage = '"
tep_db_i nput ($manuf acturers_i nage->filenane) . "' where manufacturers_id = "'" . (int
)$manufacturers_id . "'");

}

$l anguages = tep_get _| anguages();

(A) (UP) Add API Version Tag to Modules

(A) (UP) Add API Version Tag to Modules
Importance: Low | Difficulty: Easy

Add API version tag to modules.

Affected Files

® catalog/admin/includes/languages/english/modules.php
® catalog/admin/modules.php

View Changes Online

1, This changeset includes an update to an English language definition file. Please perform similar changes to other
languages that are also installed.

catalog/admin/includes/languages/english/modules.php

| @@-20,6 +20,7 @@ define(’ TABLE_HEADI NG ACTION , ' Action'); E
define(' TEXT_I NFO_ VERSION , 'Version:');
i define(' TEXT_I NFO ONLI NE_STATUS', 'online status'); :
i +define(' TEXT_I NFO_API _VERSION , ' APl Version:'); !
| define(' TEXT_MODULE_DI RECTORY', 'Mdule Directory:'); i

catalog/admin/modules.php


http://github.com/osCommerce/oscommerce2/commit/ebb2f94d87c05cc420ca1a0e56200060f5b893b6

@ -144,7 +144,8 @@
"title' => $npdule->title,
"description' => $npdul e->descri ption,
‘status' => $nodul e->check(),

- signature' => (isset($nmodul e->signature) ? $nodul e->signature :

null));

+ 'signature' => (isset($nodul e->signature) ? $nodul e->signature :

null),

+ ' api _version' => (isset($npdul e->api_version) ? $nodul e->api _version
null));

$nmodul e_keys = $nodul e- >keys();

@ -257,6 +258,10 @@

$contents[] = array('text' =>'<br> . tep_inmage(DIR W5 IMAGES . 'icon_info.gif",
i I MAGE_ICON_INFO . '&nbsp;<b> . TEXT_INFO VERSION . '</b>"' . $sversion . ' (<a href="http:
//sig.oscommerce.com' . $mnfo->signature . '" target="_blank">" . TEXT_I NFO_ONLI NE_STATUS .
L <lax));

)

Lo+ if (isset($m nfo->api_version)) {

+ $contents[] = array('text' => tep_image(DIR W5_IMAGES . "icon_info.gif",

I MAGE_I| CON_INFO) . ' &nbsp;<b>" . TEXT_INFO APl _VERSION . '</b>" . $ml nfo->api_version);

Lo }

-

$contents[] = array('text' => '<br> . $m nfo->description);

: $contents[] = array('text' => '<br> . $keys);

} else {

| @@-266,6 +271,10 @

: $contents[] = array('text' => "'<br> . tep_imge(DIR W _IMAGES . 'icon_info.gif",
| MAGE_| CON_INFO) . ‘' &nbsp;<b> . TEXT_INFO VERSION . '</b> "' . $sversion . ' (<a href="http:
//sig.oscomerce.com' . $mnfo->signature . '" target="_blank">" . TEXT_I NFO_ONLI NE_STATUS .
"<lax>)');

)

+ if (isset($m nfo->api_version)) {

+ $contents[] = array('text' => tep_image(DIR W5 _IMAGES . 'icon_info.gif",

| MAGE_| CON_INFO) . ' &nbsp; <b>" . TEXT_I NFO APl _VERSION . '</b>" . $m nfo->api_version);

Pt }

P+

$contents[] = array('text' =>'<br> . $mnfo->description);

g }

! br eak;

(C) (UP) Hide Currencies and Languages Info Boxes for Single Currencies
and Languages
(C) (UP) Hide Currencies and Languages Info Boxes for Single Currencies and Languages

Importance: Low | Difficulty: Easy

Hide the currencies and languages info boxes if only one currency or language is available.
Affected Files

® catalog/includes/boxes/currencies.php
® catalog/includes/boxes/languages.php

View Changes Online

catalog/includes/boxes/currencies.php


http://github.com/osCommerce/oscommerce2/commit/c77d4b99aacd726fe5b4a99f6cb0024a0c9807ea

@-10,7 +10,7 @@
Rel eased under the GNU General Public License
*/

- if (isset($currencies) && is_object($currencies)) {
+ if (isset($currencies) & is_object($currencies) & (count($currencies->currencies) > 1)) {
?>

<l-- currencies //-->
<tr>

..............................................................................................................................................................................

..............................................................................................................................................................................

@-9,6 +9,13 @@

Rel eased under the GNU General Public License
*/

if (lisset($lng) || (isset($lng) && !is_object($Ing))) {
i nclude(DI R_W5_CLASSES . 'l anguage. php');
$l ng = new | anguage;

}

+ o+ o+ o+ + + +

if (count($lng->catal og_| anguages) > 1) {
2>
<!-- languages //-->
<tr>
@ -19, 11 +26,6 @@

new i nf oBoxHeadi ng( $i nfo_box_contents, false, false);

- if (lisset($Ing) || (isset($lng) && !is_object($lng))) {
- i ncl ude(DI R_W5_CLASSES . 'Ianguage. php');
- $l ng = new | anguage;

-}

$l anguages_string = '"';

reset ($l ng- >cat al og_| anguages) ;

while (list($key, $value) = each($l ng->catal og_| anguages)) {
@-39,3 +41,6 @@

</td>
</tr>
<!-- languages_eof //-->
+<?php
+ 0}
+7>

(A) (UP) Hide Language Selection if Only One Language is Installed

(A) (UP) Hide Language Selection if Only One Language is Installed
Importance: Low | Difficulty: Easy

Hide language selection if only one language is installed.

Affected Files

® catalog/admin/index.php
® catalog/admin/login.php

View Changes Online

catalog/admin/index.php


http://github.com/osCommerce/oscommerce2/commit/0f15ce50085e1772ae4d3f6e4e8255b0da81e67a

@-51,7 +51,17 @@
<td><t abl e border="0" wi dth="100% cellspacing="0" cell paddi ng="2" hei ght="40">
<tr>
<td cl ass="pageHeadi ng"><?php echo STORE_NAME; ?></td>

. |
i +<?php |
+ if (sizeof ($languages_array) > 1) {
LoA?> H
Lo+ !
<td cl ass="pageHeadi ng" align="right"><?php echo tep_draw_ forn('adm nl anguage',
FI LENAME_DEFAULT, '', 'get') . tep_draw_pull_down_nenu('l anguage', $languages_array,
| $languages_sel ected, 'onChange="this.formsubmit();"") . tep_hide_session_id() . '</form';
Po?></td> i
o+ i
! +<?php !
! i
P i
- |
</tr>
g </ tabl e></t d> |
</tr>

@-130,7 +130,17 @@
<td><tabl e border="0" wi dth="100% cell spacing="0" cell paddi ng="0" hei ght="40">
<tr>

<td cl ass="pageHeadi ng"><?php echo HEADI NG Tl TLE; ?></td>
+
+<?php
+ if (sizeof ($languages_array) > 1) {
+7>
+

<td cl ass="pageHeadi ng" align="right"><?php echo tep_draw forn{'adm nl anguage',
FI LENAMVE_DEFAULT, '', 'get') . tep_draw pull_down_nenu('l anguage', $languages_array,
$l anguages_sel ected, 'onChange="this.formsubmt();""') . tep_hide_session_id() . '</form';
?></td>
+
+<?php
+ }

+7>
</tr>

</t abl e></td>
</[tr>

(C) (BUG) Fix Retrieval of Special Product Prices

(C) (BUG) Fix Retrieval of Special Product Prices

Importance: Low | Difficulty: Easy

Fix retrieval of special product prices.
Affected Files

® catalog/includes/functions/general.php

View Changes Online

catalog/includes/functions/general.php


http://github.com/osCommerce/oscommerce2/commit/dec566acd93b163f51a9d354a909e2a58755ecae

@?-96,7 +96,7 @@

/'l Return a product's special price (returns nothing if there is no offer)
/1 TABLES: products

function tep_get_products_special _price($product_id) {

- $product _query = tep_db_query("sel ect specials_new products_price from" . TABLE SPECIALS . "
where products_id ="'" . (int)$product_id . "' and status");

+ $product _query = tep_db_query(“sel ect special s_new products_price from" . TABLE SPECIALS . "
where products_id ="'" . (int)$product_id . "' and status = 1");

$product = tep_db_fetch_array($product _query);

return $product [’ special s_new _products_price'];

(A) (BUG) Fix HTML E-Mails

(A) (BUG) Fix HTML E-Mails

Importance: Low | Difficulty: Easy

Some e-mail methods were not building HTML e-mails.
Affected Files

® catalog/admin/includes/modules/newsletters/newsletter.php
® catalog/admin/includes/modules/newsletters/product_notification.php
® catalog/admin/mail.php

View Changes Online

catalog/admin/includes/modules/newsletters/newsletter.php

@ -59,8 +59, 16 @@
function send($newsletter_id) {
$mai | _query = tep_db_query("sel ect custoners_firstnane, custoners_| astnane,
custoners_enni | _address from" . TABLE CUSTOMERS . " where custoners_newsletter = "'1'");

- $mi menessage = new email (array(' X-Miler: osCommerce bulk mailer'));
$m nenessage- >add_t ext ($t hi s->content);

+ $m nenessage = new email (array(' X-Mailer: osCommerce'));
+
+ /1 Build the text version
+ $text = strip_tags($this->content);
+ if (EMAIL_USE_HTM. == "true') {
+ $m menessage- >add_ht n ($t hi s->content, $text);
+ } else {
+ $m menmessage- >add_t ext ($t ext);
+ }
+

$m nenessage- >bui | d_nmessage() ;

while ($mail = tep_db_fetch_array($mail _query)) {

$m nemessage- >send( $nai | [' cust oners_firstnanme'] v $mai | [' customers_| astnane' ],

$mai | [' customers_emai | _address'], '', EMAIL_FROM $this->title);

catalog/admin/includes/modules/newsletters/product_notification.php


http://github.com/osCommerce/oscommerce2/commit/f26b5ce4bed966549130bf8d2c7d92e46b74c168

@ -200,8 +200,16 @@ function sel ectAll (FornmNane, Sel ectBox) {

}
}

$m nenessage = new email (array(' X-Mailer: osCommerce bulk nailer'));
$m nenessage- >add_t ext ($t hi s->content);
$m nenessage = new email (array(' X-Miler: osCommerce'));

/] Build the text version
$text = strip_tags($this->content);
if (EMAIL_USE HTM. == "true') {
$m menmessage- >add_ht ml ($t hi s->content, $text);
} else {
$m nenmessage- >add_t ext ($text);

}

+ o+ o+ o+ o+ A+ A+ A+ 4+

$m nenessage- >bui | d_nmessage() ;

reset ($audi ence) ;

@ - 38,8 +38,15 @@

//Let's build a nessage obj ect using the enmil class
$mi nemessage = new enmil (array(' X-Mailer: osConmerce'));
- /1 add the nessage to the object
$mi menmessage- >add_t ext ($nessage) ;

/1 Build the text version
$text = strip_tags($nmessage);
if (EMAIL_USE HTM. == 'true') {
$m nenessage- >add_ht m ($message, $text);
} else {
$mi menessage- >add_t ext ($nessage) ;

}

+ o+ o+ o+ o+ A+ A+ o+

$m nenmessage- >bui | d_nmessage();
while ($mail = tep_db_fetch_array($mil _query)) {
$m nenessage- >send( $mai | [ ' cust omers_first name' ]

$mai | [' custonmers_emai | _address'], , $from $subject);

(A) (BUG) Improve Saving of Module Parameters

(A) (BUG) Improve Saving of Module Parameters

Importance: Low | Difficulty: Easy

Improve saving of module parameters.
Affected Files

® catalog/admin/modules.php

View Changes Online

catalog/admin/modules.php

$mai | [' custoners_| astnane' ],


http://github.com/osCommerce/oscommerce2/commit/df965c7de4bd66b5c5ca810edd3348093137e0a2

@ -43,6 +43,7 @@
if (tep_not_null ($action)) {
switch ($action) {
case 'save':

+ reset ($HTTP_POST_VARS[ ' configuration']);
while (list($key, $value) = each($HTTP_POST_VARS[' configuration'])) {
tep_db_query(“"update " . TABLE_CONFI GURATION . " set configuration_value ="'" . $val ue
"' where configuration_key ="'" . $key . "'");
}

(AC) (UP) Add Pre-Populated List of Currencies

(AC) (UP) Add Pre-Populated List of Currencies

Importance: Low | Difficulty: Easy

Add a list of pre-populated currencies to choose from when adding new currencies.
Affected Files

catalog/admin/currencies.php
catalog/admin/includes/languages/english.php

catalog/admin/includes/languages/english/currencies.php
catalog/includes/languages/english.php

View Changes Online

. This changeset includes updates to English language definition files. Please perform similar changes to other languages
that are also installed.

catalog/admin/currencies.php

@-109,6 +109,39 @@

"deci mal _places' =>"'2"),
+ "NOK' => array('title =>"'Norwegian Krone', 'code' =>"'NX,

f br eak;

i }

| }

L+

!+ S$currency_select = array('USD => array('title' =>'US. Dollar', 'code' =>'USD,

i 'synbol _left' =>"$", 'synbol _right' =>"'', 'decimal _point' =>"'."', 'thousands_point' =>"' ",
i '"decimal _places' =>"'2"),

o+ "EUR => array('title' => 'Euro', 'code' =>'EUR, 'synbol_left' =>
; "', 'synbol _right' =>"'€, 'decimal _point' =>"'.', 'thousands_point' =>"' ', 'decinal_places' =>
2,

o+ "JPY' => array('title =>'Japanese Yen', 'code' =>"'JPY

f "synbol _left' =>"'¥, 'synbol _right' =>"', "decimal _point' =>"'."', "thousands_point' => ", ",
{ ' decinmal _places' =>"'2'"),

o+ '"GBP' => array('title' => 'Pounds Sterling' , 'code =>"'GBF

i "synbol _left' =>"£, 'synbol _right' =>"'', "decimal_point' =>"'."', 'thousands_point' =>"' ",
: ‘deci mal _places' =>'2"),

o+ "CHF' => array('title' => 'Swiss Franc', 'code' =>'CHF,

i 'synbol _left'" =>"'", "synbol _right' =>"'CHF', 'decimal_point' =>"',', 'thousands_point' =>"."
i 'deciml _places’ =>"'2"),

o+ "AUS' => array('title => "Australian Dollar', 'code' =>"'AUS,

; "synmbol _left' =>"'$", 'synbol _right' =>"'"', 'decimal_point' =>"'."', 'thousands_point' =>", ",
{ 'decimal_places' =>'2")

o+ 'CAD => array('title' =>"'Canadian Dollar', 'code' =>"'CAD

f ‘symbol _left' =>"'$", 'synbol _right' =>"'"', *'decimal_point' =>"'."', 'thousands_point' =>"' ",
i 'decimal _places' =>"'2"),

- '"SEK' => array('title' =>"'Swedish Krona', 'code' =>"'SEK

; "synbol _left' => "', '"synbol _right' => "kr', 'decimal_point' =>"',", 'thousands_point' =>"'.",
: 'decimal _places' =>"'2"),

o+ 'HKD' => array('title' => 'Hong Kong Dol lar', 'code' =>"'HKD

i '"synbol _left" =>"$", 'synbol _right' =>"'", 'decinmal_point' =>".", 'thousands_point' =>",",


http://github.com/osCommerce/oscommerce2/commit/ac551f00524ecdf47368b5af7365685f2580a714

"synbol _left' => "kr', 'synbol _right' =>"'', 'decimal_point' =>"',"', 'thousands_point' =>"'.",
' deci mal _pl aces' =>"'2")

+ '"NZD => array('title' =>"'New Zealand Dollar', 'code' =>"'NzZD ,
"symbol _left' =>"'$", 'synbol _right' =>"'"', 'decimal_point' =>"'."', 'thousands_point' =>",",
" deci mal _pl aces' =>"'2")

+ '"MXN => array('title' =>"'Mexican Peso', 'code' =>"'MXN ,

"synbol _left' =>"'$", 'synbol _right' =>"'', "decimal_point' =>"'."', 'thousands_point' =>"' ",
' deci mal _pl aces' => '2"),

+ 'SGD => array('title' => 'Singapore Dollar', 'code’ =>'SGD
"synbol _left' =>"'$", 'synbol _right' =>"'', 'decimal_point' =>"'."', 'thousands_point' =>"' ",
"deci mal _pl aces' => '2'"),

+ "BRL' => array('title' => 'Brazilian Real', 'code' =>'BRL
"synbol _left' =>"'R$', 'synbol _right' =>"'"', 'decimal_point' =>"',", 'thousands_point' =>"'.",
' deci mal _pl aces' =>"'2")

+ "CNY' => array('title' =>"'Chinese RW', 'code' =>"'CNY

"synbol _left' =>"'", "synbol _right' => "', 'decimal_point' =>"'.', 'thousands_point' =>",",

' deci mal _pl aces' =>"'2")

+ 'CZK => array('title' =>"'Czech Koruna', 'code' =>'CzZK

"synbol _left' =>"'"', "synbol _right' => 'K, 'decimal_point' =>",", '"thousands_point' =>"'.",
"deci mal _pl aces' => '2"),

+ 'DKK' => array('title' => 'Danish Krone', 'code' =>'DKK

"synbol _left' =>"'', 'synbol _right' => "kr', 'decimal_point' =>"',"', 'thousands_point' =>"'.",
"deci mal _pl aces' =>"'2"),

+ "HUF' => array('title' => 'Hungarian Forint', 'code' =>"'HUF
"synbol _left' =>"'", "synbol _right' =>'"Ft', 'decimal _point' =>"'."', 'thousands_point' => "', ",
" deci mal _pl aces' =>"'2")

+ '"ILS => array('title => "lIsraeli New Shekel', 'code' => '"ILS
"synbol _left' =>"'"', "synbol _right' =>"'', 'decimal_point' =>"'.", 'thousands_point' => "' ",

' deci mal _pl aces' => '2"),

+ "INR => array('title' => 'Indian Rupee', 'code' =>"'INR

"synbol _left' =>"'Rs.', 'synbol _right' =>"'', 'decimal_point' =>"'."', 'thousands_point' => "'
"deci mal _pl aces' => '2"),

+ '"MYR => array('title' =>'Mlaysian Ringgit', 'code' =>"'MR,
"synbol _left' =>"'RM, 'synbol _right' =>""', 'decimal _point' =>"'."', 'thousands_point' => ", ",
" deci mal _pl aces' =>"'2")

+ "PHP' => array('title' =>"'Philippine Peso', 'code' =>"'PHFP
"synbol _left' =>"'Php', 'synbol _right' =>"'', "decimal _point' =>"'."', 'thousands_point' =>"' ",
" deci mal _places' =>"'2"),

+ "PLN => array('title' => '"Polish Zloty', 'code' =>"'PLN

"synbol _left' => "', '"synbol _right' =>"'2z', '"decimal_point' =>",", 'thousands_point' =>"'.",
"deci mal _pl aces' => '2'"),

+ '"THB' => array('title' => 'Thai Baht', 'code' =>'THB, 'synbol _left
=> "', 'synbol _right' =>"'', 'decimal _point' =>"'.', 'thousands_point' =>"',', 'decinal_places' =>
12,

+ 'TWD' => array('title' =>"'Taiwan New Dollar', 'code' =>"'TW ,
"synmbol _left' =>'NI$', 'synmbol _right' =>"'', 'decimal_point' =>"'.', 'thousands_point' =>", ",

"deci mal _places' =>"'2"))
+
+ $currency_select_array = array(array('id =>"'', 'text' => TEXT_| NFO_COMMON_CURRENCI ES)) ;
+ foreach ($currency_select as $cs) {
+ if (!'isset($currencies->currencies[$cs['code']])) {
+ $currency_select _array[] = array('id => $cs['code'], "text' =>"'[' . $cs['code'] . ']
$cs['title']);
+ }
+ 0}
?>
<!'doctype htm public "-//WBC//DTD HTM. 4.01 Transitional//EN'>
<htm <?php echo HTM_._PARAMS; ?7>>
@ -123,6 +156,30 @@
<?php require(D R W5_| NCLUDES . 'header.php'); ?>
<!-- header _eof //-->

+<script type="text/javascript">
+var currency_select = new Array();

+<?php

+ foreach ($currency_sel ect_array as $cs) {

+ if (lenpty($cs['id 1)) {

+ echo 'currency_select["" . $cs['id'] . ""] = new Array("

$currency_select[$cs['id ]][' synbol _left'] . ,

$currency_select[$cs['id J]['title"]
" $currency_select[$cs['id ]][' synmbol _right']
$currency_select[$cs['id" ]][" decinul _point'] . ", "
$currency_select[$cs['id ]][' thousands_point'] . '", .
$currency_select[$cs['id ]][' decinal _places'] . "");"' . "\n"
+ }

+ 0}



+7>
+
+f uncti on updat eForn() {

+ var cs = docunent.forns["currencies"].cs[docunment.fornms["currencies"].cs.sel ectedl ndex] . val ue;
+

+ docunent.fornms["currencies"].title.value = currency_select[cs][0];

+ docunent.forns["currencies"].code.val ue = cs;

+ docunent.forns["currencies"].synbol _| eft.value = currency_select[cs][1];

+ docunent.forms["currencies"].synbol _right.value = currency_select[cs][2];

+ docunent.forns["currencies"].decimal _point.value = currency_select[cs][3];

+ docunent.forns["currencies"].thousands_point.value = currency_select[cs][4];
+ docunent.forns["currencies"].decimal _places.value = currency_sel ect[cs][5];
+ docunent.forms["currenci es"].val ue.value = 1;

+}

+</script>

+

<l-- body //-->
<tabl e border="0" width="100% cellspacing="2" cell paddi ng="2">
<tr>
@»-208,6 +265,7 @@

$contents = array('form => tep_draw forn{'currencies', FILENAVE_CURRENCI ES,
$HTTP_GET_VARS[ ' page'] . (isset($cinfo) ? '&ID=" . $clnfo->currencies_id : '")
'&action=insert'));

$content s[] array('text' => TEXT_I NFO_| NSERT_I NTRO);
+ $contents[] = array('text' => '<br> . tep_draw pull_down_nenu('cs',
$currency_sel ect _array, '', 'onchange="updateForn();""'));

$contents[] = array('text' => ‘'<br> . TEXT_I NFO CURRENCY_TI TLE . ' <br>'
tep_draw_input_field('title'));

$contents[] = array('text' => '<br>'" . TEXT_| NFO CURRENCY_CODE . ' <br>'
tep_draw_i nput _fiel d('code'));

' page="



tep_draw_i nput _field('synbol _left'));

$contents[] = array('text' => '<br> . TEXT_I NFO CURRENCY_SYMBOL_LEFT .

" <br>'

@-37,7 +37,7 @»function tep_date_raw $date, $reverse = false) {
define(' HTM._PARAMS' , 'dir="1tr" lang="en""');

/1l charset for web pages and enmils
-define(' CHARSET', 'is0-8859-1");
+define(' CHARSET', 'utf-8");

/] page title
define(' TITLE , 'osCommerce Online Merchant Admi nistration Tool');

@-18,6 +18,7 @@ define(' TABLE_HEADI NG CURRENCY_VALUE' , 'Value');
defi ne(' TABLE_HEADI NG ACTION', 'Action');

+def i ne(' TEXT_I NFO_COMMON_CURRENCI ES', '-- Common Currencies --');
define(' TEXT_I NFO_ CURRENCY_TI TLE', 'Title:");
define(' TEXT_I NFO_CURRENCY_CODE', ' Code:');

define(' TEXT_I NFO_EDI T_I NTRO , 'Please nake any necessary changes');
i define(' TEXT_I NFO CURRENCY_SYMBOL_LEFT', 'Synbol Left:');

@-42,7 +42,7 @@ define(' LANGUAGE_CURRENCY', 'USD );
define(' HTML_PARAMS' , ' di r="LTR" lang="en""');

/1 charset for web pages and emails
-define(' CHARSET', 'iso0-8859-1");
+define(' CHARSET', 'utf-8');

Il page title
define(' TITLE , STORE_NAME);

(A) (SQL) (NEW) Introduce Security Directory Permissions Feature

(A) (SQL) (NEW) Introduce Security Directory Permissions Feature

Introduce new Security Directory Permissions feature to list all directories and show which are writable and which whitelisted directories

should be writable.

Affected Files

catalog/admin/includes/boxes/tools.php
catalog/admin/includes/database_tables.php
catalog/admin/includes/filenames.php
catalog/admin/includes/languages/english.php
catalog/admin/includes/languages/english/sec_dir_permissions.php --- (new file)
catalog/admin/sec_dir_permissions.php --- (new file)

View Changes Online

SQL Queries


https://github.com/osCommerce/oscommerce2/commit/8a9952bd486f55114197663c96b228428e8a26a1

CREATE TABLE sec_directory_whitelist (
idint NOT NULL auto_increnent,
directory varchar(255) NOT NULL,

PRI MARY KEY (i d)
)

! I NSERT I NTO sec_directory_whitelist values (null, '"adm n/backups'); i
i INSERT I NTO sec_directory_whitelist values (null, 'adm n/inmages/graphs'); H
{ INSERT INTO sec_directory_whitelist values (null, 'images');

I NSERT | NTO sec_directory_whitelist values (null, 'images/banners');
I NSERT | NTO sec_directory_whitelist values (null, 'images/dvd');

i
i
i
I NSERT | NTO sec_directory_whitelist values (null, 'inmages/gt_interactive');
I NSERT | NTO sec_directory_whitelist values (null, 'inmages/hew ett_packard');
I NSERT | NTO sec_directory_whitelist values (null, 'inmages/matrox');

I NSERT | NTO sec_directory_whitelist values (null, 'inmages/mcrosoft');

I NSERT | NTO sec_directory_whitelist values (null, '"images/sierra');

I NSERT | NTO sec_directory_whitelist values (null, "includes/work');

I NSERT | NTO sec_directory_whitelist values (null, 'pub');

‘1, This changeset includes updates to English language definition files. Please perform similar changes to other languages
that are also installed.

catalog/admin/includes/boxes/tools.php

@-28,6 +28,7 @@

| "<a href="' . tep_href_link(FILENAVE FILE MANAGER) . '" class= |
! "menuBoxContent Link">' . BOX_TOOLS_FILE_MANAGER . ' </ a><br>" ;
: "<a href="" . tep_href_link(FILENAVE_MAIL) . "" class= :
! "menuBoxContent Li nk">' . BOX_TOOLS MAIL . '</a><br>'
i "<a href="" . tep_href_|ink(Fl LENAVE NEWSLETTERS) . '" class= f
! "nmenuBoxContent Li nk">'" . BOX_TOOLS NEWSLETTER MANAGER . ' </a><br>' . '
[ "<a href="" . tep_href_|ink(FILENAVE SEC DIR PERM SSIONS) . '" |
i class="nenuBoxCont ent Li nk">" . BOX_TOOLS SEC DI R_PERM SSIONS . ' </ a><br>' i
: '<a href="" . tep_href_|ink(FILENAVE_SERVER INFO) . '" class= i
i "menuBoxCont ent Li nk">" . BOX_TOCLS_SERVER | NFO . ' </ a><br>' H
i '<a href="" . tep_href _Iink(FI LENAVE_ WHOS ONLINE) . '" cl ass= !
i "menuBoxCont ent Li nk">" . BOX_TOOLS_WHOS_ONLINE . '</a>"); i
o i
catalog/admin/includes/database_tables.php

i @®-48,6 +48,7 @@ :
define(' TABLE_PRODUCTS_TO CATEGORI ES', 'products_to_categories');
define(' TABLE_REVIEWS , 'reviews');
: define(' TABLE_REVI EN5_DESCRI PTION' , 'reviews_description'); i
+ define(' TABLE_SEC DI RECTORY_WH TELI ST', 'sec_directory_whitelist');
def i ne(' TABLE_SESSI ONS', ' sessions');
= define(' TABLE_SPECIALS , 'specials'); :
5 define(' TABLE_TAX_CLASS', 'tax_class'); i

@@- 40,6 +40,7 @@ E
define(' FI LENAVME_PRODUCTS_ATTRI BUTES', 'products_attributes. php');
def i ne(' FI LENAME_PRODUCTS_EXPECTED , ' products_expect ed. php');
define(’ FI LENAVE_REVI EWS' , 'reviews. php'); i

+ define(' FI LENAME_SEC DI R PERM SSI ONS', 'sec_dir_perm ssions. php');
define(' FI LENAVE_SERVER | NFO , 'server_info.php');
define(' FI LENAME_SHI PPI NG_MODULES', ' shi ppi ng_nodul es. php'); :
define(' FI LENAME_SPECI ALS', 'speci al s. php'); i

catalog/admin/includes/languages/english.php



@ -105,6 +105,7 @@ define(' BOX_TOOLS DEFI NE_LANGUAGE', 'Define Languages');
define(' BOX_TOOLS FI LE MANAGER , 'File Manager');
define(' BOX_TOOLS MAIL', 'Send Enmil');
define(' BOX_TOOLS NEWSLETTER MANAGER , ' Newsl etter Manager');

+define(' BOX_TOOLS_SEC DI R PERM SSI ONS', 'Security Directory Perm ssions');
define(' BOX_TOOLS_SERVER I NFO , 'Server Info');
define(' BOX_TOOLS WHOS ONLINE', "Wiol's Online');

catalog/admin/includes/languages/english/sec_dir_permissions.php --- (new file)

@ This is a new file. (Download File)

catalog/admin/sec_dir_permissions.php --- (new file)

@ This is a new file. (Download File)

(AC) (SQL) (NEW) Introduce Action Recorder Feature

(AC) (SQL) (NEW) Introduce Action Recorder Feature

Importance: Medium | Difficulty: Hard
Introduce new modular Action Recorder feature to log certain actions. This includes the following action recorder modules:

® Contact Us
® Tell a Friend
® Administration Tool Login

Affected Files

catalog/admin/action_recorder.php --- (new file)

catalog/admin/includes/application_top.php

catalog/admin/includes/boxes/modules.php

catalog/admin/includes/boxes/tools.php

catalog/admin/includes/classes/action_recorder.php --- (new file)
catalog/admin/includes/database_tables.php

catalog/admin/includes/filenames.php

catalog/admin/includes/languages/english.php
catalog/admin/includes/languages/english/action_recorder.php --- (new file)
catalog/admin/includes/languages/english/login.php
catalog/admin/includes/languages/english/modules.php
catalog/admin/includes/languages/english/modules/index/admin_logins.php --- (new file)
catalog/admin/includes/modules/index/admin_logins.php --- (new file)
catalog/admin/login.php

catalog/admin/modules.php

catalog/contact_us.php

catalog/includes/application_top.php

catalog/includes/classes/action_recorder.php --- (new file)
catalog/includes/database_tables.php

catalog/includes/languages/english/contact_us.php
catalog/includes/languages/english/modules/action_recorder/ar_admin_login.php --- (new file)
catalog/includes/languages/english/modules/action_recorder/ar_contact_us.php --- (new file)
catalog/includes/languages/english/modules/action_recorder/ar_tell_a_friend.php --- (new file)
catalog/includes/languages/english/tell_a_friend.php
catalog/includes/modules/action_recorder/ar_admin_login.php --- (new file)
catalog/includes/modules/action_recorder/ar_contact_us.php --- (new file)
catalog/includes/modules/action_recorder/ar_tell_a_friend.php --- (new file)
catalog/tell_a_friend.php

View Changes Online

SQL Queries


http://github.com/osCommerce/oscommerce2/raw/b1c344ca6d749c01f83795a55331dccdc5a1df62/catalog/admin/includes/languages/english/sec_dir_permissions.php
http://github.com/osCommerce/oscommerce2/raw/b1c344ca6d749c01f83795a55331dccdc5a1df62/catalog/admin/sec_dir_permissions.php
https://github.com/osCommerce/oscommerce2/commit/f059961540d966d6cd2370b62bb1bff69ec22901

CREATE TABLE action_recorder (

idint NOT NULL auto_increnent,

nodul e var char (255) NOT NULL,

user_id int,

user _nane var char (255),

identifier varchar(255) NOT NULL,

success char (1),

dat e_added datetine NOT NULL,

PRI MARY KEY (id),

KEY idx_action_recorder_nodul e (nodul e),

KEY idx_action_recorder_user_id (user_id),

KEY idx_action_recorder_identifier (identifier),

KEY idx_action_recorder_date_added (date_added)
)

I NSERT | NTO configuration (configuration_title, configuration_key, configuration_val ue,
configuration_description, configuration_group_id, sort_order, date_added) VALUES ('Installed
Modul es', ' MODULE_ACTI ON_RECORDER | NSTALLED' ,

"ar_adm n_Il ogi n. php; ar_cont act _us. php;ar_tell_a friend. php', 'List of action recorder nodule
filenanes separated by a semi -colon. This is automatically updated. No need to edit.', '6', '0',
now());

I NSERT | NTO configuration (configuration_title, configuration_key, configuration_val ue,
configuration_description, configuration_group_id, sort_order, date_added) VALUES ('M ni num

M nutes Per E-Mail', ' MODULE_ACTI ON_RECORDER CONTACT_US_EMAI L_M NUTES', '15', 'M ni mum nunber of
mnutes to allow 1 e-mail to be sent (eg, 15 for 1 e-mail every 15 minutes)', '6', '0', now());

I NSERT | NTO configuration (configuration_title, configuration_key, configuration_val ue,
configuration_description, configuration_group_id, sort_order, date_added) VALUES ('M ni mum

M nutes Per E-Mail', ' MODULE_ACTI ON_RECORDER TELL_A FRI END EMAI L_M NUTES', '15', 'M ni num nunber
of minutes to allow 1 e-mail to be sent (eg, 15 for 1 e-nmil every 15 minutes)', '6', "0, now));
I NSERT | NTO configuration (configuration_title, configuration_key, configuration_val ue,
configuration_description, configuration_group_id, sort_order, date_added) VALUES ('Allowed

M nutes', ' MODULE_ACTI ON_RECORDER ADM N_LOG N_M NUTES', '5', 'Nunber of mnutes to allow login
attenpts to occur.', '"6', "0, now());

I NSERT | NTO configuration (configuration_title, configuration_key, configuration_val ue,
configuration_description, configuration_group_id, sort_order, date_added) VALUES ('All owed
Attenpts', ' MODULE_ACTI ON_RECORDER ADM N_LOG N _ATTEMPTS', '3', 'Nunber of login attenpts to allow
within the specified period.', '6', "0, now));

1, This changeset includes updates to English language definition files. Please perform similar changes to other languages
that are also installed.

catalog/admin/action_recorder.php --- (new file)

& Thisis anew file. (Download File)

catalog/admin/includes/application_top.php

@-199,6 +199,9 @@
/1 file uploading class
requi re(DI R_.W5_CLASSES . 'upl oad. php');

i +// action recorder
+ require(Dl R W5 _CLASSES . 'action_recorder.php');
Lo+ H
i/l calculate cat egory path ;
©if (isset($HTTP_GET_VARS['cPath'])) { :
: $cPath = $HTTP_GET_VARS[' cPath']; H

catalog/admin/includes/boxes/modules.php


http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/admin/action_recorder.php

@@-23,7 +23,8 @@
if ($selected_box == 'nodules') {

$box = new box;

@ - 18,10 +18,11 @@
$contents = array();

$headi ng[] = array('text’
- "link'

$contents[] = array('text' =>'<a href="" tep_href _|ink(FI LENAVE_MODULES, ' set=paynent',

i " NONSSL') cl ass="nenuBoxCont ent Li nk">' BOX_MODULES_PAYMENT . ' </a><br>'

| "<a href="' . tep_href_link(FI LENAVE MODULES, 'set=shi pping',
"NONSSL') . '" class="nmenuBoxCont ent Li nk">' BOX_MODULES_SHI PPI NG . ' </ a><br>'

po- '<a href="" tep_href _Ii nk(FI LENAME_MODULES,
"set=ordertotal', "NONSSL') . '" class="nenuBoxContent Li nk">' BOX_MODULES_ORDER TOTAL . '</a>'");
+ '<a href="" tep_href _Ii nk(FI LENAME_MODULES,

i 'set=ordertotal', '"NONSSL') . '" class="nenuBoxContentLink">' BOX_MODULES_ORDER _TOTAL .

<l a><br>'

+ '<a href="" tep_href _|ink(FlI LENAVE_MODULES,

i 'set=actionrecorder', 'NONSSL') cl ass="nmenuBoxCont ent Li nk" > BOX_MODULES_ACTI ON_RECORDER .
L o<lax);

i }

=> BOX_HEADI NG TOOLS,

+ "l'ink'

=> tep_href | ink(Fl LENAVE BACKUP,

'sel ected_box=tools'));

=> tep_href | ink(FI LENAVE ACTI ON RECORDER,

' sel ect ed_box=tools'));

if ($selected_box == 'tools') {

- $contents[] = array('text' =>"'<a href="" tep_href _Iink(FI LENAME_BACKUP) . '" class=
' </ a><br>'

+ $contents[] = array('text' =>"'<a href="" tep_href _|ink( FI LENAME_ACTI ON_RECORDER)
cl ass="nmenuBoxCont ent Li nk" > BOX_TOOLS_ACTI ON_RECORDER . ' </ a><br>'
+ '<a href="" tep_href _Ii nk( FI LENAVE_BACKUP) cl ass=
"menuBoxCont ent Li nk">' BOX_TOOLS_BACKUP . ' </a><br>'

"<a href="" tep_href _|ink(Fl LENAVE_BANNER_MANAGER) . ' "
cl ass="nenuBoxCont ent Li nk">" . BOX_TOOLS BANNER _NMANAGER . ' </a><br>'

'<a href="" tep_href _Iink(FILENAME_CACHE) . '" class=
"menuBoxCont ent Li nk">" . BOX_TOOLS CACHE . '</a><br>'

'<a href="" tep_href_Iink(FI LENAVE_DEFI NE_LANGUAGE) . '"

' </ a><br >

"menuBoxCont ent Li nk">" . BOX_TOOLS_BACKUP .
' class="nenuBoxCont ent Li nk">" . BOX_TOOLS DEFI NE_LANGUAGE .

catalog/admin/includes/classes/action_recorder.php --- (new file)

@ Thisis a new file. (Download File)

catalog/admin/includes/database_tables.php

@-11,6 +11,7 @@
*/

+ define(' TABLE_ACTI ON_RECORDER , 'action_recorder');
define(' TABLE_ADDRESS BOXK', 'address_book');
defi ne(' TABLE_ADDRESS FORMAT' ,
define(' TABLE_ADM NI STRATORS' ,

'address_format');

/1 define the database table names used in the project
5 "administrators');

catalog/admin/includes/filenames.php


http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/admin/includes/classes/action_recorder.php

@-11,6 +11,7 @@
*/

/1 define the filenanmes used in the project
+ define(' FI LENAME_ACTI ON_RECORDER , 'action_recorder. php');
define(' FI LENAME_ADM NI STRATCORS', 'administrators. php');
define(' FI LENAME_BACKUP' , 'backup. php');
defi ne(' FI LENAME_BANNER _MANAGER , ' banner_manager. php');

@-67,6 +67,7 @@ define(' BOX_HEADI NG MODULES', ' Modul es');
defi ne(' BOX_MODULES_PAYMENT', ' Paynent');
define(' BOX_MODULES_SHI PPI NG , ' Shipping');
define(' BOX_MODULES ORDER TOTAL', 'Order Total');

+def i ne(' BOX_MODULES_ACTI ON_RECORDER , 'Action Recorder');

/] categories box text in includes/boxes/catalog.php
define(' BOX_HEADI NG CATALOG , 'Catalog');
@-98,6 +99,7 @@ define(' BOX_REPORTS _ORDERS_TOTAL', ' Custoner

/1 tools text in includes/boxes/tools.php

defi ne(' BOX_HEADI NG TOOLS' , 'Tools');

+def i ne(' BOX_TOCOLS_ACTI ON_RECORDER , 'Action Recorder');
define(' BOX_TOOLS BACKUP', 'Database Backup');
define(' BOX_TOOLS BANNER MANAGER , ' Banner Manager');

Orders-Total ') ;

@@-263,6 +265, 7 @@ define(' TEXT DI SPLAY NUMBER OF BANNERS , ' Di spl ayi ng <b>%l</b> to <b>%l</b>

(of

define(' TEXT_DI SPLAY_NUVBER OF COUNTRI ES', 'Displaying <b>%l</b> to <b>%l</b> (of <b>%d</b>

countries)');

define(' TEXT_DI SPLAY_NUMBER OF CUSTOVERS', ' Displ ayi ng <b>%l</b> to <b>%l</b> (of <b>%d</b>

custoners)');

def i ne(* TEXT_DI SPLAY_NUMBER OF CURRENCI ES' , ' Di spl ayi ng <b>%l</b> to <b>%l</ b> (of <b>%l</b>

currencies)');

+def i ne(' TEXT_DI SPLAY_NUMBER _OF_ENTRI ES', ' Di spl ayi ng <b>%l</b> to <b>%l</b> (of <b>%d</b>

entries)');

defi ne(' TEXT_DI SPLAY_NUMBER_OF LANGUAGES' , 'Displaying <b>%l</b> to <b>%l</b> (of <b>%d</b>

| anguages) ') ;

define(' TEXT_DI SPLAY_NUMBER OF MANUFACTURERS', ' Displ ayi ng <b>%l</b> to <b>%l</b> (of <b>%l</b>

manuf acturers)');

def i ne(' TEXT_DI SPLAY_NUMBER OF_NEVBLETTERS' , ' Di spl ayi ng <b>%l</ b> to <b>%l</b> (of <b>%l</b>

define(' BOX_TOOLS CACHE', 'Cache Control');
! newsletters)');

catalog/admin/includes/languages/english/action_recorder.php --- (new file)

@ This is a new file. (Download File)

catalog/admin/includes/languages/english/login.php

@-21,4 +21,6 @ define(' ERROR | NVALI D_ADM NI STRATOR , 'Error:

define(' BUTTON.LOG N, 'Login');

define(' BUTTON _CREATE_ADM NI STRATOR , 'Create Adm nistrator');
+
+def i ne(' ERROR_ACTI ON_RECORDER , 'Error: The naxi mum nunber of
Pl ease try again in % mnutes.');

Invalid adm nistrator login attenp

login attenpts has been reached.

catalog/admin/includes/languages/english/modules.php


http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/admin/includes/languages/english/action_recorder.php

@@-13,6 +13,7 @@ E
defi ne(' HEADI NG _TI TLE_MODULES_PAYMENT' , ' Paynent Modul es');
defi ne(' HEADI NG_TI TLE_MODULES_SHI PPI NG , ' Shi ppi ng Modul es');
defi ne(' HEADI NG_TI TLE_MODULES_ORDER _TOTAL', 'Order Total Mddules'); i

+def i ne(' HEADI NG_TI TLE_MODULES_ACTI ON_RECORDER , ' Action Recorder Mdul es');

defi ne(' TABLE_HEADI NG MODULES' , ' Mbdul es');
define(' TABLE_HEADI NG SORT _ORDER , 'Sort Order');

catalog/admin/includes/languages/english/modules/index/admin_logins.php --- (new file)

@ This is a new file. (Download File)

catalog/admin/includes/modules/index/admin_logins.php --- (new file)

& Thisis a new file. (Download File)

catalog/admin/login.php


http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/admin/includes/languages/english/modules/index/admin_logins.php
http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/admin/includes/modules/index/admin_logins.php

@ - 33,35 +33,46 @@
$password = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' password']);

}
- $check_query = tep_db_query("select id, user_nane, user_password from"
TABLE_ADM NI STRATORS . " where user_nane = '" . tep_db_input($usernanme) . "'");
+ $acti onRecorder = new acti onRecorder Adm n(' ar_admin_login', null, $usernane);

- if (tep_db_numrows($check_query) == 1) {
- $check = tep_db_fetch_array($check_query);

+ if ($actionRecorder->canPerforn()) {
+ $check_query = tep_db_query("select id, user_nane, user_password from"
TABLE_ADM NI STRATORS . " where user_nane = '" . tep_db_i nput($usernane) . "'");

- if (tep_validate_password($password, $check['user_password'])) {
- tep_session_register('admn');

+ if (tep_db_numrows($check_query) == 1) {

+ $check = tep_db_fetch_array($check_query);

- $admin = array('id => $check['id'],

- ‘usernane' => $check[' user_name']);

+ if (tep_validate_password($password, $check['user_password' ])) {
+ tep_session_register('adnmn');

- if (tep_session_is_registered('redirect_origin')) {
- $page = $redirect_origin[' page'];

- $get _string = '";

+ $adnmin = array('id => $check['id'],

+ ‘usernane' => $check[' user_nane']);

if (function_exists('http_build_query')) {
$get _string = http_build_query($redirect_origin['get']);
}
$acti onRecorder->_user_id = $admn['id];
$acti onRecorder->record();

if (tep_session_is_registered('redirect_origin')) {
$page = $redirect_origin[' page'];

$get _string = '";

if (function_exists('http_build_query')) {
$get _string = http_build_query($redirect_origin['get']);
}

+ 4+ 4 A+ A+

- tep_session_unregister('redirect_origin');
+ tep_session_unregister('redirect_origin);

- tep_redirect(tep_href_link($page, $get_string));
- } else {
- tep_redirect(tep_href_Iink(Fl LENAVE_DEFAULT));
tep_redirect(tep_href_link($page, $get_string));
} else {
tep_redirect(tep_href_link(Fl LENAVE_DEFAULT));

}

+ 4+ 4+

}
}

$messageSt ack- >add( ERROR_| NVALI D_ADM NI STRATOR, 'error');
} else {
+ $nmessageSt ack- >add( spri nt f (ERROR_ACTI ON_RECORDER,
(defined(' MODULE_ACTI ON_RECORDER ADM N_LOG N_M NUTES') ? (int
) MODULE_ACTI ON_RECORDER_ADM N_LOG N_M NUTES : 5)));

+ + +

}
- $messageSt ack- >add( ERROR_| NVALI D_ADM NI STRATOR, 'error');
+ $acti onRecorder->record(false);

br eak;

catalog/admin/modules.php



+ 4+ 4+ 4+ 4+ o+

@@-28,6 +28,12 @@

$nodul e_key = ' MODULE_ORDER TOTAL_| NSTALLED ;
define(' HEADI NG_TI TLE', HEADI NG _TI TLE_MODULES_ORDER_TOTAL) ;
br eak;

case 'actionrecorder':

$nodul e_type = "action_recorder’;

$nodul e_directory = DIR_FS _CATALOG MODULES . 'action_recorder/";

$nodul e_key = ' MODULE_ACTI ON_RECORDER | NSTALLED ;
define(' HEADI NG _TI TLE', HEADI NG _TI TLE_MODULES_ACTI ON_RECORDER) ;
br eak;

case 'paynent':
defaul t:

$nodul e_type = ' paynent';

+
+

+

+ o+ o+ o+ o+

+
+
+
+

+

+
+
+
+

@-14,21 +14,35 @@

requi re(DI R W5_LANGUAGES . $language . '/' . FILENAME_CONTACT_US);

$error
if (isset($HTTP_GET_VARS['action']) && ($HTTP_GET_VARS['action'] == 'send') &&
i sset ($HTTP_POST_VARS['formi d']) && ($HTTP_POST_VARS['form d'] == $sessi ontoken)) {

}

= fal se;

$error = fal se;

$nane = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' nane']);
$emui | _address = tep_db_prepare_i nput ($HTTP_POST_VARS[ ' emmi | ' ]);
$enquiry = tep_db_prepare_input ($HTTP_POST_VARS[ ' enquiry']);

if (tep_validate_enail ($email _address)) {

tep_redirect(tep_href _Iink(Fl LENAME_CONTACT_US,

tep_mai | (STORE_OMER, STORE_OWNER EMAI L_ADDRESS, EMAI L_SUBJECT, $enquiry, $nane,
$emai | _address);

} else {

if

}

('tep_validate_emil ($emuil _address)) {
$error = true;

$messageSt ack- >add(' contact', ENTRY_EMAI L_ADDRESS CHECK_ERROR);

$acti onRecorder = new acti onRecorder('ar_contact_us',

tep_session_is_registered(' customer_id') ? $custoner_id : null), $nane);

if (!$actionRecorder->canPerform()) {

}

$error = true;
$acti onRecor der->record(fal se);
$messageSt ack- >add(' contact', sprintf( ERROR_ACTI ON_RECORDER,

(def i ned(' MODULE_ACTI ON_RECORDER CONTACT _US EMAI L_M NUTES') ? (i nt
) MODULE_ACTI ON_RECORDER_CONTACT_US_EMAI L_M NUTES : 15)));

if ($error == false) {

}

tep_redirect(tep_href_link(Fl LENAME_CONTACT_US,

t ep_mai | (STORE_OWNER, STORE_OWNER EMAI L_ADDRESS, EMAI L_SUBJECT, $enquiry,
$emai | _address);

$acti onRecor der->record();

$br eadcr unb- >add( NAVBAR_TI TLE, tep_href _| i nk( FI LENAME_CONTACT_US)) ;

'action=success'));

"action=success'));

catalog/includes/application_top.php



@-298,6 +298,9 @@
}

$navi gat i on- >add_current _page();

+ include('includes/classes/action_recorder.php');
+

/1 Shopping cart actions
if (isset($HTTP_GET_VARS['action'])) {

+// action recorder
i/l redirect the custonmer to a friendly cookie-nust-be-enabl ed page if cookies are disabled :

catalog/includes/classes/action_recorder.php --- (new file)

@ This is a new file. (Download File)

catalog/includes/database_tables.php

+ define(' TABLE_ACTI ON_RECORDER , 'action_recorder');
define(' TABLE_ADDRESS BOOK', 'address_book');
defi ne(' TABLE_ADDRESS_FORMAT', 'address_fornmat');

/1 define the database table nanmes used in the project
define(' TABLE_ADM NI STRATORS', 'adm nistrators'); 5

@-18,4 +18,6 @@ define(' EMAIL_SUBJECT', 'Enquiry from' . STORE_NAME);
define(' ENTRY_NAME' , 'Full Nane:'); ;
define(' ENTRY_EMAIL', 'E-Mail Address:');

define(' ENTRY_ENQUIRY', 'Enquiry:');

+def i ne(' ERROR_ACTI ON_RECORDER , 'Error: An enquiry has already been sent. Please try again in %
mnutes.');

catalog/includes/languages/english/modules/action_recorder/ar_admin_login.php --- (new file)

@ This is a new file. (Download File)

catalog/includes/languages/english/modules/action_recorder/ar_contact_us.php --- (new file)

@ This is a new file. (Download File)

catalog/includes/languages/english/modules/action_recorder/ar_tell_a_friend.php --- (new file)

@ Thisis a new file. (Download File)

catalog/includes/languages/english/tell_a_friend.php


http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/includes/classes/action_recorder.php
http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/includes/languages/english/modules/action_recorder/ar_admin_login.php
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http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/includes/languages/english/modules/action_recorder/ar_tell_a_friend.php

@-34,4 +34,5 @ define(' ERROR_TO NAME', 'Error: Your friends nane nust not be enpty.');
define(' ERROR_TO ADDRESS', 'Error: Your friends e-neil address nust be a valid e-mail address.');
define(' ERROR_FROM NAVE', 'Error: Your nane nust not be enpty.');
define(' ERROR_FROM ADDRESS', 'Error: Your e-nmil address nust be a valid e-nmail address.');
+def i ne(' ERROR_ACTI ON_RECORDER , 'Error: An e-nmail has already been sent. Please try again in %
mnutes.');

catalog/includes/modules/action_recorder/ar_admin_login.php --- (new file)

@ This is a new file. (Download File)

catalog/includes/modules/action_recorder/ar_contact_us.php --- (new file)

@ This is a new file. (Download File)

catalog/includes/modules/action_recorder/ar_tell_a_friend.php --- (new file)

@ Thisis a new file. (Download File)

catalog/tell_a_friend.php

@ -66,6 +66,15 @@
$mressageSt ack- >add(' friend' , ERROR TO ADDRESS);

}
+ $acti onRecorder = new actionRecorder('ar_tell_a_friend',
(tep_session_is_registered('custoner_id' ) ? $customer_id : null), $fromnane);
+ if (!$actionRecorder->canPerform()) {
+ $error = true;
+
+ $acti onRecor der->record(fal se);
+
+ $messageSt ack- >add(' friend', sprintf(ERROR_ACTI ON_RECORDER,

(defi ned(' MODULE_ACTI ON_RECORDER TELL_A FRIEND EMAI L_M NUTES') ? (int
) MODULE_ACTI ON_RECORDER TELL_A FRI END_EMAI L_M NUTES : 15)));
+ )
+
if ($error == false) {
$emai | _subj ect = sprintf(TEXT_EMAI L_SUBJECT, $from nanme, STORE_NAME);
$emai | _body = sprintf(TEXT_EMAIL_I NTRO, $to_nane, $from nane,
$product _i nfo[' products_nane'], STORE_NAME) . "\n\n";
@-79,6 +88,8 @@

tep_mail ($to_nane, $to_enmil _address, $enmil _subject, $enmil _body, $from nane,
$f rom emai | _address);

+ $acti onRecorder->record();
+

$nmessageSt ack- >add_sessi on(' header', sprintf ( TEXT_EMAI L_SUCCESSFUL_SENT,
$product _i nfo[' products_nane'], tep_output_string_protected($to_nane)), 'success');

tep_redirect(tep_href _Iink(Fl LENAME_PRODUCT_I NFO, 'products_id=" . (int
) $HTTP_GET_VARS| ' products_id']));

(AC) (UP) Cleanup Language Definitions

(AC) (UP) Cleanup Language Definitions

Importance: Low | Difficulty: Easy


http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/includes/modules/action_recorder/ar_admin_login.php
http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/includes/modules/action_recorder/ar_contact_us.php
http://github.com/osCommerce/oscommerce2/raw/6060743cdce6df045b77cb93259c1ce9776cea43/catalog/includes/modules/action_recorder/ar_tell_a_friend.php

Cleanup language definitions.
Affected Files
® catalog/admin/customers.php

® catalog/admin/includes/languages/english.php
® catalog/includes/languages/english.php

View Changes Online

catalog/admin/customers.php

@-482,11 +482,7 @ function check_forn() {
<td class="nmin">

<?php
if ($error == true) {
- if ($entry_conpany_error == true) {
- echo tep_draw i nput_field('entry_conpany', $clnfo->entry_conpany, 'nexlength="32"")
" &bsp; ' . ENTRY_COWPANY_ERROR;
- } else {
- echo $clnfo->entry_conpany . tep_draw hidden_field('entry_conpany');
- }
+ echo $clnfo->entry_conpany . tep_draw_hidden_field('entry_conpany');
} else {

; echo tep_draw i nput_field('entry_conmpany', $clnfo->entry_conpany, 'nmaxlength="32"");

s } s
| @@-528,11 +524,7 @@function check_forn() {

: <td class="nain"> i
. <?php f
: if ($error == true) { :
- if ($entry_suburb_error == true) { i
P echo tep_draw i nput_field('suburb', $clnfo->entry_suburb, 'maxlength="32"") . '&nbsp;" i
! ENTRY_SUBURB_ERROR; i
P } else { |
bo- echo $clnfo->entry_suburb . tep_draw hidden_field('entry_suburb'); H
; + echo $clnfo->entry_suburb . tep_draw hidden_field('entry_suburb'); ;
| } else { ;
; echo tep_draw i nput_field('entry_suburb', $clnfo->entry_suburb, 'maxlength="32"");

catalog/admin/includes/languages/english.php


https://github.com/osCommerce/oscommerce2/commit/c19e73420a97dbb790852c8c110650bc58fc6e01

@-169, 11 +169,9 @@ defi ne(' ENTRY_EMAI L_ADDRESS ERROR , ' &nbsp; <span class="errorText">mn '
| ENTRY ;
define(' ENTRY_EMAI L_ADDRESS CHECK_ERROR , ' &nbsp; <span cl ass="error Text">The enni| address
! doesn\'t appear to be valid!</span>'); :
define(' ENTRY_EMAI L_ADDRESS_ERROR _EXI STS', ' &nbsp; <span class="error Text">This emai| address
al ready exists!</span>');
i define(' ENTRY_COVPANY' , ' Conpany nane:'); :
i -define(’ ENTRY_COMPANY ERROR , ''): 5
 define(' ENTRY_STREET_ADDRESS' , 'Street Address:'); i
i define(' ENTRY_STREET_ADDRESS ERROR , ' &nbsp; <span class="errorText">nmin ' :
i\ ENTRY_STREET_ADDRESS_M N_LENGTH . ' chars</span>'); :
:define(' ENTRY_SUBURB', ' Suburb:"'); :
i -define(' ENTRY_SUBURB_ERROR , ''); i
| define(" ENTRY_PCST_CODE , ' Post Code:'); E
defi ne(' ENTRY_POST_CODE_ERROR , ' &nbsp; <span class="errorText">mn ' . ENTRY_POSTCODE_M N_LENGTH
: ' chars</span>'); :
. define(’ ENTRY.OITY', "Gty:'); i
| @®@-181, 15 +179, 13 @@define(' ENTRY_CI TY_ERROR , ' &nbsp; <span class="errorText">nin ' . :
{ ENTRY_CITY.MN 5
: define(' ENTRY_STATE', 'State:'); i
i define(' ENTRY_STATE ERROR , ' &nbsp; <span cl ass="error Text">requi red</ span>'); :
i define(' ENTRY_COUNTRY', 'Country:'); !
i -define(’ ENTRY_COUNTRY_ERROR , ''); :
. +define(' ENTRY_COUNTRY_ERROR , 'You nust select a country fromthe Countries pull down menu.'); :
defi ne(' ENTRY_TELEPHONE_NUMBER , ' Tel ephone Number:');
! define(’ ENTRY_TELEPHONE_NUMBER ERROR , ' &nbsp; <span cl ass="error Text">mn ' ;
! ENTRY_TELEPHONE_M N_LENGTH . ' chars</span>'); :
define(' ENTRY_FAX_NUMBER , 'Fax Nunber:');
i -define(’ ENTRY_FAX_NUMBER ERRCR , ''); f
i define(' ENTRY_NEWSLETTER , 'Newsletter:'); :
[ defi ne(' ENTRY_NEWSLETTER YES', ' Subscribed'); i
:  define(' ENTRY_NEWSLETTER NO, 'Unsubscribed'); 5
i -define(' ENTRY_NEWSLETTER ERROR , ''); :

/1 i mages
define(' | MAGE_ANI _SEND EMAI L', ' Sending E-Mail"');

catalog/includes/languages/english.php



@-160,7 +160,6 @@ define(' CATEGORY_OPTIONS', ' Options');
defi ne(' CATEGORY_PASSWORD , ' Your Password');

defi ne(' ENTRY_COMPANY' , ' Conpany Name:');
-define(' ENTRY_COWANY_ERROR , '');
define(' ENTRY_COVPANY_TEXT', '');
define(' ENTRY_CGENDER , 'Gender:');
define(' ENTRY_CGENDER_ERROR , ' Pl ease sel ect your Gender.');
@»-183,7 +182,6 @@define(' ENTRY_STREET_ADDRESS', 'Street Address:');
define(' ENTRY_STREET_ADDRESS ERROR , 'Your Street Address nust contain a mninmm of '
ENTRY_STREET_ADDRESS_M N_LENGTH . ' characters.');
define(' ENTRY_STREET_ADDRESS TEXT', '*');
define(' ENTRY_SUBURB', ' Suburb:');
-define(' ENTRY_SUBURB_ERROR , '');
define(' ENTRY_SUBURB_TEXT', '');
define(' ENTRY_POST_CODE', 'Post Code:');
define(' ENTRY_POST_CODE_ERROR' , ' Your Post Code must contain a m ni mum of
ENTRY_POSTCODE_M N_LENGTH . ' characters.');
@ - 202,13 +200, 11 @@ defi ne(' ENTRY_TELEPHONE_NUMBER , ' Tel ephone Nunber:');
defi ne(' ENTRY_TELEPHONE_NUMBER ERRCR , ' Your Tel ephone Nunber must contain a m ni mum of
ENTRY_TELEPHONE_M N_LENGTH . ' characters.');
defi ne(' ENTRY_TELEPHONE_NUMBER_TEXT', '*');
defi ne(' ENTRY_FAX_NUMBER , 'Fax Number:');
-define(' ENTRY_FAX_NUMBER ERROR , '');

define(' ENTRY_FAX_NUMBER TEXT', '');
define(' ENTRY_NEWSLETTER , 'Newsletter:');
define(' ENTRY_NEWSLETTER TEXT', '');

define(' ENTRY_NEWSLETTER YES' , ' Subscri bed');

define(' ENTRY_NEWSLETTER NO , ' Unsubscribed');
-define(' ENTRY_NEWBLETTER ERROR , '');

define(' ENTRY_PASSWORD , ' Password:');

define(' ENTRY_PASSWORD ERROR , ' Your Password nust contain a mni mum of
ENTRY_PASSWORD M N_LENGTH . ' characters.');

define(' ENTRY_PASSWORD ERROR NOT_MATCHI NG , ' The Password Confirmation nmust match your
Password.');

(AC) (NEW) Move Installation Checks to New Security Checks Modules

(AC) (NEW) Move Installation Checks to New Security Checks Modules

Importance: Medium | Difficulty: Easy

Move installation checks to new Security Checks modules. Installation messages shown on the Catalog side have been moved to the
Administration Tool Index Summary page.

Affected Files

catalog/admin/images/ms_error.png --- (new file)

catalog/admin/images/ms_error_bg.png --- (new file)

catalog/admin/images/ms_info.png --- (new file)

catalog/admin/images/ms_info_bg.png --- (new file)

catalog/admin/images/ms_success.png --- (new file)

catalog/admin/images/ms_success_bg.png --- (new file)

catalog/admin/images/ms_warning.png --- (new file)

catalog/admin/images/ms_warning_bg.png --- (new file)

catalog/admin/includes/application_top.php

catalog/admin/includes/configure.php

catalog/admin/includes/languages/english.php
catalog/admin/includes/languages/english/modules/index/security_checks.php --- (new file)
catalog/admin/includes/languages/english/modules/security _check/config_file_catalog.php --- (new file)
catalog/admin/includes/languages/english/modules/security_check/default_currency.php --- (new file)
catalog/admin/includes/languages/english/modules/security_check/default_language.php --- (new file)
catalog/admin/includes/languages/english/modules/security _check/download_directory.php --- (new file)
catalog/admin/includes/languages/english/modules/security_check/file_uploads.php --- (new file)
catalog/admin/includes/languages/english/modules/security_check/install_directory.php --- (new file)
catalog/admin/includes/languages/english/modules/security_check/session_auto_start.php --- (new file)
catalog/admin/includes/languages/english/modules/security_check/session_storage.php --- (new file)
catalog/admin/includes/modules/index/security_checks.php --- (new file)
catalog/admin/includes/modules/security _check/config_file_catalog.php --- (new file)
catalog/admin/includes/modules/security _check/default_currency.php --- (new file)
catalog/admin/includes/modules/security _check/default_language.php --- (new file)



catalog/admin/includes/modules/security_check/download_directory.php --- (new file)
catalog/admin/includes/modules/security_check/file_uploads.php --- (new file)
catalog/admin/includes/modules/security_check/install_directory.php --- (new file)
catalog/admin/includes/modules/security_check/session_auto_start.php --- (new file)
catalog/admin/includes/modules/security_check/session_storage.php --- (new file)
catalog/includes/application_top.php

catalog/includes/header.php

catalog/includes/languages/english.php

View Changes Online

1, This changeset includes updates to English language definition files. Please perform similar changes to other languages
that are also installed.

catalog/admin/images/ms_error.png --- (new file)

@ Thisis a new file. (Download File)

catalog/admin/images/ms_error_bg.png --- (new file)

@ Thisis a new file. (Download File)

catalog/admin/images/ms_info.png --- (new file)

@ This is a new file. (Download File)

catalog/admin/images/ms_info_bg.png --- (new file)

@ This is a new file. (Download File)

catalog/admin/images/ms_success.png --- (new file)

@ This is a new file. (Download File)

catalog/admin/images/ms_success_bg.png --- (new file)

@ This is a new file. (Download File)

catalog/admin/images/ms_warning.png --- (new file)

@ Thisis a new file. (Download File)

catalog/admin/images/ms_warning_bg.png --- (new file)

@ This is a new file. (Download File)

catalog/admin/includes/application_top.php
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@ - 233,18 +233,4 @@
array('title' => TEXT_CACHE_MANUFACTURERS, 'code' => 'nanufacturers',

"file' => 'manufacturers_box-Ilanguage.cache', 'multiple => true),
array('title' => TEXT_CACHE_ALSO PURCHASED, 'code' => 'al so_purchased',
"file' => "al so_purchased-| anguage. cache', 'nultiple => true)
)

-/1 check if a default currency is set

- if (!defined(' DEFAULT_CURRENCY')) {

- $nessageSt ack- >add( ERROR_NO_DEFAULT_CURRENCY_DEFI NED, 'error');
-}

-/l check if a default |anguage is set

- if (!defined(' DEFAULT_LANGUAGE' )) {

- $nessageSt ack- >add( ERROR_NO DEFAULT_LANGUAGE_DEFI NED, 'error');
-}

- if (function_exists('ini_get') & ((bool)ini_get('file_uploads') == false) ) {
- $messageSt ack- >add( WARNI NG_FI LE_UPLQADS_DI SABLED, 'warning');

@@-36,6 +36,8 @@
define(' DI R_FS_CATALOG | MAGES', DI R_FS _CATALOG . 'immges/');
define(' Dl R_FS_CATALOG MODULES', DI R FS CATALOG . 'includes/ nodules/');
define(' DIR_FS BACKUP', DIR_ FS ADM N . 'backups/');

+ define(' DIR_FS_DOMLOAD , DI R FS_CATALOG . 'downl oad/');

+ define(' DI R_FS DOMLOAD PUBLIC , DIR_FS CATALOG . 'pub/');

/1 define our database connection
define(' DB_SERVER , '');

@@ -283,8 +283,6 @@ define(' TEXT_DEFAULT', 'default');
define(' TEXT_SET_DEFAULT', 'Set as default');
define(' TEXT_FI ELD_REQUI RED , ' &nbsp; <span cl ass="fi el dRequi red">* Requi red</span>');

-define(' ERROR_NO DEFAULT_CURRENCY_DEFI NED , 'Error: There is currently no default currency set.
Pl ease set one at: Administration Tool ->Localization->Currencies');
defi ne(' TEXT_CACHE_CATEGORI ES', ' Categories Box');
defi ne(' TEXT_CACHE_MANUFACTURERS', ' Manufacturers Box');
define(' TEXT_CACHE_ALSO PURCHASED , ' Al so Purchased Mdule');
@-298,5 +296,4 @@ define(' ERROR_FILE NOT_SAVED , 'Error: File upload not saved.');
define(' ERROR_FI LETYPE_NOT_ALLOWED , 'Error: File upload type not allowed.");
define(' SUCCESS_FI LE_SAVED SUCCESSFULLY', 'Success: File upload saved successfully.');
define(' WARNI NG_NO_FI LE_UPLOADED , 'Warning: No file uploaded.");
-define(' WARNI NG_FI LE_UPLOADS_DI SABLED , 'Warning: File uploads are disabled in the php.ini
configuration file.");
?>

catalog/admin/includes/languages/english/modules/index/security_checks.php --- (new file)
@ This is a new file. (Download File)

catalog/admin/includes/languages/english/modules/security_check/config_file_catalog.php --- (new file)

@ This is a new file. (Download File)
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catalog/admin/includes/languages/english/modules/security_check/default_currency.php --- (new file)

@ Thisis a new file. (Download File)
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@ This is a new file. (Download File)
catalog/admin/includes/languages/english/modules/security_check/download_directory.php --- (new file)

@ This is a new file. (Download File)
catalog/admin/includes/languages/english/modules/security_check/file_uploads.php --- (new file)

@ This is a new file. (Download File)
catalog/admin/includes/languages/english/modules/security_check/install_directory.php --- (new file)

@ This is a new file. (Download File)
catalog/admin/includes/languages/english/modules/security_check/session_auto_start.php --- (new file)

& Thisis a new file. (Download File)
catalog/admin/includes/languages/english/modules/security_check/session_storage.php --- (new file)

& Thisis a new file. (Download File)
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@ This is a new file. (Download File)
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@ This is a new file. (Download File)
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@ This is a new file. (Download File)
catalog/admin/includes/modules/security_check/default_language.php --- (new file)

& Thisis a new file. (Download File)
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& Thisis anew file. (Download File)
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catalog/admin/includes/modules/security_check/file_uploads.php --- (new file)

@ This is a new file. (Download File)

catalog/admin/includes/modules/security_check/install_directory.php --- (new file)

@ This is a new file. (Download File)

catalog/admin/includes/modules/security_check/session_auto_start.php --- (new file)

@ This is a new file. (Download File)

catalog/admin/includes/modules/security_check/session_storage.php --- (new file)

@ Thisis a new file. (Download File)

catalog/includes/application_top.php

@ - 475,11 +475,4 @@

/1 initialize the message stack for output nmessages

requi re(DI R_.W5_CLASSES . 'nessage_stack. php');
$messageSt ack = new nmessageSt ack;

-/1 set which precautions should be checked
i - define(' WARN_I NSTALL_EXI STENCE', 'true'); :
i - define(’ WARN_CONFI G WRI TEABLE' , 'true'); 5
i - define(' WARN_SESSI ON_DI RECTORY_NOT_W\RI TEABLE', 'true'); i
i - define(' WARN_SESSI ON_AUTO_START', ‘true'); :
i - define(' WARN_DOWNLQOAD_DI RECTORY_NOT_READABLE', 'true'); :

catalog/includes/header.php
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@-10, 44 +10,6 @@
Rel eased under the GNU General Public License

*/
-1/ check if the "install' directory exists, and warn of its existence
- if (WARNL_INSTALL_EXI STENCE == "true') {
- if (file_exists(dirname($HTTP_SERVER VARS[' SCRI PT_FILENAME' ]) . '/install')) {
- $messageSt ack- >add( ' header', WARNI NG_| NSTALL_DI RECTORY_EXI STS, 'warning');
- }
-}

-/1 check if the configure.php file is witeable

- if (WARN_CONFI G WRI TEABLE == "true') {

- if ( (file_exists(dirnane($HTTP_SERVER VARS[' SCRI PT_FILENAVE ]) . '/includes/configure.php'))
&& (i s_writeabl e(di rname($HTTP_SERVER VARS[' SCRI PT_FILENAME ]) . '/includes/configure.php')) ) {

- $messageSt ack- >add(' header', WARNI NG_CONFI G_FI LE_WRI TEABLE, 'warning');

- }

-1

-/1 check if the session folder is witeable

- if (WARN_SESSI ON DI RECTORY_NOT_WRI TEABLE == 'true') {
- if (STORE_SESSIONS == "'") {

- if (lis_dir(tep_session_save_path())) {

- $nmessageSt ack- >add(' header', WARNI NG_SESSI ON_DI RECTORY_NON_EXI STENT, ‘warning');
- } elseif (lis_witeable(tep_session_save_path())) {

- $messageSt ack- >add( ' header', WARNI NG_SESSI ON_DI RECTORY_NOT_WRI TEABLE, 'warning');

- }

- }

-}

-/1 check session.auto_start is disabled

- if ( (function_exists('ini_get')) &% (WARN_SESSI ON_AUTO START == "true') ) {

- if (ini_get('session.auto_start') =="1") {

- $messageSt ack- >add( ' header', WARNI NG_SESSI ON_AUTO_START, 'warning');

- }

-}

- if ( (WARN_DOANLOAD_ DI RECTORY_NOT_READABLE == "true') && (DOMLOAD ENABLED == 'true') ) {
- if (lis_dir(D RFS DOANLOAD)) {

- $messageSt ack- >add( ' header', WARNI NG_DOWLOAD DI RECTORY_NON_EXI STENT, ‘warning');
- }

-}

if ($messageSt ack->size(' header') > 0) {
echo $nmessageSt ack- >out put (' header');

catalog/includes/languages/english.php



@-299, 12 +299, 6 @@ defi ne(' TEXT_UNKNOAN_TAX_ RATE', 'Unknown tax rate');
define(' TEXT_REQUI RED , '<span class="error Text">Requi red</ span>');

define(' ERROR_ TEP_MAIL', '<font face="Verdana, Arial" size="2" color="+#ff0000"><b><snal | >TEP
ERROR: </ smal | > Cannot send the enmil through the specified SMIP server. Pl ease check your php.ini
setting and correct the SMIP server if necessary.</b></font>");
-define(' WARNI NG_| NSTALL_DI RECTORY_EXI STS', "Warning: Installation directory exists at: '
di rname( $HTTP_SERVER VARS[' SCRI PT_FILENAME' ]) . '/install. Please renpve this directory for
security reasons.');
-define(' WARNI NG_CONFI G_FI LE WRI TEABLE', 'Warning: | amable to wite to the configuration file: '

di rname( $HTTP_SERVER VARS[' SCRI PT_FILENAME ]) . '/includes/configure.php. This is a potenti al

security risk - please set the right user pernmissions on this file.");
- define(' WARNI NG_SESSI ON_DI RECTORY_NON_EXI STENT', ' Warni ng: The sessions directory does not exist:

tep_session_save_path() . '. Sessions will not work until this directory is created.');
-define(' WARNI NG_SESSI ON_DI RECTORY_NOT_WRI TEABLE' , 'Warning: | amnot able to wite to the
sessions directory: ' . tep_session_save_path() . '. Sessions will not work until the right user

permissions are set.');

-define(' WARNI NG_SESSI ON_AUTO_START', 'Warning: session.auto_start is enabled - please disable
this php feature in php.ini and restart the web server.');

-define(' WARNI NG_DOMNNLOAD DI RECTORY_NON_EXI STENT', ' Warni ng: The downl oadabl e products directory
does not exist: ' . DIR FS DOANLOAD . '. Downl oadabl e products will not work until this directory
is valid.");

define(' TEXT_CCVAL_ERROR | NVALI D DATE', 'The expiry date entered for the credit card is invalid.
Pl ease check the date and try again.');

define(' TEXT_CCVAL_ERROR | NVALI D NUMBER , 'The credit card nunber entered is invalid. Please
check the nunber and try again.');

(A) (UP) Introduce Windows Compatible is_writable() Function

(A) (UP) Introduce Windows Compatible is_writable() Function

Importance: Low | Difficulty: Easy

Introduce a Windows platform compatible is_writable function.
Affected Files

catalog/admin/administrators.php

catalog/admin/backup.php

catalog/admin/banner_manager.php
catalog/admin/banner_statistics.php

catalog/admin/cache.php

catalog/admin/categories.php

catalog/admin/define_language.php
catalog/admin/includes/classes/upload.php
catalog/admin/includes/functions/general.php
catalog/admin/includes/modules/security _check/config_file_catalog.php
catalog/admin/includes/modules/security_check/session_storage.php
catalog/admin/sec_dir_permissions.php

View Changes Online

catalog/admin/administrators.php


https://github.com/osCommerce/oscommerce2/commit/0b09b80cbc39e319edce22ce11a23b8d00d5aec8

@-22,7 +22,7 @@
' Require valid-user',
' ##### OSCOMVERCE ADM N PROTECTI ON - END #####' ) ;

- if (file_exists(DIR.FS_ ADM N . '.htpasswd_osconmerce') && is_witable(DIR FS ADM N .
' . ht passwd_oscomerce') && file_exists(DIR_FS_ ADMN . '.htaccess') & is_witable(DIR_FS ADMN .
".htaccess')) {
+ if (file_exists(DOR.FS_ ADMN . '.htpasswd_oscommerce') && tep_is_witable(DI R FS_ADM N .
' . ht passwd_oscomerce') && file_exists(DR FS_ ADMN . '.htaccess') & tep_is_witable(D R FS_ ADM N
".htaccess')) {
$htaccess_array = array();
$ht passwd_array = array();

@-317,7 +317,7 @@
/1 check if the backup directory exists
$dir_ok = fal se;

if (is_dir(D RFS_BACKUP)) {

- if (is_witeabl e(D R FS_BACKUP)) {
+ if (tep_is_writabl e(D R FS_BACKUP)) {
$dir_ok = true;
} else {
$messageSt ack- >add( ERROR_BACKUP_DI RECTORY_NOT_WRI TEABLE, ‘error');

catalog/admin/banner_manager.php



@ -125,7 +125,7 @@
$banner = tep_db_fetch_array($banner_query);

if (is_file(D R FS_CATALOG | MAGES . $banner[' banners_image'])) {
- if (is_witeable(D R FS CATALOG | MAGES . $banner[' banners_i mage'])) {
+ if (tep_is_witable(DI R FS_CATALOG | MAGES . $banner[' banners_image'])) {
unl i nk( DI R_FS_CATALOG | MAGES . $banner[' banners_i mage']);
} else {
$messageSt ack- >add_sessi on( ERROR_| MAGE_| S_NOT_WRI TEABLE, ‘error');
@@ - 140, 25 +140,25 @@

if (function_exists('imgecreate') &% tep_not_null ($banner_extensio)) {

@-175,7 +175,7 @@
$dir_ok = fal se;
if (function_exists('imgecreate') && tep_not_null ($banner_extension)) {
if (is_dir(DRW_IMAGES . 'graphs')) {
- if (is_witeable(DIR W5 IMAGES . 'graphs')) {

+ if (tep_is_witable(DRW_|IMAGES . 'graphs')) {
$dir_ok = true;
} else {

$nmessageSt ack- >add( ERROR_GRAPHS_DI RECTORY_NOT_WRI TEABLE, ‘'error');

if (is_file(DIR.W5_ | MAGES . 'graphs/banner_infobox-' . $banners_id . '.'
! $banner _extension)) {
Po- if (is_witeabl e(DIR W5 | MAGES . ' graphs/banner _infobox-' . $banners_id . '.'
i $banner_extension)) { ;
+ if (tep_is_witable(DH R W5 | MAGES . 'graphs/banner_infobox-' . $banners_id . '.'
! $banner _extension)) { :
i unlink(DIR_W5_| MAGES . ' graphs/banner_infobox-' . $banners_id . '.' i
! $banner _ext ension); i
i } :
; } :
! if (is_file(DIR W5 | MAGES . 'graphs/banner_yearly-' . $banners_id . '.' :
$banner _extension)) {
Po- if (is_witeable(DIR W | MAGES . 'graphs/banner_yearly-' . $banners_id . '.°
i $banner _extension)) { :
+ if (tep_is_witable(DIR W | MAGES . 'graphs/banner_yearly-' . $banners_id . '.'
| $banner_extension)) {
: unl i nk(DIR_W5_| MAGES . ' graphs/banner_yearly-' . $banners_id . '.' :
i $banner _ext ensi on) ; :
| ) |
: } :
; if (is_file(DIRW5_ | MAGES . 'graphs/banner_nonthly-' . $banners_id . !
i $banner _extension)) { :
Po- if (is_witeable(DIR Ws_| MAGES . 'graphs/banner_monthly-' . $banners_id . '.'
| $banner _extension)) {
o+ if (tep_is_witable(DIR W5 | MAGES . 'graphs/banner_nonthly-' . $banners_id . '.' i
$banner _ext ension)) {
: unlink(DIR_ W5 | MAGES . ' graphs/banner_monthly-' . $banners id . '.' :
| $banner _ext ensi on) ; ;
: } !
i } :
! if (is_file(DIR.W5_ | MAGES . 'graphs/banner_daily-' . $banners_id . !
i $banner_extension)) { :
P if (is_witeabl e(DIR W5 | MAGES . ' graphs/banner daily-' . $banners_id . '.' ;
! $banner _extension)) {
. if (tep_is_witable(DIR W5 | MAGES . 'graphs/banner_daily-' . $banners_id . '.' :
$banner _ext ension)) {
unlink(DIR_ WS _| MAGES . ' graphs/banner_daily-' . $banners_id . '.°
$banner _ext ensi on) ;
f } i
f } i

catalog/admin/banner_statistics.php



@-20,7 +20,7 @@
$dir_ok = false;
if (function_exists('inmagecreate') && tep_not_null ($banner_extension)) {
if (is_dir(DR W | MAGES . 'graphs')) {

- if (is_witeable(DIR W5 IMAGES . 'graphs')) {
+ if (tep_is_witable(DRW_|MAGES . 'graphs')) {
$dir_ok = true;
} else {

$messageSt ack- >add( ERROR_GRAPHS_DI RECTORY_NOT_WRI TEABLE, ‘error');

@-24,7 +24,7 @@

/1 check if the cache directory exists
if (is_dir(DRFS CACHE)) {
- if (lis_witeable(D R FS CACHE)) $nmessageSt ack->add( ERROR_CACHE_DI RECTORY_NOT_WRI TEABLE,
"error');
+ if (!tep_is_witable(D R FS_CACHE)) $nessageStack->add( ERROR_CACHE DI RECTORY_NOT_WRI TEABLE,
"error');
} else {
$nessageSt ack- >add( ERROR_CACHE_DI RECTORY_DOES_NOT_EXI ST, 'error');

@-327,7 +327,7 @@

/1 check if the catalog image directory exists
if (is_dir(D R_FS_CATALOG | MAGES)) {
- if ('is_witeabl e(D R FS_CATALOG | MAGES))
$nmessageSt ack- >add( ERROR_CATALOG | MAGE_DI RECTORY_NOT_WRI TEABLE, 'error');
+ if (!tep_is_witabl e(Dl R_FS_CATALOG | MAGES))
$nmessageSt ack- >add( ERROR_CATALOG | MAGE_DI RECTORY_NOT_WRI TEABLE, ‘'error');
} else {
$messageSt ack- >add( ERROR_CATALOG | MAGE_DI RECTORY_DOES_NOT_EXI ST, ‘error');

catalog/admin/define_language.php



@-24,7 +24,7 @@
if (Yin_array($filenane, $exclude_array)) {
$file = array(' name' => $path . $fil enane,
“is_dir' =>is_dir($path . $filenane),
- ‘witable' =>is_witable($path . $filenane),
+ ‘witable' =>tep_is_witable($path . $filenane),
‘size' => filesize($path . $filenane),
‘last_nodified => strftine(DATE_TI ME_FORMVAT, filentinme($path .
$filenane)));

@-72,7 +72,7 @@
if (isset($HTTP_GET_VARS['Ingdir']) && isset($HTTP_GET_VARS['filenanme'])) {
$file = DIR_FS_CATALOG LANGUAGES . $HTTP_GET_VARS['filenane'];

- if (file_exists($file) & is_witable($file)) {
+ if (file_exists($file) & tep_is_witable($file)) {
$new file = fopen($file, 'W);
$file_contents = stripslashes($HTTP_POST_VARS['file_contents']);
fwite($new file, $file_contents, strlen($file_contents));
@ -128,7 +128,7 @@
$contents = inmplode('', $file_array);

$file_witeable = true;
- if (lis_witable($file)) {
+ if (!tep_is_witable($file)) {
$file_witeable = fal se;
$nessageSt ack- >reset ();
$messageSt ack- >add(sprintf(ERROR_FI LE_ NOT_WRI TEABLE, $file), 'error');
@-185,7 +185,7 @@
</tr>
<tr class="dataTabl eRow' onnopuseover="rowOver Ef fect (this)" onnmpuseout=
"rowQut Ef fect (this)">
<td class="dataTabl eCont ent"><a href="<?php echo
tep_href _Iink(FI LENAME_DEFI NE_LANGUAGE, 'Ingdir=" . $HTTP_GET_VARS['Ingdir'] . '&filenanme=
$filenane); ?>"><b><?php echo $fil ename; ?></b></a></td>
- <td class="dataTabl eContent" align="center"><?php echo tep_i mage(Dl R_W5_| MAGES .
"icons/' . ((is_witable(D R FS_CATALOG LANGUAGES . $filenane) == true) ? '"tick.gif'
‘cross.gif')); ?></td>
+ <td cl ass="dat aTabl eContent" align="center"><?php echo tep_i mage(Dl R_W5_| MAGES .
"icons/' . ((tep_is_witable(D R FS_CATALOG LANGUAGES . $filenane) == true) ? "tick.gif"'
‘cross.gif')); ?></td>
<td class="dataTabl eContent" align="right"><?php echo strftinme(DATE_TI ME_FORVAT,
filentime(D R_FS_CATALOG LANGUAGES . $filenane)); ?></td>
</[tr>

@-139,7 +139,7 @@
function check_destination() {
gl obal $nessageSt ack;

- if (lis_witeabl e($this->destination)) {

+ if ('tep_is_witabl e($this->destination)) {
if (is_dir($this->destination)) {
if ($this->message_location == "direct') {

$messageSt ack- >add(spri ntf ( ERROR_DESTI NATI ON_NOT_WRI TEABLE, $t hi s->desti nation),
"error');

catalog/admin/includes/functions/general.php



@ -1010,7 +1010,7 @@
$dir = dir($source);
while ($file = $dir->read()) {

if ( ($filet=".") && ($filet="..") ) {
- if (is_witeable($source . '/' . $file)) {
+ if (tep_is_witable($source . '/ . $file)) {
tep_renove($source . '/ . $file);
} else {

$messageSt ack- >add( spri nt f (ERROR_FI LE_NOT_REMOVEABLE, $source . '/' . $file),
"error');
@ -1020, 14 +1020, 14 @@

$dir->cl ose();

- if (is_witeable($source)) {
+ if (tep_is_witable($source)) {
rdi r ($sour ce) ;
} else {
$nmessageSt ack- >add(sprintf ( ERROR_DI RECTORY_NOT_REMOVEABLE, $source), 'error');
$tep_renmove_error = true;
}
} else {
- if (is_witeable($source)) {
+ if (tep_is_witable($source)) {
unl i nk($source);
} else {
$messageSt ack- >add(sprintf( ERROR_FI LE_NOT_REMOVEABLE, $source), 'error');
@ - 1356, 4 +1356,35 @@

return $i p_address;

}

+
+ 111

+// Wapper function for is_witable() for Wndows conpatibility
+ function tep_is_witable($file) {
+ if (strtolower(substr(PHP_CS, 0, 3)) === "win') {
+ if (file_exists($file)) {
+ $file = real path($file);
+ if (is_dir(sfile)) {
+ $result = @enpnan($file, 'osc');
+ if (is_string($result) && file_exists($result)) {
+ unlink($result);
+ return (strpos($result, $file) === 0) ? true : false;
+ }

+ } else {

+ $handle = @open($file, 'r+');

+ if (is_resource($handle)) {

+ fcl ose($handl e) ;

+ return true;

+ }

+ }

+ } el se{

+ $dir = dirname($file);

+ if (file_exists($dir) & & is_dir($dir) & tep_is_witable($dir)) {
+ return true;

+

+

+

+

+

+

+

}
}
return fal se;
} else {
return is_witable($file);
}
}
?>

catalog/admin/includes/modules/security_check/config_file_catalog.php



@-20,7 +20,7 @@
}

function pass() {
- return (file_exists(D R FS_CATALOG . 'includes/configure.php') &&
lis_witabl e(DlR_FS_CATALOG . 'includes/configure.php'));
+ return (file_exists(D R FS _CATALOG . 'includes/configure.php') &&
Itep_is_witabl e(DIR_FS CATALOG . 'includes/configure.php'));

}

function get Message() {

@ - 20,14 +20,14 @@

}

function pass() {
- return ((STORE_SESSIONS !'="") || (is_dir(tep_session_save_path()) &&
is_writabl e(tep_session_save_path())));
+ return ((STORE_SESSIONS !'="'"") || (is_dir(tep_session_save_path()) &&
tep_is_witabl e(tep_session_save_path())));

}

function get Message() {
if (STORE_SESSIONS == "'") {
if (lis_dir(tep_session_save_path())) {
return WARNI NG_SESSI ON_DI RECTORY_NON_EXI STENT;

- } elseif (lis_witable(tep_session_save_path())) {
+ } elseif (!tep_is_witable(tep_session_save_path())) {
return WARNI NG_SESSI ON_DI RECTORY_NOT_WRI TEABLE;
}
}

@-24,7 +24,7 @@
if (lin_array($filename, $exclude_array)) {
$file = array(' nane' => $path . $fil enane,
“is_dir' =>is_dir($path . $filenane),
- ‘witable' =>is_witable($path . $filenanme));
+ ‘witable' => tep_is_witable($path . $filenane));

$result[] = $file;

(A) (UP) Bypass HTTP Authentication for IIS Webservers

(A) (UP) Bypass HTTP Authentication for IIS Webservers

Importance: Low | Difficulty: Easy

Bypass Administration Tool HTTP Authentication for 1IS Webservers.
Affected Files

® catalog/admin/administrators.php

View Changes Online

catalog/admin/administrators.php


https://github.com/osCommerce/oscommerce2/commit/2026e89d9d862bcedd3138d594a0bd16c1e4d6ea

@@-14,6 +14,7 @@

$ht access_array = null;
$ht passwd_array = nul | ;
+ $is_iis = stripos($HTTP_SERVER VARS[' SERVER_SOFTWARE' |, 'iis');

$aut huserfile_array = array(' ##### OSCOMVERCE ADM N PROTECTI ON - BEG N #####' ,
' Aut hType Basic',
@@-22,7 +23,7 @@
'Require valid-user',
' ##### OSCOMVERCE ADM N PROTECTI ON - END #####' ) ;

- if (file_exists(DIR.FS_ ADM N . '.htpasswd_oscommerce') && tep_is_witable(DI R_FS_ADM N .
' . ht passwd_oscommerce') && file_exists(DIR_.FS_ADMN . '.htaccess') &k tep_is_witable(D R FS_ADM N
".htaccess')) {
+ if (!$is_iis & file_exists(DIR.FS_ ADM N . '.htpasswd_oscomrerce') &&
tep_is_witable(DIR_ FS_ ADM N . '.htpasswd_osconmerce') && file_exists(DIR FS_ ADMN . '.htaccess')
&& tep_is_witable(DIR FS ADMN . '.htaccess')) {
$htaccess_array = array();
$ht passwd_array = array();

} else {
$secMessageSt ack- >add( HTPASSWD_SECURED, ' success');
}
-} else {
+ } elseif (!$is_iis) {
$secMessageSt ack- >add( HTPASSWD_PERM SSI ONS, 'error');
}
?>
@@ - 283, 8 +284, 13 @@
$al nfo = new obj ect | nf o( $admni ns) ;

}
+
$ht passwd_secured = tep_image(DIR W5 | MAGES . 'icon_status_red.gif', 'Not Secured', 10, 10);
+ if ($is_iis) {
+ $ht passwd_secured = ' N A';
+ }
+

if (is_array($htpasswd_array)) {
for ($i=0, $n=sizeof ($htpasswd_array); $i<$n; $i++) {

| @@-225,7 +226,7 @ |
: l'i st ($ht _usernanme, $ht_password) = explode(':', $htpasswd_array[$i], 2); :

(AC) (UP) Update PHP_SELF Value

(AC) (UP) Update PHP_SELF Value
Importance: Low | Difficulty: Easy

Update PHP_SELF value.

Affected Files

® catalog/admin/includes/application_top.php
® catalog/includes/application_top.php

View Changes Online

catalog/admin/includes/application_top.php


https://github.com/osCommerce/oscommerce2/commit/a3345dd6673406c5155dcd1a0f7db3af03635b4b

@-34,7 +34,7 @@
requi re(DI R_WS_FUNCTIONS . 'conpatibility.php');

/1 set php_self in the local scope
- $PHP_SELF = (isset($HTTP_SERVER VARS[' PHP_SELF']) ? $HTTP_SERVER VARS[' PHP_SELF']
$HTTP_SERVER _VARS[ ' SCRI PT_NAME' ]);
+ $PHP_SELF = (((strlen(ini_get('cgi.fix_pathinfo')) > 0) & ((bool)ini_get('cgi.fix_pathinfo')
== false)) || !isset($HTTP_SERVER VARS[' SCRI PT_NAME ])) ? basenanme($HTTP_SERVER VARS[' PHP_SELF'])
basenane( $HTTP_SERVER VARS[ ' SCRI PT_NAME' ]);

/1 Used in the "Backup Manager" to conpress backups
define(' LOCAL_EXE_&ZI P', '/usr/bin/gzip');

..............................................................................................................................................................................

@@-43,7 +43,7 @@
$request _type = (getenv('HTTPS') == 'on') ? 'SSL' : ' NONSSL';

/1 set php_self in the local scope

- if (lisset($PHP_SELF)) $PHP_SELF = $HTTP_SERVER VARS[' PHP_SELF'];

+ $PHP_SELF = (((strlen(ini_get('cgi.fix_pathinfo')) > 0) & ((bool)ini_get('cgi.fix_pathinfo')

== false)) || !isset($HTTP_SERVER VARS[' SCRI PT_NAME ])) ? basenane($HTTP_SERVER_VARS[' PHP_SELF'])
basenane( $HTTP_SERVER VARS[ ' SCRI PT_NAME' ] ) ;

if ($request_type == 'NONSSL') {
define(' DI R Ws_CATALOG , DI R W8_HTTP_CATALOG) ;

(A) (NEW) Introduce Easy Store Logo Uploader

(A) (NEW) Introduce Easy Store Logo Uploader

Importance: Low | Difficulty: Easy

Introduce a new Administration Tool section to easily allow a new store logo to be uploaded.

Affected Files

catalog/admin/includes/boxes/configuration.php
catalog/admin/includes/filenames.php
catalog/admin/includes/languages/english.php
catalog/admin/includes/languages/english/store_logo.php --- (new file)
catalog/admin/store_logo.php --- (new file)

View Changes Online

. This changeset includes updates to English language definition files. Please perform similar changes to other languages
that are also installed.

catalog/admin/includes/boxes/configuration.php


https://github.com/osCommerce/oscommerce2/commit/6c87bc7939a368f55549ecb2f4631f6dcb04a875

@-21,7 +21,8 @@
"link' => tep_href_link(FI LENAME_CONFI GURATI ON,
' gl D=1&sel ect ed_box=configuration'));

if ($selected_box == 'configuration') {
- $cfg_groups = '<a href="" . tep_href_|ink(FI LENAVE_ADM NI STRATORS, "', 'NONSSL') . '" class=
“menuBoxCont ent Li nk">" . BOX_CONFI GURATI ON_ADM NI STRATORS . ' </a><br>';
+ $cfg_groups = '<a href="" . tep_href_I|ink(FI LENAVE_ADM NI STRATORS, "', 'NONSSL') . '" class=
+ '<a href="" . tep_href_link(FILENAVME STORE LOGO, "', "NONSSL') . '" class=

"menuBoxCont ent Li nk">" . BOX_CONFI GURATI ON_STORE _LOGO . ' </a><br>';

$configuration_groups_query = tep_db_query("sel ect configuration_group_id as cglD,
configuration_group_title as cgTitle from" . TABLE_CONFI GURATI ON_.GROUP . " where visible = '1'
order by sort_order");

whil e ($configuration_groups = tep_db_fetch_array($configuration_groups_query)) {

$cfg_groups .= '<a href="" . tep_href_link(FI LENAVE CONFlI GURATI ON, ' gl D='
$configuration_groups['cglD ], "NONSSL') . '" class="nmenuBoxContentLink">'
$configuration_groups['cgTitle'] . '</a><br>';

"menuBoxCont ent Li nk">" . BOX_CONFI GURATI ON_ADM NI STRATORS . ' </a><br>' .

| @®-48,6 +48,7 @@ :
define(' FI LENAME_STATS_CUSTOMERS', 'stats_customers. php');
defi ne(' FI LENAME_STATS_PRODUCTS_PURCHASED , 'stats_products_purchased. php');
: defi ne(' FI LENAME_STATS_PRODUCTS_VI EWED , 'stats_products_vi ewed. php'); :
+ define(' FILENAME_STORE_LOGO , 'store_l ogo.php');
define(' FI LENAME_TAX_ CLASSES', 'tax_cl asses. php');
1 define(' FI LENAME_TAX_RATES', 'tax_rates.php'); i
: define(' FI LENAME_VERSI ON_CHECK' , 'version_check. php'); i

i @-61,6 +61, 7 @@ define(' BOX_CONFI GURATI ON_MYSTORE', 'MWy Store'); :
defi ne(' BOX_CONFI GURATI ON_LOGA NG, 'Logging');
defi ne(' BOX_CONFI GURATI ON_CACHE', ' Cache');
i define(' BOX_CONFI GURATI ON_ADM NI STRATORS', ' Adnministrators'); :
+def i ne(' BOX_CONFI GURATI ON_STORE_LOGO , 'Store Logo');

/1 rmodul es box text in includes/boxes/ nodul es. php
defi ne(' BOX_HEADI NG MODULES', ' Mbdul es');

catalog/admin/includes/languages/english/store_logo.php --- (new file)

& Thisis anew file. (Download File)

catalog/admin/store_logo.php --- (new file)

@ This is a new file. (Download File)

(AC) (SQL) (UP) Update Password Hashing to Phpass

(AC) (SQL) (UP) Update Password Hashing to Phpass
Importance: High | Difficulty: Easy

Update password hashing to Phpass for increased security. Existing customer and administrator passwords are automatically and
transparently hashed with Phpass when the customer or administrator logs in.

Affected Files


http://github.com/osCommerce/oscommerce2/raw/b76e5bfbd731f483bb87788c2cd19314511a02fd/catalog/admin/includes/languages/english/store_logo.php
http://github.com/osCommerce/oscommerce2/raw/b76e5bfbd731f483bb87788c2cd19314511a02fd/catalog/admin/store_logo.php

catalog/admin/includes/classes/passwordhash.php --- (new file)
catalog/admin/includes/functions/password_funcs.php
catalog/admin/login.php
catalog/includes/classes/passwordhash.php --- (new file)
catalog/includes/functions/password_funcs.php
catalog/login.php

View Changes Online

SQL Queries

alter table administrators nodify user_password varchar (60) NOT NULL;
i alter table customers nodify customers_password varchar (60) NOT NULL; :

catalog/admin/includes/classes/passwordhash.php --- (new file)

@ Thisis a new file. (Download File)

catalog/admin/includes/functions/password_funcs.php

@-11,10 +11,31 @@
*/

11
-// This funstion validates a plain text password with an
-// encrpyted password
+// This function validates a plain text password with a
+// salted or phpass password
function tep_validate_password($plain, $encrypted) {
if (tep_not_null ($plain) && tep_not_null ($encrypted)) {

+ if (tep_password_type($encrypted) == "salt') {

+ return tep_validate_ol d_password($pl ain, $encrypted);
+ }

+

+ if (!'class_exists('PasswordHash')) {

+ i ncl ude(Dl R_.W5_CLASSES . ' passwordhash. php');

+ }

+

+ $hasher = new Passwor dHash(10, true);

+

+ return $hasher->CheckPasswor d($pl ai n, $encrypted);
+ }

+

+ return fal se;

+ }

+

+ 1]

+// This function validates a plain text password with a
+// salted password
+ function tep_validate_ol d_password($pl ain, $encrypted) {

+ if (tep_not_null($plain) & tep_not_null ($encrypted)) {
/1 split apart the hash / salt
$stack = explode(':', $encrypted);

@-29,8 +50,22 @@
}

1111
-/1 This function makes a new password from a pl ai ntext password.
+// This function encrypts a phpass password from a pl ai nt ext
+// password.
function tep_encrypt_password($plain) {
+ if (!class_exists('PasswordHash')) {

i ncl ude( Dl R_W5_CLASSES . ' passwor dhash. php');

}

+
+
+
+ $hasher = new Passwor dHash(10, true);
+


https://github.com/osCommerce/oscommerce2/commit/5c486abdea94032632f9208e7514bede79cc3446
http://github.com/osCommerce/oscommerce2/raw/fa6ee29038b99fb53040a7d88177fb76c70a0903/catalog/admin/includes/classes/passwordhash.php

+ return $hasher->HashPasswor d( $pl ai n) ;

+ 0}
+
+ 1]

+// This function encrypts a salted password from a pl ai nt ext
+// password.
+ function tep_encrypt_ol d_password($plain) {

$password = :
for ($i=0; $i<10; $i++) {

@- 45,6 +80,17 @@
}

1111
+// This function returns the type of the encrpyted password
+// (phpass or salt)

+ function tep_password_type($encrypted) {

+ if (preg_match('/~[A-Z0-9]{32}\:[A-Z0-9]{2}%/i', $encrypted) === 1) {
+ return 'salt';

+ }

+

+ return 'phpass';

+ }

+

+ 111

/1 This function produces a crypted string using the APR-MD5 al gorithm



/'l Source: http://ww. php.net/crypt
function tep_crypt_apr_nd5($password, $salt = null) {

@-42,6 +42,11 @@
$check = tep_db_fetch_array($check_query);

if (tep_validate_password($password, $check['user_password'])) {
+// mgrate old hashed password to new phpass password

+ if (tep_password_type($check[' user_password']) != *'phpass') {

+ tep_db_query("update " . TABLE_ADM NI STRATORS . " set user_password =
tep_encrypt _password($password) . "' where id ="'" . (int)$check['id'] . """);

+ }

+

tep_session_register('adnmn');

$admin = array('id => $check['id"],

catalog/includes/classes/passwordhash.php --- (new file)

@ This is a new file. (Download File)

catalog/includes/functions/password_funcs.php

@a-11,10 +11,31 @@
*
/

111
-// This funstion validates a plain text password with an
-// encrpyted password
+// This function validates a plain text password with a
+// salted or phpass password
function tep_validate_password($plain, $encrypted) {
if (tep_not_null($plain) & tep_not_null ($encrypted)) {

+ if (tep_password_type($encrypted) == "salt') {

+ return tep_validate_ol d_password($pl ai n, $encrypted);
+ }

+

+ if (!class_exists('PasswordHash')) {

+ i ncl ude(DI R_.W5_CLASSES . ' passwor dhash. php');

+ }

+

+ $hasher = new Passwor dHash(10, true);

+

+ return $hasher->CheckPasswor d( $pl ai n, $encrypted);
+ }

+

+ return fal se;

+ 1

+

+ 11

+// This function validates a plain text password with a
+// salted password
+ function tep_validate_ol d_password($pl ain, $encrypted) {

+ if (tep_not_null($plain) & tep_not_null ($encrypted)) {
/1 split apart the hash / salt
$stack = explode(':', $encrypted);

@- 29,8 +50,22 @@
}

1111

-// This function makes a new password from a pl ai ntext password.
+// This function encrypts a phpass password from a plai nt ext

+// password.


http://github.com/osCommerce/oscommerce2/raw/fa6ee29038b99fb53040a7d88177fb76c70a0903/catalog/includes/classes/passwordhash.php

function tep_encrypt_password($plain) {

+ if (!class_exists('PasswordHash')) {

+ incl ude(Dl R_.W5_CLASSES . ' passwordhash. php');
+ }

+

+ $hasher = new Passwor dHash(10, true);

+

+ return $hasher - >HashPasswor d( $pl ai n);

+ }

+

I

+// This function encrypts a salted password from a plaintext
+// password.
+ function tep_encrypt_ol d_password($pl ain) {

$password = :

for ($i=0; $i<10; $i++) {
@@ -43,4 +78,15 @@

return $password;

}

-?7>
+
+ 111
+// This function returns the type of the encrpyted password
+// (phpass or salt)
function tep_password_type($encrypted) {

+
+

+ return 'salt';
+ }
+

+

return ' phpass';

if (preg_match('/~[A-Z0-9]{32}\:[A-Z0-9]{2}%/i', $encrypted)

1A



@-38,6 +38,11 @@
tep_session_recreate();

}
+// mgrate old hashed password to new phpass password
+ if (tep_password_type($check_custoner[' customers_password']) != 'phpass') {
+ tep_db_query(“"update " . TABLE_CUSTOVERS . " set custoners_password = ""
t ep_encrypt _passwor d( $passwor d) "' where custonmers_id ="'" . (int
) $check_custoner[' custoners_id'] . "'");
+ }
+

$check_country_query = tep_db_query("select entry country_id, entry_zone_id from"
TABLE_ADDRESS BOOK . " where custoners_id = '" . (int)$check_customer['custoners_id'] . "' and
address_book_id = "" (int)$check_custoner[' customers_defaul t_address_id'] . "'");
$check_country = tep_db_fetch_array($check_country_query);

(C) (BUG) Fix Length Check of Customer Passwords

(C) (BUG) Fix Length Check of Customer Passwords

Importance: Low | Difficulty: Easy

Fix the length check of customer passwords.

Affected Files

® catalog/account_password.php
® catalog/includes/form_check.js.php

View Changes Online

catalog/account_password.php

@-27,11 +27,7 @@

$error = fal se;

- if (strlen($password_current) < ENTRY_PASSWORD M N_LENGTH) {

- $error = true;

- $nmessageSt ack- >add(' account _password', ENTRY_PASSWORD CURRENT_ERROR) ;
- } elseif (strlen($password_new) < ENTRY_PASSWORD M N_LENGTH) {

+ if (strlen($password_new) < ENTRY_PASSWORD M N_LENGTH) {

$error = true;

$messageSt ack- >add( ' account _password', ENTRY_PASSWORD NEW ERROR) ;

catalog/includes/form_check.js.php


https://github.com/osCommerce/oscommerce2/commit/32ac1341309965a055ba7ca437c63d83427b82b3

@-73,25 +73,6 @ function check_password(field_nanme_1, field_nane_2, field_size, nessage_1,
nmessa
}
}

-function check_password_new(field_name_1, field_name_2, field_nanme_3, field_size, nessage_l1,
message_2, nessage_3) {

- if (formelenents[field_nane_1] && (formelenments[field_name_1].type != "hidden")) {

- var password_current = formelenments[field_nanme_1].val ue;

- var password_new = form el enents[field_nane_2].val ue;

- var password_confirmation = formelenents[field_nane_3].val ue;

- if (password_current.length < field_size) {

- error_message = error_nessage + "* " + nessage_1l + "\n";
- error = true;

- } else if (password_new. length < field_size) {

- error_message = error_nessage + "* " + message_2 + "\n";
- error = true;

- } else if (password_new != password_confirmation) {

- error_nessage = error_nessage + "* " + nmessage_3 + "\n";
- error = true;

- }

-}

-}

function check_fornm(formnane) {
if (submitted == true) {
al ert ("<?php echo JS_ERROR_SUBM TTED; ?>");
@-121,7 +102,7 @@ function check_forn(formnane) {
check_i nput ("t el ephone”, <?php echo ENTRY_TELEPHONE M N _LENGTH; ?>, "<?php echo
ENTRY_TELEPHONE_NUMBER _ERROR;, ?>");

check_password("password", "confirnation", <?php echo ENTRY_PASSWORD M N _LENGTH, ?>, "<?php
echo ENTRY_PASSWORD ERROR;, ?>", "<?php echo ENTRY_PASSWORD ERROR NOT_MATCHI NG, ?>");
- check_password_new("password_current”, "password_new', "password_confirmation", <?php echo
ENTRY_PASSWORD M N_LENGTH, ?>, "<?php echo ENTRY_PASSWORD ERROR; ?>", "<?php echo
ENTRY_PASSWORD NEW ERROR, ?>", "<?php echo ENTRY_PASSWORD NEW ERROR NOT_MATCHI NG ?>");
+ check_password("password_new', "password_confirmation", <?php echo ENTRY_PASSWORD M N_LENGTH,
?>, "<?php echo ENTRY_PASSWORD NEW ERROR; ?>", "<?php echo ENTRY_PASSWORD NEW ERROR_NOT_NATCHI NG
2"
if (error == true) {
al ert (error_message);

(C) (BUG) Fix Notice When Products Without Attributes are Added to the
Shopping Cart
(C) (BUG) Fix Notice When Products Without Attributes are Added to the Shopping Cart

Importance: Low | Difficulty: Easy

Fix a PHP notice when products without attributes are added to the shopping cart.
Affected Files

® catalog/includes/application_top.php

View Changes Online

catalog/includes/application_top.php


https://github.com/osCommerce/oscommerce2/commit/0291e9d6e271f9b1a2b199c1c6bdb6c8b3b3cc60

@@-333,7 +333,8 @@

br eak;
/1 customer adds a product fromthe products page
case 'add_product' : if (isset($HTTP_POST_VARS['products_id']) &&

is_numeric($HTTP_POST_VARS[ ' products_id'])) {

- $cart->add_cart ($HTTP_POST_VARS[ ' products_id'],

$cart->get _quantity(tep_get_upri d($HTTP_POST_VARS[ ' products_id'], $HTTP_POST_VARS['id']))+1,
$HTTP_POST VARS['id']);

+ $attributes = i sset ($HTTP_POST_VARS['id']) ?
$HTTP_POST_VARS['i d'] :
+ $cart->add_cart ($HTTP_POST_VARS[' products_id'],

$cart->get _quantity(tep_get_upri d($HTTP_POST_VARS[' products_id'], $attributes))+1, S$attributes);
tep_redirect(tep_href_link($goto,

tep_get_al | _get_parans($paraneters)));
br eak;

(C) (BUG) Verify Languages Currency Exists

(C) (BUG) Verify LANGUAGE_CURRENCY Exists
Importance: Low | Difficulty: Easy
Verify that the languages currency exists.
Affected Files
® catalog/includes/application_top.php

View Changes Online

catalog/includes/application_top.php
@ -287,7 +287,7 @@

if (isset($HTTP_GET_VARS['currency']) && $currencies->is_set($HTTP_GET_VARS['currency'])) {
$currency = $HTTP_GET_VARS[' currency'];

} else {
- $currency = (USE_DEFAULT_LANGUAGE CURRENCY == 'true') ? LANGUAGE_CURRENCY :
DEFAULT_CURRENCY;
+ $currency = ((USE_DEFAULT_LANGUAGE_CURRENCY == 'true') &&
$currenci es->i s_set (LANGUAGE_CURRENCY) ) ? LANGUAGE_CURRENCY : DEFAULT_CURRENCY;
}

(C) (BUG) Allow Quoted Words to be Searched

(C) (BUG) Allow Quoted Words to be Searched
Importance: Low | Difficulty: Easy

Allow quoted keywords to be searched.

Affected Files

® catalog/advanced_search_result.php
® catalog/includes/functions/general.php

View Changes Online

catalog/advanced_search_result.php


https://github.com/osCommerce/oscommerce2/commit/d36002cbce3923ee606de469fcc8b4f98ad9691b
https://github.com/osCommerce/oscommerce2/commit/80ebea3a8d3d777cb0cf190e83f75f6c693c4a7f

@@-48,7 +48,7 @@

@ - 300, 7 +300,7 @@

|| (substr($HTTP_GET_VARS['sort'], 0, 1) > sizeof($colum_list)) ) {

+

......

}

if (isset($HTTP_GET_VARS['keywords'])) {

$keywords = $HTTP_GET_VARS[' keywords'];

$keywords = tep_db_prepare_i nput ($HTTP_GET_VARS|[ ' keywords']);
}

$date_check_error = fal se;

$where_str .= " group by p.products_id, tr.tax_priority";
}

if ( ('isset($HTTP_GET_VARS['sort'])) || (!preg_match('/[1-8][ad]/i', $HTTP_GET_VARS['sort']))

if ( ('isset($HTTP_GET_VARS['sort'])) || (!'preg_match('/~[1-8][ad]$/', SHITP_GET_VARS['sort']))
| (substr($HTTP_GET_VARS['sort'], 0, 1) > sizeof($colum_list)) ) {
for ($i=0, $n=sizeof ($columm_list); $i<$n; $i++) {
if ($colum_list[$i] == ' PRODUCT LI ST NAME) {
$HTTP_GET VARS['sort'] = $i+1 . 'a';

........................................................................................................................................................................

@ -654,7 +654,7 @@

$

+

.....

/1 Turn the flag off for future iterations

flag = 'of f';
$obj ects[] = trim($pi eces[ $k]);
$obj ects[] = trim(preg_replace('/"/*, ' ', $pieces[$k]));

for ($j=0; $j<count($post_objects); $j++) {
$obj ect s[] = $post_objects[$j];

.........................................................................................................................................................................
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osCommerce Online Merchant v2.3.1 Upgrade Guide

This upgrade guide is based on the osCommerce Online Merchant v2.3.0 release. If you have not yet updated to v2.3.0, please review its
upgrade guide before applying these changes.

|

Legend
Types:

The following changes should be performed in the following order.

: (SQL) Database Changes (A) Administration Tool (C) Catalog
(SEC) Security Update (BUG) Bug Fix (COMPAT) Compatibility Update (UP) General Update (NEW) New Feature

View Changes Online

(C) (UP) Confirm New Product Reviews — Importance: Medium | Difficulty: Easy

(C) (A) (BUG) Fix a PHP Notice in Phpass — Importance: Medium | Difficulty: Easy

(C) (BUG) Fix Reviews Box Language Definition — Importance: High | Difficulty: Easy

(A) (BUG) Fix Pre-Defined Australian Dollar Currency Code — Importance: High | Difficulty: Easy

(A) (UP) Label the HTML Content field for Large Product Images — Importance: Low | Difficulty: Easy
(C) (UP) XHTML Fixes for Popup Pages — Importance: Low | Difficulty: Easy

(C) (UP) Update Version to v2.3.1 — Importance: High | Difficulty: Easy

(C) (UP) Confirm New Product Reviews

(OXC

P) Confirm New Product Reviews

Importance: Medium | Difficulty: Easy

Display

a success message to the customer when a new product review has been created.


http://github.com/osCommerce/oscommerce2/compare/v2.3...master

Affected Files

® catalog/includes/languages/english/product_reviews_write.php
® catalog/product_reviews.php
® catalog/product_reviews_write.php

View Changes Online: HTML or diff

catalog/includes/languages/english/product_reviews_write.php

@-20,5 +20,7 @define(' TEXT_NO HTM.', '<small><font col or="#ff0000"><strong>NOTE: </ st rong></f on
define(' TEXT_BAD , '<small><font col or="#ff0000" ><strong>BAD</ strong></font></snall>");
define(' TEXT_GOOD , '<small><font col or="#ff0000"><strong>G00D</strong></font></small>");

+def i ne(' TEXT_REVI EW RECEI VED' , 'Thank you for your review. It has been submtted to the store
owner for approval and should appear shortly.');

+

define(' TEXT_CLICK_TO ENLARGE', 'dick to enlarge');
?>

@-42,6 +42,12 @@
require(DI R_W5_ | NCLUDES . 'tenpl ate_top. php');

+<?php
+ if ($messageStack->size(' product_reviews') > 0) {
+ echo $messageSt ack- >out put (' product _revi ews');

<di v>
<hl style="float: right;"><?php echo $products_price; ?></hl>
<h1><?php echo $products_name; ?></hl>

catalog/product_reviews_write.php


https://github.com/osCommerce/oscommerce2/commit/ee4b08a41fef267c3497cc517b6c45e3f05bffb3
https://github.com/osCommerce/oscommerce2/commit/ee4b08a41fef267c3497cc517b6c45e3f05bffb3.diff

@@-12,6 +12,8 @@
requi re('includes/application_top.php');

+ require(D R W5 _LANGUAGES . $language . '/' . FILENAME_PRODUCT_REVI EW5_WRI TE);
+
if (!tep_session_is_registered('customer_id)) {
$navi gati on->set _snapshot ();
tep_redirect(tep_href _|ink(FILENAME_LOGN, "', "SSL'));
@-50,6 +52,7 @@

tep_db_query("insert into " . TABLE REVIEW5 DESCRIPTION . " (reviews_id, |anguages_id,
reviews_text) values ('" . (int)$insert_id . "', """ . (int)$languages_id . "', '" .
tep_db_i nput ($review) . "')");
+ $messageSt ack- >add_sessi on(' product _revi ews', TEXT_REVI EW RECEI VED, 'success');

tep_redirect(tep_href_Iink(Fl LENAME_PRODUCT_REVI EV5,
tep_get_all _get_parans(array('action'))));
}
}
@@ - 66,8 +69,6 @O
$product s_name = $product _i nfo[' products_nane'];

}
- require(DI R Ws_LANGUAGES . $language . '/' . FILENAVE PRODUCT REVI EWS WRI TE);

$br eadcr unb- >add( NAVBAR TI TLE, tep_href _I|ink(FI LENAME_PRODUCT_REVI EV5,
tep_get_all _get_parans()));

require(DIR_ W5 | NCLUDES . 'tenpl ate_top. php');

(C) (A) (BUG) Fix a PHP Notice in Phpass

(C) (A) (BUG) Fix a PHP Notice in Phpass

Importance: Medium | Difficulty: Easy

Silence a PHP notice message in Phpass.
Affected Files

® catalog/admin/includes/classes/passwordhash.php
® catalog/includes/classes/passwordhash.php

View Changes Online: HTML or diff

catalog/admin/includes/classes/passwordhash.php

@-3,6 +3,7 @@

# Portabl e PHP password hashing framework.

#

# Version 0.3 / genuine.

+# Version 0.3 / osCommerce (silenced @s_readabl e('/dev/urandon))

#
# Witten by Sol ar Designer <solar at openwal l.conk in 2004-2006 and placed in
# the public domain. Revised in subsequent years, still public donain.

@-48,7 +49,7 @cl ass PasswordHash {
function get_random byt es($count)
{
$out put = '"';
- if (is_readabl e('/dev/urandom) &&
+ if (@s_readabl e('/dev/urandom) &&
($fh = @open('/dev/urandom, 'rb'))) {
$output = fread($fh, $count);
fclose($fh);

catalog/includes/classes/passwordhash.php


https://github.com/osCommerce/oscommerce2/commit/56088effc62283aebc8d8406d8958dd77c080aac
https://github.com/osCommerce/oscommerce2/commit/56088effc62283aebc8d8406d8958dd77c080aac.diff

@-3,6 +3,7 @@

# Portabl e PHP password hashing franmework.

#

# Version 0.3 / genuine.

+# Version 0.3 / osConmerce (silenced @s_readabl e('/dev/urandomn))

#
# Witten by Sol ar Designer <solar at openwall.conk in 2004-2006 and placed in
# the public domain. Revised in subsequent years, still public donain.

@»-48,7 +49,7 @@ cl ass PasswordHash {
function get_random byt es($count)
{
$out put = "'"';
- if (is_readable('/dev/urandon) &&
+ if (@s_readabl e('/dev/urandonm) &&
($fh = @open('/dev/urandom, 'rb'))) {
$out put = fread($fh, $count);
fcl ose($fh);

(C) (BUG) Fix Reviews Box Language Definition

(C) (BUG) Fix Reviews Box Language Definition
Importance: High | Difficulty: Easy

Fix a language definition in the Reviews Box module.
Affected Files

® catalog/includes/modules/boxes/bm_reviews.php

View Changes Online: HTML or diff

catalog/includes/modules/boxes/bm_reviews.php

@-55,7 +55,7 @@

$revi ews_box_contents .= '<table border="0" cellspacing="0" cellpaddi ng="2" cl ass=

"ui -wi dget -content infoBoxContents"><tr><td><a href=""
tep_href_|ink(FI LENAVE_PRODUCT_REVI EN5_WRI TE, 'products_id=" . $HTTP_GET_VARS[' products_id'])
>' . tep_inage(DIR W5 | MAGES . 'box_wite_review gif', | MAGE_ BUTTON VWRI TE_REVI EW .
'</a></td><td><a href="" . tep_href_|ink(FlI LENAVE _PRODUCT_REVI EW5_WRI TE, ' products_id='
$HTTP_GET_VARS[ ' products_id']) . '">" . MODULE_BOXES_REVI EW5_BOX_WRI TE_REVI EW
L <la></td></tr></tabl e>";

} else {

/1 display 'no reviews' box
- $revi ews_box_contents .= '<div class="ui-wi dget-content infoBoxContents">'
MODULE_BOXES_REVI EWS_BOX_REVI EWS_NO REVI EWS . ' </div>';

+ $revi ews_box_contents .= '<div class="ui-w dget-content infoBoxContents">'
MODULE_BOXES_REVI EWS_BOX_NO REVI EWs . ' </div>";

}

$data = '<div class="ui-wi dget infoBoxContainer">'

(A) (BUG) Fix Pre-Defined Australian Dollar Currency Code

(A) (BUG) Fix Pre-Defined Australian Currency Code
Importance: High | Difficulty: Easy

Fix the pre-defined Australian Dollar currency code.

Affected Files

® catalog/admin/currencies.php

View Changes Online: HTML or diff


https://github.com/osCommerce/oscommerce2/commit/bcae5340050aa3ababc84a2a32fad2f9ffb654ae
https://github.com/osCommerce/oscommerce2/commit/bcae5340050aa3ababc84a2a32fad2f9ffb654ae.diff
https://github.com/osCommerce/oscommerce2/commit/2416243cb4b7226d81e8fa4075c7936a5741a184
https://github.com/osCommerce/oscommerce2/commit/2416243cb4b7226d81e8fa4075c7936a5741a184.diff

catalog/admin/currencies.php

@-115,7 +115,7 @@

"JPY' => array('title' => 'Japanese Yen', 'code' =>"'JPY',
"synbol _left' =>"'¥ 'synbol _right' =>"'', '"decimal_point' =>"'."', 'thousands_point' =>"' ",
"deci mal _pl aces' => '2'"),

'GBP' => array('title' => 'Pounds Sterling', 'code’ =>'GBP,
"synbol _left' =>"£, 'synbol _right' =>"'', 'decimal_point' =>"'."', 'thousands_point' => "' ",
"deci mal _pl aces' => '2"),

'"CHF' => array('title =>"'Swiss Franc', 'code' =>"'CHF,
"synbol _left' =>"'", '"synbol _right' => '"'CHF, 'decinal _point' =>"',', 'thousands_point' =>"'.",
"deci mal _places' =>"'2"),
- "AUS' => array('title => "'Australian Dollar', 'code' =>"'AUS,

"synbol _left' =>"'$", 'synbol _right' =>"'', 'decimal_point' =>"'.', 'thousands_point' =>"', ",
' deci mal _pl aces' => '2"),

+ "AUD => array('title' => 'Australian Dollar', 'code' =>"'AUD,
"synbol _left' =>"'$", 'synbol _right' =>"'', 'decimal_point' =>"'."', 'thousands_point' =>"' ",

"deci mal _pl aces' => '2'"),

'CAD => array('title' => 'Canadian Dollar', 'code' =>"'CAD,
"synbol _left' =>"'$", 'synbol _right' =>"'"', 'decinmal_point' =>"'."', 'thousands_point' =>",",
"deci mal _places' =>"'2"),

'SEK' => array('title' =>"'Swedish Krona', 'code' =>"'SEK,
"synbol _left' =>"'", "synbol _right' => "kr', 'decimal _point' =>""'
"deci mal _places' =>"'2"),

'thousands_point' =>"'.",

"HKD' => array('title' => 'Hong Kong Dollar', 'code’ =>'HKD,

"synbol _left' =>"'$", 'synbol _right' =>"'', '"decimal_point' =>"'."', 'thousands_point' =>"' ",
"deci mal _pl aces' => '2"),

(A) (UP) Label the HTML Content field for Large Product Images

(A) (UP) Label the HTML Content field for Large Product Images

Importance: Low | Difficulty: Easy

Label the HTML Content field for large product images.
Affected Files

® catalog/admin/categories.php
® catalog/admin/includes/languages/english/categories.php

View Changes Online: HTML or diff

catalog/admin/categories.php


https://github.com/osCommerce/oscommerce2/commit/a37545afa5e8b1c3b9e5178ed7ebee21c21777aa
https://github.com/osCommerce/oscommerce2/commit/a37545afa5e8b1c3b9e5178ed7ebee21c21777aa.diff

@-601,7 +601,7 @@ updateG oss();
foreach ($plnfo->products_|larger_inages as $pi) {
$pi _count er ++;

- echo ' <li id="pild . $pi_counter . '" class="ui-state-default"><span
class="ui-icon ui-icon-arrowthick-2-n-s" style="float: right;"></span><a href="#" onclick=
“showPi Del Confirm(" . $pi_counter . ");return false;" class="ui-icon ui-icon-trash" style="float:
right;"></a><strong>' . TEXT_PRODUCTS_LARGE | MAGE . '</strong><br />'
tep_draw file_field('products_imge_large_' . $pi['id ]) . '<br /><a href=""
DI R W5 _CATALOG | MAGES . $pi['image'] . '" target="_blank">" . $pi['inage'] . '</a><br />
tep_draw textarea_field(' products_i nage_htnlcontent_' . $pi['id], 'soft', '70', '3,
$pi["htmcontent']) . "</1i>";
+ echo ' <li id="pild . $pi_counter . "" class="ui-state-default"><span
class="ui-icon ui-icon-arrowthick-2-n-s" style="float: right;"></span><a href="#" onclick=
"showPi Del Confirn(" . $pi_counter . ");return false;" class="ui-icon ui-icon-trash" style="float:
right;"></a><strong> . TEXT_PRODUCTS_LARGE_|I MAGE . '</strong><br />'
tep_draw file_field('products_imge_large_' . $pi['id ]) . '<br /><a href=""
DIR W5 CATALOG | MAGES . $pi['image'] . '" target="_blank"> . $pi['image'] . '</a><br /><br />
TEXT_PRODUCTS_LARGE | MAGE_HTML_CONTENT . ' <br />
tep_draw textarea field(' products_i mage_htnml content ' . $pi['id], 'soft', '70', '3,
$pi['htnmcontent']) . '</li>";

?>

</ ul >

@-627,7 +627,7 @var piSize = <?php echo $pi _counter; ?>;
function addNewPi Forn() {
pi Si ze++;

- $('#piList').append('<li id="pild + piSize +"'" class="ui-state-default"><span class="ui-icon
ui -icon-arrowt hick-2-n-s" style="float: right;"></span><a href="#" onclick="showPi Del Confirm " +
piSize + ");return false;" class="ui-icon ui-icon-trash" style="float: right;"></a><strong><?php
echo TEXT_PRODUCTS_LARGE | MAGE;, ?></strong><br /><input type="file" name=

"products_i nage_|l arge_new ' + piSize + '" [><br /><textarea nanme="products_i nage_ht nl content _new '
+ piSize +'" wap="soft" cols="70" rows="3"></textarea></1i>");
+ $('#piList').append('<li id="pild" + piSize + '" class="ui-state-default"><span class="ui-icon

ui -icon-arrowt hick-2-n-s" style="float: right;"></span><a href="#" onclick="showPi Del Confirm(' +
piSize + ');return false;" class="ui-icon ui-icon-trash" style="float: right;"></a><strong><?php
echo TEXT_PRODUCTS_LARGE_ | MAGE; ?></strong><br /><input type="file" name=

"products_inage_| arge_new ' + piSize + '" [><br /><br /><?php echo

TEXT_PRODUCTS_LARGE | MAGE_HTML_CONTENT; ?><br /><textarea nanme="products_inmage_htnl content_new ' +
piSize + '"

}

wrap="sof t" cols="70" rows="3"></textarea></li>");

var piDel Confirmd = 0;

| } i

@»-80,6 +80,7 @@ define(' TEXT_PRODUCTS MODEL', 'Products Model:');

define(' TEXT_PRODUCTS | MAGE', 'Products |mage:");

define(' TEXT_PRODUCTS_MAI N_| MAGE', 'Main |Inage');

define(' TEXT_PRODUCTS_LARGE_| MAGE', 'Large |Inage');
+def i ne(' TEXT_PRODUCTS_LARCGE_| MAGE_HTML_CONTENT', ' HTML Content (for popup)');

defi ne(' TEXT_PRODUCTS_ADD LARGE | MAGE', 'Add Large |mage');

define(' TEXT_PRODUCTS_LARGE | MAGE_DELETE_TI TLE', 'Del ete Large Product |nmage?');

define(' TEXT_PRODUCTS_LARGE_| MAGE_CONFI RM DELETE', ' Pl ease confirmthe renoval of the |arge
product image.');

(C) (UP) XHTML Fixes for Popup Pages

(C) (UP) XHTML Fixes for Popup Pages

Importance: Low | Difficulty: Easy

XHTML fixes for popup pages.

Affected Files



® catalog/info_shopping_cart.php
® catalog/popup_image.php
® catalog/popup_search_help.php

View Changes Online: HTML or diff

catalog/info_shopping_cart.php

@ - 16, 13 +16, 13 @@

require(Dl R W5_LANGUAGES . $l anguage . '/' . FILENAME_| NFO_SHOPPI NG CART) ;
?>
-<I DOCTYPE HTM. PUBLIC "-//WBC//DTD HTM. 4.01 Transitional //EN'>
+<! DOCTYPE htm PUBLIC "-//WBC//DID XHTM. 1.0 Transitional//EN'
"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht m 1-transi tional . dtd">
<htm <?php echo HTM__PARAMS; ?>>
<head>
-<meta http-equiv="Content-Type" content="text/htnml; charset=<?php echo CHARSET; ?>">
+<meta http-equi v="Content-Type" content="text/htm; charset=<?php echo CHARSET; ?>" />
<title><?php echo TITLE, ?></title>

-<base href="<?php echo (($request_type == 'SSL') ? HITPS_SERVER : HITP_SERVER) . DI R WS_CATALOG
> >

-<link rel ="styl esheet" type="text/css" href="styl esheet.css">

+<base href="<?php echo (($request_type == 'SSL') ? HITPS_SERVER : HITP_SERVER) . DI R W5 CATALCG
25" [ >

+<link rel ="styl esheet" type="text/css" href="styl esheet.css" />

</ head>

<body>

<p cl ass="nmi n"><strong><?php echo HEADI NG TI TLE; ?></strong><br /><?php echo
tep_draw separator(); ?></p>

@-17,12 +17,12 @@
$products_query = tep_db_query("sel ect pd.products_nane, p.products_inmage from"

TABLE_PRODUCTS . " p left join " . TABLE_PRODUCTS DESCRIPTION . " pd on p.products_id =
pd. products_id where p.products_status = '1'" and p.products_id ="'" . (int)$HTTP_GET_VARS['pI D ]
"' and pd.language_id ="'" . (int)$languages_id . "'");
$products = tep_db_fetch_array($products_query);
?>

- <! DOCTYPE HTML PUBLIC "-//WBC//DTD HTM. 4.01 Transitional//EN'>

+<I DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional//EN'

"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ml 1-transi ti onal . dtd">

<htm <?php echo HTM__PARAMS; ?>>
<head>

-<meta http-equiv="Content-Type" content="text/htm; charset=<?php echo CHARSET;, ?>">

+<meta http-equiv="Content-Type" content="text/htm; charset=<?php echo CHARSET; ?>" />
<title><?php echo $products[' products_name']; ?></title>

-<base href="<?php echo (($request_type == 'SSL') ? HITPS_SERVER : HITP_SERVER) . DI R WS_CATALOG
?2>" >

+<base href="<?php echo (($request_type == 'SSL') ? HITPS_SERVER : HITP_SERVER) . DI R W5_CATALOG
2>t >

<script type="text/javascript"><!--

var i=0;

function resize() {

catalog/popup_search_help.php


https://github.com/osCommerce/oscommerce2/commit/2c201820eca0628f6ef8f65b60d33876021abb4c
https://github.com/osCommerce/oscommerce2/commit/2c201820eca0628f6ef8f65b60d33876021abb4c.diff

@ - 16, 13 +16, 13 @@

requi re(DI R_W5_LANGUAGES . $language . '/' . FILENAVME ADVANCED SEARCH);
?>
-<IDOCCTYPE HTM. PUBLIC "-//WBC//DTD HTM. 4.01 Transitional //EN'>
+<!I DOCTYPE htmi PUBLIC "-//WBC//DITD XHTM. 1.0 Transitional //EN'
"http://ww. w3. org/ TR xht M 1/ DTD/ xht ml 1-transitional . dtd">
<htm <?php echo HTM__PARAMS; ?>>

<head>

-<meta http-equiv="Content-Type" content="text/htnl; charset=<?php echo CHARSET, ?>">

-<base href="<?php echo (($request_type == 'SSL') ? HITPS_SERVER : HITP_SERVER) . DI R W5_CATALOG
2> >

+<neta http-equiv="Content-Type" content="text/htnl; charset=<?php echo CHARSET; ?>" />

+<base href="<?php echo (($request_type == 'SSL') ? HITPS_SERVER : HITP_SERVER) . DI R W5 CATALCG
> >

<title><?php echo TITLE, ?></title>
-<link rel="styl esheet" type="text/css
+<link rel ="styl esheet" type="text/css
</ head>

<body>

href ="styl esheet.css">
href ="styl esheet.css" />

(C) (UP) Update Version to v2.3.1

(C) (UP) Update Version to v2.3.1

Importance: High | Difficulty: Easy

Update version to v2.3.1.

Affected Files

® catalog/includes/version.php

View Changes Online: HTML or diff

catalog/includes/version.php


https://github.com/osCommerce/oscommerce2/commit/53715e42e3fc5c92a7fa2a26f0c596851d390d2e
https://github.com/osCommerce/oscommerce2/commit/53715e42e3fc5c92a7fa2a26f0c596851d390d2e.diff
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